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Keying Mode - IKE with Preshared key W

‘sr'!gnual a

FLEEE LTS IKE with Preshared key
Phase 1 Encryption : DES Y]
Fhase 1 Authentication : MD5 w
Phase 1 54 Life Time : 28800 seconds
Perfect Forward Secrecy :
Phase 2 OH Group : Group 1-768 bit L
FPhase 2 Encryption : DES W
Phase 2 Authentication : MDS W
Phase 2 54 Life Time : 3600 seconds
Freshared Key :
Minimum Preshared Key Complexity Enahle
Preshared Key Strength Meter : L

EQ™ i,m &7 E"0e In""14é- & 19N...”

1&<°8,. Incoming SPI(Security Parameter Index) ie, &' ocd—€ SPIi—€ éE€i-ce &% ice j*ce 1618,
€19, 1Z...8 ¥isO& &n, SPIES" 1™ IE'l, i—@ EEEirce %" ¥Va i &»~ &%) j+"&S"
ESP(Encapsulating Security Payload Protocol) i—ré@"i—@1i,0e i ,6«-E@O& &, 10069 €i,°
fiffffffe ' Ei8€ 12...e ¥ie 1”712 ISpéc &, éjoein- 6@ %iS°0,°19~ 17"« SPIES” @80 @ is°i, i@~
é°cei« SPII™E 1@+ 1*% {+©&<"é«x,

268, Outgoing SPI(Security Parameter Index) is, & od—€ SPIi@~ &% ice f*ce 1618,1"” &1,

1Z...6 ¥i+©& &, SPIES’ &°od« (E'T, 1—€p EE€ice (7 ¥ i+ éx»~ &% «i+”&S” ESP(Encapsulating
Security Payload Protocol) i—ré@"i—i,ce 1 ,6—E@O8eéw, 10089 €i,° ffffffffé'Eis€ i2...6 ¥ie
"7 1Z7ISpécéwm, @ %0 @IS, i@~ &,76°€ES" SPIES” &jcein- €@ IS, 1@~ &"ni-"1"nes”
SPII™€ i€ %i1" i+ 1+% [+ ©&< écx,



Remote Client Setup

Encryption Keay

Authentication Key :

Remaote Security Gateway Type : IP Cnly
IP Address W 192.168.1.2
IPSec Setup
Keying Mode : Manual ¥
[ . :
Incoming SPI : 1004
L?mgnmg SRl 1BCD
Encryption : DES ]
Authentication : MDa ]

3e< '8, . Encryptlon & 0Bj&niS FOEQI—@1,0e EQ°1O1,°

I, if@ic©éd e, e!]CE|z¥e0 I G S" 3DES?Z.. & é&n. VP

EQO™@Nice i+"(” ™" €°0E*iQ, I, —|i§©|- I*Y4 [+©& é«n,

* DES - DES(Data Encryption Standard)eS’ 591 |',,° o
|—||S©| ©e( e«x, DESeS"i agz e@ i— 102 148©° |» --, |0

i8€h@i+"8S" 8215151 —

QE8E 1,-iSOi* 1*%4 j*©é< é«n,

001

fecei

6, Q19€]

O™ ORI,
-1 ¢ QQ1—©

—@ 566’ ,,|S i,o @€ ¥l
”e“oelé—-lé,ls,e°€ DES&SCE

* 3DES - 3DE(Triple Data Encryption Standard)eS” 1686, 1S,1€" 8°,8¢"isce i+"i” ™"

°©e iZ...6¢ e<n 3DES&S” 6@°i@i,°8¥% 1, &%

"9, | eE3pi-©eécx,

s~ 7

(7 ™Mo 8 “€6joe DES&* é E@" €% ¥jeoe

IPSec Setup

Keying Mode :
Incoming SPI :
Qutgoing SPI :
Encryption :
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Encryption Key :

Authentication Key
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keying Mode : Manual W
Incoming 3P : 1004

Qutgoing SPI : 1BCD
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Keying Mode : IKE with Preshared key L

Phase 1 DH Group : Group 1- 768 bit W

FPhase 1 Encryption :
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Phase 1 SA Life Time : 28500 seconds
Perfect Forward Secrecy ]
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Fhase 2 Encryption : DES W
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Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 1- 768 bit W
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Keying Mode : IKE with Preshared key "

FPhase 1 DH Group : Group 1- 768 bit W

FPhase 1 Encryption : OES W

Fhase 1 Authentication : MD5 W
MD5

Phase 1 SA Life Time : SHAT

Perfect Forward Secrecy ]
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Fhase 2 Encryption : DES W
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Keying Mode : IKE with Preshared key W

Phase 1 DH Group : Group 2 - 1024 bit W

Phase 1 Encryption : DES W

Phase 1 Authentication : SHA W

Phase 1 SA Life Time : 27600 seconds

Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W

Phase 2 Encryption : DES W

Fhase 2 Authentication : MD3 v

Phase 2 SA Life Time : 3600 seconds
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Preshared Key Strength Meter : L
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IPSec Setup

Keying Mode : IKE with Preshared key L
Phase 1 DH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Fhase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
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L =

Phase 2 SA Life Time : 2600 seconds
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Minimum Freshared Key Complexity Enable
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IPSec Setup
Keying Mode ; IKE with Preshared key W
Phase 1 OH Group : Group 2 - 1024 bit W
Phase 1 Encryption : DES W
Phase 1 Authentication : SHA W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy
Phase 2 OH Group : Group 1- 763 bit W
rr ™
Phase 2 Encryption : DES v
MIUILL
Phase 2 Authentication : DES |
3DES
Fhase 2 54 Life Time : AES-128
AES-182
Preshared Key : M-AES'EEE 4
Minimum Preshared Key Complexity : Enable
Preshared Key Strength Meter : S
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IP5Sec Setup

keying Mode : IKE with Preshared key W

Phase 1 OH Group ; Group 2 - 1024 bit W

Phase 1 Encryptian : DES W

Fhase 1 Authentication : SHAT W

Fhase 1 SA Life Time : 27600 seconds

Perfect Forward Secrecy

Phase 2 OH Group ; Group 1- 768 bit W

Phase 2 Encryption : DES W

Fhase 2 Authentication : MD5 W
MULL

Phase 2 SA Life Time : )
SHA1

Preshared Key :

Minimum Preshared Key Complexity Enable

Preshared Key Strength Meter : SRS
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IPSec Setup

Keying Mode : IKE with Preshared key W
Phase 1 DH Group : Group 2 - 1024 bit (¥
Phase 1 Encryption : DE= W
Fhase 1 Authentication : SHA1 W
Phase 1 SA Life Time : 27600 seconds
Perfect Forward Secrecy

Phase 2 OH Group : Group 1- 768 bit W
Phase 2 Encryption : DES W
Phase 2 Authentication : MDs W
Phase 2 SA Life Time : 24005 seconds )
Preshared Key : ABC34530BCAD

Minimum Preshared Key Complexity : Enable

Preshared Key Strength Meter ; e I A
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Advanced

[ ] Agagressive Mode

Compress (Support IP Payload Compression Protocol{IPCaomp))
Keep-Alive

AH Hash Algorithm | MDS | w

MetBIOS Broadcast

MAT Traversal

H B E E BB

Dead Peer Detection Interval seconds
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Advanced -
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Aggressive Mode
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Compress (Support IP Payload Compression Protocol{PCaomp))
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Keep-Alive

AH Hash Algorithm | MDS | w
MetBIOS Broadcast

MAT Traversal

H H B B

Dead Peer Detection Interval seconds
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