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SE1D: Wireless_MAIN
5 IP: 192 168 10.x/24
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0| ALt 2|20 ME RV3200| HEL/3 2| DHCP AMH{ &2 £3sI =2 sHof 522 0|2 A
M35t ClHFO|A MM EHE o VLANZ T/ d5HoF g LIC. A|ZF5tE{H o|HY L E & StLtof| °=|
6}.._ 192 168.1.12 2 0|&535t04 2tRE| 2O IELICHEIRES| IP A E o}xl B 745 K|
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1EHA|. & 4 fE2[E[o 23215t Port Management(®Z E £ 2[) > VLAN
Membership(VLAN B4l S MEHEHL|CE Af I O|X|7F L&IL|ct 27| CHE Chd o2 Lt
EFLHZ| 2I3H 3702] 7HE VLANS M EFL|ct Add(F7HE E2/5tod M| &2 F7+5t10 VLAN
ID & MHS WEIFL|C EE8F VLANO| O|Sdfof & 2 E 2IE{H|0|A0 M TaggedZ M
QitXI & ol5{oF B LICH.

VLAN: ¥) Enable
Create VLANS and assign the Ouigoing Frame Type
U to fowr new WLAMS can be oreated. VLAM BDs must be in the range (4_4094)
VLAMN Tabde Memst-30f3 £ =] perpage
WLAM ID Deacriplion Inter WLAM Routing Device Llanagemant  LAMNA1 Lah2 L&M3 LaM4
1 Dedaun Disabled Enatled Untagged Untagped Untagged Untagged
25 Guest Disatled Disatled Tagged Tagged Tagged Tagged
100 Y Qice Disatled Disatled Taggped Tapged Tagged Tagged
i Wirgless_ldaib Digabind :1- Enatiled v Tagged v: Tagged =] |Tagped .-.' Tagged :1 !
Mirelass_GUEST Disatied [=] Enabled [=] Tagged [w]| |Tagpoed [=] |Tagped [=] |Tagoes [=]
Wireless_ENGHRING | | Disatled |=| Enabled |=| Tagged [=] |Tagged [=] |Tagged [=] |Tagges [=]
AR | o] Page [1[=] of1 [m]

2EHA. ¥ =M fEZIEl0 2a92l5t 1 DHCP M+ > DHCP Setup2 ME4&FL|C}t. DHCP
Setup H|O|X|7t @ZIL|Ct

. VLAN ID EEC}2 AXtoll A TA Z22 MR8 VLANS ME8SHL|CHO| ool A= VLAN 10, 20,
30).
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DHCP Setup

[1pva || 1P |
@ yLAN O Option 82
VLAN ID: 10 [=]
Device IF Address: 192.168.10.1
Subnet Mask: 255.255.255.0 [=]
DHCF Mode Disacle @ DHCP Server ) DHCP Relay

Remate DHCP Sarver: 0.0.0.0

Client Laase Time: 1440 min (H
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Sarver Use DNSProwy ||
Static DNS 1: 0.0.0.0

Static DNS 2: 0.0.0.0

WINS Server: 0.0.0.0

TFTP Server and Configuration Filename (Option 661150 & 67):
TFTP Server Host Name:

TFTP Server IF: 0.0,0.0

Configuration Filename:

| Sawe || Cancel |

3. B M ZHoi M Port Management(Z E. # 2|) > 802.1x Configuration(802.1x Z1I|2180|
)= Ad HetLICH 802.1X 7& H|O|X|7F L ZILICE.

. ZE J|H QIS 2 M55t MOl IP TAE EAIEHLICEH
. RADIUS Secret2 MH{Qt S4l5t= O APREIE CIE 7| dL|Ct.
O| CIE2 AH8E ZTEE MEI5t T Save(ME)E F=|gHLICE.



802.1X Configuration

Configuration

/| Port-Based Authentication
RADIUS IP: 192.168.1.32
RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative State Port State

1 Farce Authorized :~r | Link Down

2 Force Authorized :v | Link Dawn

3 Farce Authorized v] Link Down

< Force Authorized E| Authorized
| Save |  Cancel |
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2CHA|. Z7HE S2IBHLICH M &0| LIEHEELICE VLAN IDSH VLAN OIS & L |ck 4
9] BT} S U AB). Apply(Ki8)E S2/8H T+ VLAN 20 2 300f Chal O EHAIE Ehs
grLCt.

@ V0LAN
£ VLAM 1D 10

VLAM Name: |Wireless_MAIN|

Range

fhpply| | Close |

3. B M Eoi M VLAN Management > Port to VLANS MEASHLICEH AH T O|X|7F @ &IL|CH.

. HO|X| &M F7F 2! VLANO| "VLAN ID equals to(VLAN ID equals to)"& &8t CIS
(O] A2 VLAN 10) RLEZ 01| Go(0I&)E Z=IELICH T4 sHE VLANO| CHEt HEo = o
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Port to VLAN

Filterr VLANID equalsto | 10 [+]| AND Interface Type equalsto Fort [+] | Go

Interface GE1 GEZ2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10
Access

Trunk

General

Cuslomer

Forbidden

Excluded

Tagged @ (] a a -} Q a -} @ @
ntagged

Multicast TV VLAN

PVID

4TH7A|. B A o M Security > Radius& ME{ELICH RADIUS H|O|X|7} F&IL|Ct

- RADIUS ME{OIA Al8E M A AMo] (B E| HMA Mo EE Z Ol 2
L|C}. Port Based Access Control(ZE. 7|8t M| A o) MEASHT Apply(HE)E &L
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- 21EE M MHE F7teted™ m| 0| x| 5ol AddE 2 == LICH.

RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACES+ Account

RADIUS Accounting: @ Port Based Access Control (802.1X, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Mone
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Server Definition: @ ByIP address &) Byname

IP Version: T Version 6 @ Version 4

& Server IP AddressiMame:

& Priority: Fange: 0 - 65535

Key String: @ Use Default
User Defined (Encrypted)

T User Defined (Plaintext)




6EHA|. B A ZHoi| M Security > 802.1X > Properties® AMEHEL|CH A m|O|X|7F L&IL|CH

. 802. 1X I_OE 7:|—T'— Ié I:él-l:';l%
MHE A5t ooz A ey
- ApplyE Z&|gfct.

MEHSIE{T Enable(&A8H) S MEdEFLIC} O] B RADIUS
e = Hp M2 MENSHL|C}

-

Por-Based Authentication: (/| Enable

Authentication Method: @ RADILS, Mone

RADIUS
Mane
Guest VLAN: Enable
& GuestVLAN Timeout: @ Immediate
lser Defined

[—ﬁpp-ly—][ Cancel ]

7T VLAN & StLEE MEHSE T Edit( )E ZEgrL{ct M F 0| LtEFH LICH Enable(&4
82 MEiSHo{ ST VLANO] EH°F R1EE #1831 Apply(XH8)E F&/&fL/Ct ZF VLANO] CH
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VLAM 1D 10 =]
WLAM Mame:  Wireless_MAIN

Authentication: |¥| Enable

ftpply| | Close |
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Radio

Global Settings

TSPEC Violation Interval; 300

Basic Settings

Radie: +|  Enable

MAC Address: CC:EF:48:87:49:78
Mode: 802.11b/g/n ﬂ
Channel Bandwidth: 20 MHz ﬂ
Primary Channel: i

Channel: Auto ﬂ

2CHA|. EFAH E0f| A Wireless > Networks B MEHSHLIC}H L/ EQ/3 ©|O|X|7} L&IL|C}.

Metworks
WVirtual Access Points |SSIDs)
WAP Mo, Enable VLANID S50 Mame 55D Broadcast  Security WAL Fiker Chanred Isoator
! ol 1 gt - WPA Personal | [ Disabled
o o r4 Ciscol d WPA Persanal W B Ciabled v
o | x] Cmend o WFA Personal v B Disabled v
Mgd Edi
Save

&1 VAP0S| 7|& SSIDE ciscosbILICH MHEE 2E F7I VAPO|= Bl SSID O|&0| Y&
LICt. 2= VAPS| SSIDE CHE g2 #+8E = JU&LCh

3EHA. ZF VAPE VLANTF 4ZE|H, VLAN ID(VID)2 Z|LICt VID= 10{A 4094 AtO|Q]
7t = aLchEE). WAP1212 57H2] M VLAN; x| %FL.IE}(WLANOI Z 47}, e
VLAN 17H). WAP3212 97He| &4 VLANS XI°._4°*I_IEP(WLAN°| 32 871 + J—FEI VLAN 174
).

7|22 2 WAP ClHo|A o] Zdm|aeo| fEZIE|o| €EE VIDE= 10|, Ol= E

HElX| t2 7|2 vIDO|7| & Lch &2l VID7t VAPH| & El VIDSt SUst B 0| EH
VAP2t @14 E WLAN Z2EI0|HE 7 WAP CHIO|AE BE|E = U&LICH 2R E2
WLAN Z2I0|E M B 2|E H|E 4315t 7| 2|5 ACL(Access Control List)2 e = U
&Lch

O| 3t M ChZ EHHIE +=sloF ZLict

. SSIDE £H35tE{H 21F0] U= EQl EA| HES S=2IgLCt.
. VLAN ID Arxtoi VLAN ID01| LR 2t U=ELCt
. SSIDE /248t & Save(XME) HEEZ E=IgfLch



Networks

Virtual Access Points (SSIDs)

VAP Mo. Enable VLAMID  SSID Name S50 Broadcast  Security MAC Filter Channel Isclation

IR o personst_ Rjoisanies | R

Show Details

e p—— Y L I o Personst v josaties | R

o 0 o 10 IJWimm“'MN

Show Details

LI [ v ErichRiNG B wea personal v il oisadies v SIS

Show Details

SR | U | T

4TH7A|. BF A Zroi M System Security > 802.1X Supplicant® =4 L|Ct 802.1X A/&Af T O]
X7t g=ioct

- Administrative Mode ZE0{ A Enable(& &) 2 ME1S504 C|HFO[A T} 802.1X QIS A A1
NSRS oPE% grulct,

- EAP Method EE 9| EELCI2 S50{|AM X{AEt R 2| EAP(Extensible Authentication

Protocol) &S MEFLICE.

. HMA ZRIET}802.1X QUBAZEE 2152 U7| QIS AHBStE AL XL O|ET HIYHS E
Username and Password =0 {248 L|Ct. AFE Xt O|& 1t H|YH 3 0| Z0|= 1At~64A}2]

==Xl 4 7|5 Extoqof gL|ct 215 Aol o|O| FA4x=[o{ Qlo{of &L|ct.

. Save(M%)E Z2lsto] MHES MEFLICH

=202

802 1X Supplicant

-

Supplicant Configuration

Administrative Mode: [#] Enable

EAP Method: uDs [x]

Username: example-usernams

Password: 00 |eesessees

N

Certificate File Status Refresh

Certificate Fie Present: Yes

Cerlificate Expiration Date: Ded 26 18:43:36 2019 GMT

Browse to the location where your certificate file is siored and clhick the “Upload™ button.
To upload from a TFTP server, click the TFTP radio button and enter the TFTP server information.

Certificate File Upload

Trans fer Mathod: a HTTP
TFTP
Filename: [Choose Fie | No fie chosen
Upload

£ 11: Certificate File Status(21EAM Tt 2 EH) FAoll= QB A mAUO| JUEX| 07+ EAIH



LICh SSL QIS ME & 2t {7k A Aot b5t Salg £ QIS 3t IF 7|20l M
CIXIE M O_I’SHO'LIEP SSL QPIZAME ztE| 2l 45} 4'14 WAP121 2! WAP321 MA
X QIE O| SSL(Secure Socket Layer) 215 AM 2| BEME EXFHAAIL.

ol

5CHA|. Bf M Eoi| M Security > RADIUS Server& MEiELICtH. RADIUS Server J‘HIOle iz
LICt. Oi7Hed=8 21245t 1 Radius Server OH7HH#H~& 235t & Save(XME) HES S2& L
Ct.

RADIUS Server

Server IP Address Type: @ |Pv4

IPvE

Server IP Address-1:  |192.168.1.32

Server |P Address-2: |

Server |P Address-3: |

Server |P Address-4: |

Key-1: |uu-u“ Range: 1 - 64 Characters

Key-2: | Range 64 C

Key-3: | Range 64 C

Key-4: | Range e

RADIUS Accounting: +| Enable
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https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html
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