RV110W &3l of| A 112 VPN(Virtual Private
Network) A% +4

o F:1

VPN(Virtual Private Network)2 3 & HE3 E= QE{HAE ALE8t0{ et 5t A S&I6t7| {8 A
M EQITE MH™HEILICH IKE(Internet Key Exchange)E= & WIE Q3 ZHo| EoF EAIE MHSIE
ZE2EZQLICLEEE 5 & ™o 7|§ wetste ol AAS |0, Ol= VPN B9l 9% Zof CHEt 4l
E|A—|2 I:IJCI-%I-L_||_—_|._

o= 1L-o-™

AZEQo]| HH
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IKE &3 8™

IKE(Internet Key Exchange)= VPNOIA 412 {8t Eot 422 MHEsl= O A8 Ele ZEES
QILICH O H MHE E ot ¢4 E SA(Security Association)2t T & LIC}. O] HXIo|AH= Eotof Al
8& VPN 2120 CiEt IKE Hag 7 45t= widol cHal ABEELICHVPNO| MCHE =S 3t2{™ &
A= ZQIEo CHt IKE H2o| SatoF &Lct.

1EHA|. & 7+ R E2IE|o 2321511 VPN > Advanced VPN Setups MEi & L|CH Advanced
VPN Setup M| O|X|7} L&L|Ct.

Advanced VPN Setup

IKE Policy Table
] Name Mode Local Remote Encryption Authentication CH
Mo data to display

VPN Policy Table
O Status Name Type Local Remote Authentication Encryption
Mo data to display

IPSec Connection Status




Advanced VPN Setup

IKE Policy Table
] |Name | Mode |L0ca| Remuote
Mo data to display
[| Add Row | Edit || Delete |
VPN Policy Table
[ ] | Status | Mame | Type Local
Mo data to display
|AddRow || Edit || Enable || Dizable || Delete |
| Save || Cancel |

| IPSec Connection Status |

2CHA|. M IKE HHE 435t24™M Add RowE 2 2!gfL|Ct.Advanced VPN Setup HO|X|7} P &L
Ct.

Advanced VPN Setup

Add | Edit IKE Policy Configuration

Palicy Mame: policy

Exchange Mode: Main W

IKE SA Parameters

Encryption Algorithm: AES-128 | w

Authentication Algorithm: SHA-1 ¥

Pre-Shared Key:

Diffie-Hellman (OH) Group: Group? (Y68 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 36400, Default: 3600)
Dead Peer Detection: Enable
DFPD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Range: 20 - 1000, Default: 30)
| Save | | Cancel | | Back |

3EA|. Policy Name(E%Y O|F) HEof A AlEe IKE E2o| o|§S &= ELICH



Advanced VPN Setup

Policy Name:

Exchange Mode:

IKE SA Paramet

Authentication Al

Pre-Shared Key:

Add | Edit IKE Policy Configuration

policy1

[ain W

e | Main |

| Aggressive

Encryption Algarithm: AES-128 | w

gorithm: SHA-1 W

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DRC Delay: 10 (Range: 10 - 999, Default: 10}
DPC Timeout: 30 (Range: 30 - 1000, Default: 30)
| Save || Cancel ‘ | Back ‘

A7, Exchange Mode E&CH2 S0 SM8 MEHFLICH

‘Main — IKE X%H0| 2=
A

LR# HL 0

IOl |KE
Q8 B2 o] g4

s

| SMdE

—

HMS F DEECHMED O 2¥Y 4 USLICHE #HE VPN 40|

Q| BEHIC} Of HMSHHME &7 S 2ILICHT OHEEH VPN 21Z0]
EH

il
=



Advanced VPN Setup

Add | Edit IKE Policy Configuration

Policy Mame: palicyt
Exchange Mode: Agaressive | w
IKE 5A Parameters

Encryption Algorithm: AES-128 W

DES
Authentication Algorithm: jIZEIE

AES-192
AES-256

Pre-shared Key:

Diffie-Hellman (OH) Group: Groupl (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default; 3600}
Dead Peer Detection: Enable
CPD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Fange: 30 - 1000, Default; 20}
| Save H Cancel || Back ‘

5C+A|. Encryption Algorithm EECH2 S0 g1 2|&2 MEIFLICH

-DES — DES(Data Encryption Standard)= CilO|E{ ¢f §§+01I 56H|E 7| 37| MEELICLDESE
QelEIieH stLte| A= ZQIE T} DESTF X| st Z .

-3DES — 3DES(Triple Data Encryption Standard)&= DESE 3% &3t X|2t =& T|= DES EP—S—
of 2t 7| 27|7} 168H|E0|A 112H|IEE, 112H|E0f| A 56H|IEZ 2} E ||:+ 3DESE DES &!
AESEC} ot Mgt Ct,

‘AES-128 — 128H|E 7|(AES-128)7} Z&E 12 %53t EES AES 535S 2|5l 128HIE 7|
2 A2%LICHAESE DESECH 2T JEEH—I YEtr{o 2 AESE 3DES'='I:+ = x| 2k = o
SZ0| Hx|ot U 980 =902 I3l 3DESTE O M S LICH AES- 1282 AES-192 2 AES-
256 Ct Wit 2 X|BF oM SHR| L& LT

‘AES-192 — AES-192E AES €5 31E 2|5l 192H|E 7|E AI2ELICHAES-192= AES-128E C}
L 2|X|ot OFX A4 0| =11 AES-192= AES-256 2 C} it 2 K| 2t 2 otAd 0] & LCt.

-AES-256 — AES-2562 AES 2531 E 2|all 256H|E 7| Al ELICI.AES-2562 AES-128 4
AES-192ECt = X|8F ok EFL|C}



Advanced VPN Setup

Add | Edit IKE Policy Configuration
Palicy Mame: palicy1

Exchange Mode: Agaressive | w

IKE 5A Parameters

Encryption Algarithm: 3DES ¥
Authentication Algorithm:

Pre-Shared Key:

Diffie-Hellman (DH) Group: Groupt (768 bit) | w

SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
CFD Delay: 10 (Range: 10 - 999 Default: 10}
DPD Timeout: 30 (Range: 20 - 1000, Default: 30)
| Save || Cancel || Back |

6Tt Authentication Algorithm EECH2 S50|M #5t= 152 MEiELICY.

-MD5 — MD5(Message-Digest Algorithm 5)= 21501 128H|E SHA| g2 AL & LICMD5= oF
&t x| 8L X|BF SHA-1 & SHA2-256 2 C} & LIC.

-SHA-1 — SHA-1(Secure Hash Function 1)2 @15 0{ 160H|E SHA| 2t 2 AFEFLICHSHA-12
MD5ECH =2|X|2t 2O =& 0| Of =10, SHA-12 SHA2-256 £ C} tiF 2 X|2F 2ot &=F 0| W& L|CH.

-SHA2-256 — 256H|E S A| ZH(SHA2-256)0

| A= EoF SHA| L E|E 25 2150 256H|E SHA]
22 Al gtLct.SHA2-2562 MD5 2! SHA-1ELCH =

2|x|2F e gt Lic



Advanced VPN Setup

' Add |/ Edit IKE Policy Configuration

Paolicy Mame: policy1

Exchange Mode: Agagressive | w

IKE SA Parameters

Encryption Algarithm: 30DES W
Authentication Algorithm: MD5 W
(F're—Shared Key: abcd1234 ]
Diffie-Hellman (OH) Group: Group? (V68 bit) |w
SA-Lifetime: 3600 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 10 (Range: 10 - 998, Default: 10)
DPD Timeout: 30 (Range: 30 - 1000, Default: 30}
| sae || cancel || Back |
7EH A, Pre-Shared Key(A™ &8 7|) 20 IKE H&o|Mq AR SHE A 28R 7|18 Q24gtLct.
Advanced VPN Setup
- Add / Edit IKE Policy Configuration
Palicy Mame: policy1
Exchange Mode: Agaressive | w
IKE 5A Parameters
Encryption Algaorithm: 3DES ]
Authentication Algorithim: MD5 "]
Pre-Shared Key: abcd1234
Diffie-Hellman (DH) Group: Group1 (768 bit) | w
| Group1 (768 bi)
SA-Lifetime: GroupZ (1024 bit) Seconds (Range: 30 - 85400, Default: 2600)
Group5s (1536 bit)
Dead Peer Detection: [+] Enable
CFD Delay: 10 (Range: 10 - 999, Default: 10}
DPD Timeout: 30 (Range: 30- 1000, Default: 20)
| Save || Cancel || Back |
8EHA|. Diffie- He/lman(DH) 5 EECR S50|MIKE7 AHE5l= DH &2 MEELICI.DH O
EQ ZAEE ME ZEE= MO[0f| 7|8 R&EEY = JELICLIE HIE HEI 228 I8 B
c&FOI dEHELICH
‘Group 1-768HIE —71& W2 Z L 7| & 7t%& otMSHR| §f2 Q1E JEYLICH 2Lt IKE 7|8



-Group 2 - 1024H|E — 1.& 7| & [ ot 8 Q1B O ESHX|TH IKE 7|2 AlAHSEd{H AlZt0| & 2R
stL|C)
= .

‘Group 5 - 1536H|E — %11 Z& 7| & 7h& eHXEt QIE LIEFHLICHIKE 71§ 7|&Heted™
o B2 AZHo| 2R ELICLHERR STt -2'59':'._4 ol EME Ar8st= 2ol E&LICH

LS -

Advanced VPN Setup

Add |/ Edit IKE Policy Configuration
Policy Mame: policy1

Exchange Mode: Aggressive | w

IKE SA Parameters

Encrypticn Algorithm: 3DES W
Authentication Algorithm: MDE W
Pre-Shared Key: abod1234

Diffie-Hellman (ODH} Group: Group2 (1024 bit) | w

r B
SA-Lifetime: 3500 Seconds (Range: 30 - 86400, Default: 3600}
Dead Peer Detection: Enable
DPD Delay: 20 (Range: 10 - 999, Default: 10}
LDF'D Timeout: 40 (Range: 30 - 1000, Default: 30)
J
| Save H Cancel || Back |

9EtA|. SA7 AAIE|7| Foi VPNO| CHEt SATt RIS El= 71ZHZE)E SA-Lifetime EE=0| L=3gL|Ct

10EHA|. (A1=8 AtEh) Dead Peer Detection(Cl = I/o{ Ef Xy EE0{| A Enable(&&5t) 2fQIEtS MEY
504 Dead Peer Detection(H| = I|0{ Bt X[y &45}ELICH S M 1|0 B X|= IKE I|01E ZL|E{R
&to{ m|o{7} & %oPXI of=X| & QI8 LICt Dead Peer Detection(HI = Z|0o B X[)2 H|EA m|0{9]
HE®3 Elas GHIE YWXR[ELICH

11EHA. (/‘dEﬁH AHE}) 9Bt A 04l A DPEER Bt X|S 24458t 24, DPEER(S A Z/0f X/97) Z=0f| A
Ijo{7} &2 &elst=E Bl (X)E ==L ct

12EHA|. (MEH AFE) 9EHA|0f| A Detection Peer DetectionS

’ééﬁ}é* A< H|gd o7t ArXE
THX| CHZ|E AlZH(ZE)E Detection Peer Detection Timeou 2

ﬂIF' ik
_C.’_

13EHA|. MEE 22l5lo ZE MdHEE MEFLC

VPN 83 #Hu|3gfo|M

18t & Zx|zzio|M |REEIE| 22215t VPN>Advanced VPN Setups ME{EHL|CH
.Advanced VPN Setup H O|X|7} GZIL|C}



i Name Mode Local Remote Encryption Authentication DH
O Mo data to display

lupddRow, || Eat Delete

] Status Mame Type Local Remote ! Ei
O Mo data to display

M\ Eat || Enave |[ Disavle |[ Deiete |

Aggressive
Edt || Delete

Enable || Disable || Delete

2EHA|. VPN Policy(VPN &) E|0/201 k| Add Row(3 Z7})E Z 2|8t} Advanced VPN Policy
Setup & 0| LIEFEf L|CEH,

Add / Edit VPN Policy Configuration

Policy Mame:

Policy Type: Auto Paolicy W

Remaote Endpoint: IP Address | w

(Hint: 1.2.3.4 or abc.com)

Local Traffic Selection

Local IP: Single | w

IP Address: (Hint: 1.2.3.4)

subnet Mask: {Hint: 255.255.255.0)

Remote Traffic Selection

Remaote |P: Single | w




VPN HHM 314 F7H+7
Advanced VPN Setup

Add / Edit VPN Policy Configuration

(F'nlil:y Mame: policy 2 )

Policy Type: Auto Policy w

Remote Endpaint: IF Address | w

(Hint: 1.2.3.4 or abc.com)

1Et Al Policy Name(&2 0|5F) E=oi Aol T RE 0|5 & &={stod A AlEefLict

Advanced VPN Setup

| Add | Edit VPH Policy Configuration

Palicy Mame: policy 2

Puolicy Type: Auto Policy (¥
Auto Policy

Remaote Endpoint: IManual Policy

(Hint: 1.2.3.4 or abc.com)

x
A
Iy

rok

0

12

=l

(1

jo

x

gl

o

r

[ul

2CEHA|. Policy Type EELHR S50

Ats HM — o7, E AISoE AHE = UELICHO| 32 A 2ol = IKE(Internet Key
Exchange) Z2EZ0| & VPN =X QIE 7ol & 45{oF & LCt.
RIEof CH3H =

& 8™ — 0] Z9 VPN Ei'd 7|0l CHet UHE Zefots HE HE2 A =X
Soz UHELICH

Advanced VPN Setup

| Add / Edit VPH Policy Configuration
Palicy Mame: policy 2
Paolicy Type: Manual Policy | w
Remate Endpaint: IF Address |«

(Hint: 1.2.3.4 or abc.com)

3Et7|. Remote Endp n(HE AEZQE) EECIR SEM HE A=22E0|MH HO|EQOIE
AHSL = IP AR fES MEIELICH

P F4A — HAJA=ZQIENM HOIEH 0| IP FAYLICHO| SME MEISHE B2 ZEof IP

FAE LHFLIC

‘FQDN (Fully Qualified Domain Name) — &2 &730f| /= HO|Ef{o|e| M+ &tE =M Q! 0|2
UZELICE Ol M2 MEiste 42 M3 E Z2eo HrstE TH Q! O|§ S Y=dFct



2Z Epi= MEY

Local Traffic Selection

Local IP: Single | w
IP Address: Subnet (Hint: 1.2.3.4)

Subnet Mask: (Hint: 255.255 255 0)

1EA|. Local IPEECH2 S50 A=ZQIEof s MSE AMER &S HEgfLICH

Local Traffic Selection

Local IP: Single |w
(I_F' Address: 192.168.1.1 (Hint: 1.2.34})

Subnet Mask: (Hint: 255,255 255.0)
B M 510 SAER KEELICLO| M MEistE B2 P L HEO IP FAE
23gFL[Ct

Local Traffic Selection

Local IP: Subnet | w

-
IP Address: 192.168.1.1 (Hint: 1.2.3.4)
Subnet Mask: 2552552550 (Hint: 255.255.255.0}

MEY _po| BAAE Molste tAIQlL|CH Ol A M K|XE MEYIo| 3 AEOFVPNO| ¢
28 £+ & LICEVPNO| @4Z435i2{0 =2 AND £r40f| o|aH HAFE{7 MEH=E|IL|CHIP7} Eedt S
Ut 2ol S5t e HRETF MHELICH 0| SME Mests 22 1P F4 U MEY Zeo)
IP F40 MEUIS Q3L

174 =) Mey

Remote Traffic Selection

Remote IP:

IP Address: (Hint: 1.2.3.4)
Subnet Mask (Hint 255.255.255.0)

1CtA|. Local IPESLCIE SEM A= ZQIEN| N2E AlHR R3S MENSHL|CT.

Remote Traffic Selection
Remaote IF: Single | w

GF' Address: 192.168.1.5 {Hint: 1.2.34}]
Subnet Mask (Hint 255.255.255.0)

Bel MRS SILIO| SAER XN|EHEILICH Ol SME MEHSIE AR IP A ZEEO IPFAE &
245H|C}
| .



Remote Traffic Selection

Remaote IP: Subnet | w

IP Address: 192.168.1.5 (Hint: 1.2.3.4)
Subnet Mask: 255 255 255.0 (Hint: 255.255.255.0))

MBS —1Pe| BAE Helste ntaa lLIcholE A st X|HE MEHIS| $AERHVPNOI| o
A%t £ Ql&LICHVPNO 94735248 =2| AND Zdof ol AFE{ 7t MEHEILICHIPI} et S
Ut HRloll £t F AFEH MEELUD. 0l SME MESE B IPFA H

IP =AQ MEUES Q248 |C}.

=& X 7=

Manual Policy Parameters(s=& 22 Oi7i{#H4)E T 44524 Add/Edit VPN Policy
Configuration(VPN &2 ZIZ[Z20[M FI{15=78) MM 0| 2EHAH 9 Policy Type(BE &) EECH=2
= £0{| M Manual Policy(=& H2)& MENFLICY,

Manual Policy Parameters

SPl-Incoming: 014cC

SPI-0utgaing: 014C

Encryption Algarithm: AES-128 | w
Key-In:

Key-Out:

Integrity Algorithm: SHA-1 W
Key-In:

Key-Out:

1EtA|. SPI-Incoming 2 =01 30{|A 8 ALO|2| 16Tl gt 2 =T LICH SPI(Stateful Packet
Inspection)= Deep Packet InspectionO|2t 1 5t= 7|&LICH.SPI= HAFE UIERXIE TS|
FXlst= ol E20| El= chYst 2ot 7|1s2 #+ 3 LICHSPI-Incoming 22 O™ & x|2| SPI-
Outgoing0ll S &FL|CH 242 VPN Y= X QIE 9| SPI-Outgoing ZEO0l St 2t0| UE R ZE
2k ol &8 ElLCt.

2EHAH|. SPI-Outgoing =01 30{ M 8 Ato|2| 16%I 2t = i=dFtLCt.



Manual Policy Parameters
SPIl-Incoming: 014cC
SPI-0utgoing: 4cC
(——
Encryption Algarithm: AES-128 | w
3DES
Key-In: ES 1
AES-128
. : AES-192
Key-Out: AES-256 |
Integrity Algorithm: SHA-1 (¥
Key-In:
Key-Out:
3. Encryption Algorithm( 238t &1 2|&) ESCHR SSEOAM MUEs 535 dnelES MHE

gL

fo

gtoi 56H|E 7| 2 7|8 AFHEELICHDESE
O

-‘DES — DES(Data Encryption Standard)= Ci|O|E{ &
t= A<0d|2t A3t oF & LIC.

QeI stLte| AIE XL QIE 7| DESE X| 5=

ox

-3DES — 3DES(Triple Data Encryption Standard)= DESE 3/ &5t X|2t =8 T|= DES EP-S—
of 2t 7| 2 7|7F 168H|E 0 112HIEZ, 112H|E 0| M 56H|IEZ Y2t &lL|CH3DESE DES &
AESEC} et LCt.

‘AES-128 — 128H|E F|(AES-128)7t & E 112 ¥53 EE2 AES &2 3HE 2I5H 128HIE 7|
= Al=238HL|CHAESS DESECH =1 raauq,%uwgz AESE= 3DESECH it = X|gF 2ok
¢§0I x| LR RO| =02 QIS 3DESTt A k& LICHAES-1282 AES-192 & AES-
256 Ct k2 X|2F HEH K| Qb&LICE,

-AES-192 — AES-192= AES & 552 2|5 192H|E 7|E A2 EL|CHAES-192= AES-128 2 C}
L 2|X|Bt otX A 0| =10 AES-192E AES-256 2 C} =2 X|0F 2 otAdo| & LCt.

-AES-256 — AES-2562 AES Y S 3IE 2|5l 256H|E 7|E AI2&L|CH.AES-2562 AES-128 2!
AES-1925Ct = x|ot b shL|C}.

Manual Policy Parameters

SPIl-Incoming: 014c

SPI-Cutgoing: 014C

Encryption Algorithm: DE= (¥

-,
Key-In: 1452
Key-Cut: 1452
J
Integrity Algarithim: SHA-1 W
Key-In:
Key-Cut:
4EHH|. Key-In HEO]| QlHH2 = H™Mo| @55l 7|8 Q2igLIct.7|0] Zols 3EH oA Mzt o



velEo et et ELc

5B Key-Out =0 Ot HI2E HAo| of 535 7| & U=ErLCt.

Manual Policy Parameters

SPIl-Incoming: 014C
SPI-0utgoing: 014C
[
Encryption Algarithm: AES-128 | w
3DES
Key-In: DES
AES-128
. : AES-192
Key-Out: AES-258 _
——
Integrity Algorithm: SHA-1 (¥
Key-In:
Key-Out:
6CtA. FEY d2/Z EEOR SEOM MAE FEY SIEES MEELICHO| dDEE2
Clo|E{e] FZAME &lgtLICt

ZI0|E 16AtZ X|HELICIMD5(Message-Digest Algorithm 5)& S&

‘MD5 — O| ¢ 2|&2 7|
Ol 548 ME83t= SSL IS M £ CIX|E MHE S2| ojZ2|70|M0o

4 x| 7IS0| ofL|H | Mg
UChMD5E 2 E HIO|E AE RIS 128HIE ZtO2 & 3HK|BF SHAE 160H|E 2{O2 = EHLIC

MD5= HfFEo| &Fzh o Xﬁ:.BPXI':'F MD5= O|™ HEo| sllA| & E[&E0|H = A0l F e
LICtH

-SHA1 — SHA1(Secure Hash Algorithm version 1)2 160H|E S{{A| & +2Z, MD52 C} 9751 x|t
A&t Aol o 2 ZEILCH.

-SHA2-256 — O| &1 2|& 7| ZO0|E 32AtZ K| ErLLC}.

Manual Policy Parameters

SPI-Incoming: 014C

SPI-Outgoing: 014c

Encryption Algarithm: DES W

Key-In: 1452

Key-Out: 1452

Integrity Algorithm: SHAZ-256 |w
II"_Ke'g,f-l n: 1234

Key-Dut: 1234
\ ¥

7EHA. Q2 E YAMo| FAd 5’|(1'='-7E=“é§ DETt s ESPL| B2)E HELICE 7| Zol= 6E
Aol MEfst g T e|Fof ek FEkE LI

8EF 7. Key-Out Z=0f OtRHI2E HHo| FZAY 7|8 LUMELICLVPN 22 QHI2E & H2



Cof el dEx|22 8 % 22| ot RHI2E 7= O

rin

20| Q2 E 7|2t LXIsHoF & LICH.

FIHIHoR HdZAs2{H VPN E{E 9] EP% % Z0f M SPI-Incoming & Outgoing, Encryption
Algorithm, Integrity Algorithm 2! Keys7} & 2380k & L|C}.

S M oj7fH=s

Auto Policy Parameters

-,
(S.A—Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800
J

Encryption Algarithm: AES-128 | w
Integrity Algorithm: SHA- ¥
PFS Key Group: [] Enable
DH-Group 1(768 bit) | w
Select IKE Policy: policy | »

1EH7|. SA = Z =0il SA(Security Association) 7|72 = B2 Q24ELICHSA £—&E2 7|71 £
Ho| £|H HAZAE SATI Rt 22 RiFAHEILICH.

Auto Policy Parameters
SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800}

Encryption Algarithm: AES-128 | w

3DESR
Integrity Algarithm: _

PFS Key Group: AES-182
AES-256
DH-Group 1(768 bit) | w

Select IKE Policy: policyT | w

2EHA|. Encryption Algorithm(2 238t & 1 2|&) EECHR SFo|A HMUst 53 d02|&E
grLlct
= .

o=

jo

-‘DES — DES(Data Encryption Standard)= Ci|O|E & & 35}0i 56H|E 7| 27|& AFE & LICI.DESE
QEHE|R o stLto| A= XZQIETF DESE K| 5t BB AL& 5ok & LICH.

-3DES — 3DES(Triple Data Encryption Standard)= DESE 3/ &5t X2t =& Z|= DES EP-S—
of w2t 71 27171 168HIE0IM 112HIE R, 112H|E0i| A 56H|IEZ S 2t Z/LICH3DESE DES &
AESEC}H ot g LCt,

-‘AES-128 — 128H|E 7|(AES-128)7} Z&E 12 &3535 EE2 AES &35 3512 2|5l 128HIE 7|
g A+9°H—IE+ AESE DESHICH W21 S RIELIC 25t S0 2 AESE 3DESKICE BHE R|gH Hot
¢—’é0l SX[EH UE R%0| F=Q0{=2 QI5H 3DES7| O WS LICHAES-1282 AES-192 2! AES-
2562 CH ik = X|TF QFMSHK| & L|CE

-‘AES-192 — AES-192E AES & 53l E Q|all 192HIE 7|5 r E. LICIAES-192= AES-128 £ C}
2| x|t ot A 0| =11 AES-192= AES- 256'='l:+ ik = X2 2ot Mol F&L|CtH



-AES-256 — AES-2562 AES Y S 3IE 2|5l 256H|E 7|E AFEELICHAES-2562 AES-128 &
AES-192E Ct =X|8F ok EFL|C}.

Auto Policy Parameters

SA-Lifetime: 2300 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algorithm: DES ]

Integrity Algorithm:

PF3 Key Group:

Select IKE Policy: policyl | w

3CEHA. Integrity Algorithm(F 24 =
LICt ol ¢ E|&2 Ho|Ee| FEAHEE &l

‘MD5 — O| & E2|&2 7| Z0|& 16XtE x|’ gfLICt.MD5(Message-Digest Algorithm 5)= &=
x| 7|50 ot 0| 542 AE85t= SSL 21&EAM EE= CIXIE HE S2| o Z2|7i|ol4dof A&
LICt MD5E 2 E HIO|E AEZIZ 128H|E o2 AF 5K SHAE 160H|E I 2 S FgLct

MD5= H#E 0| ofzt o XM{& st X|BF MD5= O H-I"._*-QI sHAl ¢ n2|&0|H S& A0l FF
LICF.

-SHA1 — SHA1(Secure Hash Algorithm version 1)2 160H|E S{A| & 42, MD52C} ot 5 K| Th
A& AlZHo| . @2 A&ILICH

-SHA2-256 — O| & 1 2|&2 7| Z0|E 32XIE X|™EELICt.

Auto Policy Parameters

SA-Lifetime: 2300 Seconds (Range: 30 - 86400, Default: 28800}
Encryption Algarithm: DES W

Integrity Algarithm: SHA-1 W

[F'FS Key Group: Enable]

DH-Group 1(7E8 bit) |w

Select IKE Policy: policy? | w

ATHA|. (M4 ALY Eot2 JHM5LT| 215 PFS Key Group(PFS 7| 2&) ZE0{ M Enable(& 43}
gl-olal-% I_-| EI' |[_—_|.



Auto Policy Parameters

SA-Lifetime: 2800 Seconds (Range: 30 - 86400, Default: 28800}

Encryption Algarithm: DES ¥
Integrity Algorithm: SHA-1 W

PFS Key Group: Enable

-
DH-Group 1(768 bit) |w
DH-Group 1(768 b
Select IKE Policy: DH-Group 201024 bit)
DH-Group 5(1536 bit)
View
5Et7|. Enable(4EHA| EH35h 2 MEY
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Auto Policy Parameters

SA-Lifetime: 2300 Seconds (Range: 30 - 86400, Default: 28800}

Encryption Algorithm: DES 7]
Integrity Algorithm: SHA- 7]
PFS Key Group: Enable
DH-Group 1(768 bit) |w

Select IKE Policy:

6Tt Select IKE Policy(IKE &% AMEf) EECHE S0 MA
IKE(Internet Key Exchange)= VPNOIM 4l -|-|°F HoteQ

L|ct.o|ZHH MHE £ ot 0122 SA(Security Association)
M F A= ZQIEof CHEt IKE E20| S 5ok & LICH.

w Q@
1

= O |
I &tLct VPNO

7EH7|. Save(ME)E 2=ioto ZE HdHE HEFLICH

Hn.Hd3HMo 2 AZ4352{H VPN E{2 2| CIE % Z0i| A SA-Lifetime, Encryption Algorithm,

Integrity Algorithm, PFS Key Group & IKE Policy7} & &at{oF & LIC}.

RV110WOIM O B2 7IALE EB{H 0{7|E S =Ist & Al2.


/content/en/us/support/routers/rv110w-wireless-n-vpn-firewall/model.html

	RV110W 방화벽에서 고급 VPN(Virtual Private Network) 설정 구성
	목표
	적용 가능한 디바이스
	소프트웨어 버전
	IKE 정책 설정
	VPN 정책 컨피그레이션
	VPN 정책 구성 추가/수정
	로컬 트래픽 선택
	원격 트래픽 선택
	수동 정책 매개변수
	자동 정책 매개변수



