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Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Name: |
Interface: WaN1 W
Keying Mode: IKE with Preshared key W
Enable: v
Local Group Setup
Local Security Gateway Type: IP Cnly W
IP Address: 0.0.00
Local Security Group Type: Subnet W
IP Address: 192 1658.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Remuote Security Gateway Type: P Cnly W
IP Address Wi
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Client to Gateway

Add a New Tunnel

m () Group VPN () Easy VPN

Tunnel Mo. 1

Tunnel Mame:

Interface: AR )
Keying Maode: 'IKE with F'reshared ey v |
Enable: o

Local Group Setup

Local Security Gateway Type: IP Only

IP Address: 0.0.0.0

Local Security Group Type: Subnet w
IP Address: 192.168.1.0

Subnet Mask: 255.255.255.0

Remote Client Setup

Femote Security Gateway Type: P Cnly

IP Address W
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Client to Gateway

Add a New Tunnel
® Tunnel ) Group VPN O Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT [
keying Mode: |[KE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Tvpe: P Cnly (¥
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IP Address: 192.168.1.0
Subnet Mask: 255255 2550
Remote Client Setup
Femote Security Gateway Type: IF Only (¥
IP Address W
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Client to Gateway
Add a Hew Tunnel
® Tyunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: 'WANﬁ W
Keying Mode: WARNZ
SB1
Enable: UsB2
Local Group Setup
Laocal Security Gateway Type: P Cnly W
IP Address: 0.0.0.0
Local Security Group Type: Subnet W
IF Address: 192.168.1.0
Subnet Mask: 2552552550
3EHA. 7| ZE EECHR SE0M Eot2 fX|ote{H MU 7| 22| ZEE MEfg LT
2 2= AT 3R 7174 U= IKEYLIC.
Client to Gateway
Add a New Tunnel
® Tunnel O Group YPM O Easy VPN
Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: WANT W
Keying Mode: IKE with Preshared key vl
_ | Manual |
Enable: IKE with Preshared key
L IKE with Certificate 3}
Local Group Setup
Local Security Gateway Type: IP Only )
IP Address: 0.0.00
Local Security Group Type: Subnet W
IF Address: 182.168.1.0
Subnet Mask: 255 2552860
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Client to Gateway

Add a New Tunnel

® Tunnel () Group VPN () Easy VPN
Tunnel Ma. 1
Tunnel Mame: tunnel_1
Interface: VAN W
Keying Mode: IKE with Preshared key W

Gnable: -J)

Local Group Setup

Local Security Gateway Type: Dynamic IP + Domain Mame(FQDMN) Authentication W
Domain Mame: domain_1

Laocal Security Group Type: P W

IP Address: 192.1658.2.1
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Client to Gateway

Add a New Tunnel

® Tunnel ) Group VPN (O Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: VAN W
Keying Mode: |[KE with Preshared key (¥
Enable: o
Local Group Setup
r B
Local Security Gateway Type: P Cnly (¥

IP Address:

{ IP + Email Address(LUSER FQDM) Authentication
| Dynamic IP + Domain Mame(FQDM) Authentication
| Dynamic IP + Email Address{USER FQDMN) Authentication

Local Security Group Type:

IP Address: e
Subnet Mask: 255258525850
=M Ch3 2ol dolELct

- IP Only(IP &) - 18 WAN IPE SaMEF BE{ol| HAAE = Q&L et Eofgr oY
WAN IP7} = 39 0| SME MEE = JIGLILIE WAN IP FLE RSS2 dQELICt
-IP+ MR O|F(FQDN) 215 - I1HIPFLA R S
&Lict.ol SME M=st= B2 Domain Name Z
BWANIP F4E A2 dgELct

-IP+O|HY FA(USERFQDN) QIS - 1™ IP FA L O|HY FTAE S5l E{ 0] HMAE £
QI&LICH 0| SME MEHSHE AR Email Address ZEO| O|HY FTAE Ql2dgtL|ct. 1

WAN IP F4E RS2 2 dEELo
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Client to Gateway

Add a Hew Tunnel

® Tunnel ) Group VPN () Easy VPN
Tunnel Mo, 1
Tunnel Mame: tunnel_1
Interface: WANA W
Keying Maode: |KE with Preshared key W
Enablea: o
Local Group Setup
Local Security Gateway Type: Cynamic IP + Domain Mame(FQDM) Authentication W
Domain Mame: domain_1
Local Security Group Type: Subnet W

IP

IP Address:

| IF Range
Subnet Mask: O

. IP - StLES| §7 LAN C|HtO|A R o] HMAE = Q&LICHO| SME MEHStE B IP
Address EE0{ LAN C[HIO|A Q| IP FAE =EfLICH7IE IPE 192.168.1.0LICt

- MEU - &Y MELIO| B E LAN CIHIO|AE B0 HMAE £ Ql&LICt ol SME MEHst
£ A< LANC|HIO|A9| IP FA MEY OIAT E IP Address & Subnet Mask Z=0f Z+zt
U=BrLICE 7|2 OtA T E 255.255.255.0L|C}.

- IP Range(IP H2]) - Ct&EF LAN C|HO[A 7L {0l M| AT &= Q&LICHO| SME MEsH=
B A IPY ZIPEEO AR L B IPFAE 22 A=d7fLich? =
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Client to Gateway
Add a New Tunnel
® Tunnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA W
Keying Mode: [KE with Certificate (¥
Enable: o
Local Group Setup
- : - N
Local Security Gateway Type: P + Cerificate
IP Address: 0.0.0.0
Local Cerificate: 01, lssuer: 6c:20:56:c6:16:52 - Subject 6C:20:56.06:16.52 | w
self-Generator | | Import Cerificate
. y,
Local Security Group Type: P (¥
IP Address: 19216821

- Local Security Gateway Type(2Z 2ot H|0|EQ|0| R&) - &M 7t /= IPE &35l E{oll

HMAE  U&LICH

. IP Address - WAN QIE{H[O|A Q| IP FAE LIEFHLICE Q7| Mg ZeEQlL|C}

1EtA[. Local Certificate(2 & 2/&Af) EELHR S F0IM 2HREE AlHst7| <
Zd QIBE M E MEHSILICE Self-GeneratorS £ 2!6l04 QIS MHE
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Client to Gateway
Add a New Tunnel
® Tunpnel () Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WA (¥
Keying Mode: IKE with Cerificate W
Enable: o
Local Group Setup
Local Security Gateway Type: IP + Cerificate
IF Address: 0000
Local Cerificate: 01. Issuer: 6c20:56:c6:16:52 - Subject 6c:20:56:C6.16:52 | w
| Self-Generator | | Impornt Cerificate |
Local Security Group Type: P (¥
IP Address: Subnet
IF Range
2. Local Security Group Type(Z2Z 22t 28 %) EECHR SS0{AM VPN E{'Z0] Al
A8 £ e ZZ LAN AFX £ AFXF D& MAUS RS MEELICH7|BS AME
l_-||o||__||_-_|.
A H

. IP - 3tLto| EX LAN C|HIO|A B E{idof| HA|AE £ QIELICHO| SME MEHSIE B IP

Address ZE0{ LAN C[HtO|A Q| IP FAE UZELICH 7|2 IPE 192.168.1.0L|Ct.

- MEH - &Y MEHS 2E LAN C|HO|AE B0l HMAE = U&LICHO| SMHS MEAS

= 42 IP Address(IP ££) 2! Subnet Mask(AMEL! 0tA3F) ZHEof LAN C[HIO|AQ] IP A

ot MES tAZE 242 RFLICH Y| OfA3 = 255.255.255.0 LTt

- IP Range(IP ') - Ct 28t LAN C|HtO|A 7} EfHol| HMAE 4= U&LICHO| S
732 Start IP(AZ IP) L End IP(E 2 IP) ZEO| AIZF U B2 IP FAE ZHZ 24t

Q= 192.168.1.0~192.168.1.254 L |C}.
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Client to Gateway
Add a New Tunnel
® Tunnel ) Group VPN () Easy VPN
Tunnel Mo. 1
Tunnel Mame: tunnel_1
Interface: WANT W
keying Mode: |KEE with Preshared key W
Enable: o
Local Group Setup
Local Security Gateway Type: IF Cnly ]
IP Address: 0.0.0.0
Local Security Group Type: IP W
IP Address: 192.168.2.1
Remote Client Setup
Remote Security Gateway Type: IP Cnly W
IF Address W IP + Domain Mame(FQDM) Authentication
IP + Email Address{USER FQDM) Authentication
Dynamic IP + Domain Mame(FQDM) Authentication
IPSec Setup Dynamic IP + Email Address(USER FQDM) Authentication
Phase 1 DH Group: Group 1-768 bit ]

1EHAH|. Remote Security Gateway E&CH2 S50i|A VPN HHE S M™5t7| 8 MM 2t
O|1E Aldd Hie{2 MEHNSH |C} 7 |EZI2 1P Only |L|C}.
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. IP + O|HIY FA(USER FQDN) 2!5 - E{Zo] OHHlé%E* T U WH2 ZEI0[HES 1™ IP
F4 A o|HY FAULICHO| SME MBS 32 (A HIY o] Z2Eo A HY =48
UHFLICH EEOHR SEM IP FAE MEIS D QIMEH LEof Eeto|HES TH IPE &
25t 7Lt EECHR S S0iM IP by DNS ResolvedE MEHSI T QIE 8 EEOf IP 49| EHIQ!

O|F2 UHELICLIP A9 2EZ DNS MHE Sdll EZHREE IP FAE XAISSE HME £+

A& L.

. S IP+ ZHQ! O|F(FQDN) 215 - 2ct0|ME U SEEI ZHRIS XM IP FAE S5l B
off HMAE = &LICt ol M2 MEHSI= F R Domain Name(=H|Q! 0|§) 2=
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2t 3: Add a New Tunnel A4 0| 3EHA| 2| Keying Mode E &L}
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Local Group Setup

Local Security Gateway Type: IP + Cerificate

IP Address: 0.0.0.0

Local Cerificate: 01. Issuer: 6c:20:56:06:16:52 - Subject: 6C:20:56.c6:16.52 |w
Self-Generator | | Import Certificate

Local Security Group Type: Subnet W

IP Address: 192 168.3.1

Subnet Mask: 256.255.265.0

r’i_inatmme Client Setup h
Remuote Security Gateway Type: | IP + Cenificate
IP Address W 192.168.3.2
Remote Cerificate: 01. Issuer: 6Bo:20:56:06:16:52 - Subject: 6C:20:56:06:16:52 |w
\ | Import Remate Certificate | | Authorize CSR |
7

. Remote Security Gateway Type(& 3 £2t H0|EL|0] ) - VPN ¢1ZAE dHs5t7| flsll 215
M7t = IPE 83l 2ct0|ME A#0| 7S ELCH.

1EtH. EECH2 S 50AM IP F£4& £ DNS ResolvedE ME{ELICEH
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. IP By DNS Resolved - 22I0|1EQ| IP FAE 22 PZ&Ao THEIE ol 8%
FELICLIP A0 EHQI 0|2 YUAEELICHIP A0 2Z4 DNS MHHE &5l 2tRE = IP
FAE XISz AME £+ Q&LCt
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2EtH|. Remote Certificate EECH2 S5 0IM MAet 24 QS MHE MEdELICHImport
Remote Certificate(¥ 4 218 M 7t 7[) & S 250 M QIS ME 7K 2 7Lt Authorize
CSR(CSR #&t F0d)2 Z2|5t0o4 C|X[H ME 2H™O0| U= UBME AlEgL|C

AI:M QIS ME 7t wof CHst AtAMEH LHE S
SSL Certificate on RV320 Routers& & Zx=3st1, QIS =
LR E{9] CSR(Certificate Signing Request)S & =5t A AI2.

RV320 Routers 2| View/Add Trusted
C i REMISH LI 2 RV 320 2f
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3EHA|. 3R MM S X &5t ol E AT E 5o ME S 2250 MM KEHEHLICH
IPSec A
45 7|8 A28 IPSec M

A 1: Add a New Tunnel Ml440| 3EHAH| 2| Keying Mode EELCI2 S E 0| M Manual & ME4 st
A< ofel THAH E =~ ELICt.

Remote Client Setup

Remaote Security Gateway Type: | IP Only v

IP Address vl 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac : 100-FFFFFF Jefault 100
Outgoing SPI: 1023ch ge -F Defal
Encryption: DES v

Authentication: MDa v
Encryption Key:

Authentication Key;

1EHA|. =41 SPI 2 E0f £0{2 & SPI(Security Parameter Index)0| CHet 7 R8 16714 2t 2
21248t L|Ct SPI= ESP(Encapsulating Security Payload Protocol) 3llE{0i] & |, 0| il
= 87 E0{2 = miZ!9] SA(Security Association)E A ELICH = 10004 A ffffffO|04 7|
222 100L|Ct.

2EHA|. LE7H= SPI(Security Parameter Index)0d| CH8F 128 16l 2L2 Outgoing SPI ZE
0of| /=48t L|Ct. SPI= ESP(Encapsulating Security Payload Protocol) SllC{0ll & E|04, O] 3l
He g7 &4l mZ! 9| SA(Security Association)E A& B LICHE L= 10001 M ffffffO|0H 7| &
2= 100L|Ct.
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Remote Client Setup

Remote Security Gateway Type: | IP Only v

IP Address v 192 168.3.2

IPSec Setup

Incoming SPI; 1023ac { Range: 100-FFFFFFFF, Default: 100 )

Outgoing SPI. 1023ch { Range: 100-FFFFFFFF, Default: 100 )

Encryption: 'DES' v

Authentication: P

Encryption Key: ( HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key; ( HEX Number, MD&: 32hits, SHAT: 40bits )
| Save H Cancel |

3B Encryption(2 33 EELCIR S
% 3t= 3DESQILICHVPN B2 &%

. DES - DES(Data Encryption Standard)& 56H|E, 0| HMELCH £&40| =2 0| ™1t 9|
oI-—— '=”'M0|EI=| o|-7<-|°|.7;| l_';|=||__||:|.

- 3DES - 3DES(Triple Data Encryption Standard)= 168H|E Q| ZtEHSH f $ 35| He{o 2 | O|E
E 33| 2535104 DESECH O B2 Eotg NS LCh.

Remate Client Setup

Remote Security Gateway Type: | IP Only v

IP Address wl: 192.168.3.2

IPSec Setup

Incoming SPI: 1023ac { Range: 100-FFFFFFFF, Default 100 )

Qutgaing SPI; 1023ch ( Range: 100-FFFFFFFF, Default 100 )

Encryption:; DES v

Authentication: 1MD5 v

Encryption Key: P { HEX Number, DES: 16bits, 3DES: 48bits )

Authentication Key: ( HEX Number, MD5: 32bits, SHA1: 40bits )
| Save H Cancel ‘
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E{E 255t 32KI2| 16Tl SHA| &2 LIEFLICH
. SHA1 - SHA1(Secure Hash Algorithm version 1)2 MD5=2C} . 9t& 8 160H|E SHA| & 4=
L|Ct,

Remote Client Setup
Remote Security Gateway Type: | IP Qnly W
IP Address W 192.168.3.2
IPSec Setup
Incoming SPI: 1023ac
Qutgoing SPI: 1023ch
Encryption: DES W
Authentication: SHAT v
Encryption Key: adbc234987be nber, DES: 16bits, 3DES: 48bits
[ﬁ\uthemication Key: 2334480 cfactf| HEX Numbe )5: 32bits, SHA1T: 40bits ]
save || Cancel |

_ 7| Zof ClolE{E Y35 35ts o~ SSE 71§ 23 °*L/Ef35+74I0+IH DESE
53} I:IOI-I:';loE MEHSE 742 16X} 2| 16712 FL|CH3EHAH 0| A 3BDESE &5 3t &
o P8 40R2| 168l 2t .°=!E—=.'

[T oo

2124 8f LC}.

6TH7|. Authentication Key ZEO|AM EEEE QB SIE{H AT SR 71§ U= ELICH4EA

oM Q& wWE{o 2 MD5E MEHNSH B 32Kt2] 1674 Zh2 2dstL|Ch 45 Ao 215 gt
Ho 2 SHAE MEHSH A 40Kt 2 167‘._|—’|‘— 2t URIEILICE VPN E{H2 &% 1ol SUSH A

=2 = T1L=

M 37 7IE€ Ar8alioF ZLict

0

7. TR HEE XMESiE{H ol2ilE A3 ESHod MEE S 2Isto dHE MEELICH
MM B 7171 U= IKEE &t IPSec A E£&= IS M7 JE IKE
#1: Add a New Tunnel A449| 3EtAH| 9| Keying Mode(Z| 2ZE) EELCHR SE 0| A IKE with

Preshared Key(At 3% 717t &= IKE) EE= IKE with Certificate(215 A7t Q= IKE)E 4
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Remaote Client Setup

Remaote Security Gateway Type: IP Cnly v
IP Address v 192.168.3.2
IPSec Setup
Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption Gru —1D4nit
Group 5- 1536 bit
Phase 1 Authentication: LS W
Phase 1 3A Lifetime: 28800 sec(F
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i [

1EtA|. Phase 1 DH Group(1Et4/DH 25) E&CIR2 SS0i|M MAHst B4 DH 252 MY
FLICHAE A= ot MX| S Al X567 @l Efde| & & Ato|of B e SA(=2lH
Hot o) & M- ste ol Ar&ELCh.DH(Diffie-Hellman)= S 412 Q1&5t7| 9l 1EtH o34
S0 HIZY 7|E SRI= I MEEl= ¢35 7| et ZEEZQL

. Group 1-768H|E - 7} & 2 4 7| & J7+& o of 22 | epHLICE 2Lt
IKE 7|& Hlatst= O Alzto| & AZILICLHESS -’—'\.-_'.:_7P SO 0| SME MEste WOl £
&Lct,

- Group 2-1024H|IE - =
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IPSec Setup

Phase 1 OH Group: Group 1-768 bit v
r ™\
Phase 1 Encryption DES W
Phase 1 Authentication: 3DES
AES-128
Fhase 1 34 Lifetime: AE3-192 kec [ Range: 120-364
LAES—QEE
Perfect Forward Secrecy: - /
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, Default 3600

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o i B

27|, Phase 1 Encryption(1EHA| & 33} EECHR SE0M 7|18 & =3l5t7| I 2 st
Phase 1 Encryption(1EtH| &332 MEHEL|CHAES-2562 7% oFXEt 23 &o|= 2
THAELICLVPN EHE2 &% ol sYst =35 WS At&sHok ghulct.

- DES - DES(Data Encryption Standard)= 56H|E O|™ &5 3} &8{0|H I CHX| oH 8 ef S 5}

2Fe40| ot =Lt

. 3DES - 3DES(Triple Data Encryption Standard)= 168H|E Q| ZtEHsH ef S 31 o 2 | 0|E

E 33| & 33t5t04 DESELCH O Bt 2 Eot2 MBS LCt.

. AES-128 - AES(Advanced Encryption Standard)= 128H|E &5 35} &{o 2

S HIAER #HE5lod Bt F7|E 108 B S LCH

. AES-192 - AES(Advanced Encryption Standard)= 192H|E &5 3l WO Z UHHEIAEE Qf
=

r

= HMAER HEtsto] R FT18 1238 grEELCH
. AES-256 - AES(Advanced Encryption Standard)= 256H|E ¢f & 3} @iHo
5 BEIAER 92504 14AL0|2 9| =2 - FLICtH



IPSec Setup

Phase 1 DH Group: Group 1- 763 bit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: MD5 v
w5
Phase 1 5A Lifetime: :.S.H.-.ﬁ‘fl |Jeec Range: 120-86400, Default: 28800 )
Perfect Forward Secrecy;
Phase 2 DH Group: Group 1- 768 bit W
Phasze 2 Encryption: DES W
Phase 2 Authentication: MD5 v
Phasze 2 SA Lifetime: 3600 sec ( Range: 120-28800, Default: 3600 )

Minimum Preshared Key Complexity; Enable

Preshared Key:

Preshared Key Strength Meter: =mEE

EtA|. Phase 1 Authentication EELCI2 SE0|AM HAHs QIS
2 ¢ Tof SLUS 215 WHE AF238HoF &LICt.

18

42 MEELICEVPN Bl

0

+ MD5 - MD5(Message Digest Algorithm- -5y M3 AHstol ol 2 o|Xel SHS 2R EH (0|
EHE 235 35t= 3242 16T SHA| E+& LIEFLICE.

- SHA1 - SHA1(Secure Hash Algorithm version 1) MD52LC} I 2t 8t 160H|E SHA| &+
L|Ct.



IPSec Setup

Phase 1 DH Group:

Group 1-768 bit

Phase 1 Encryption : AES-128

Phase 1 Authentication: SHA1

Phase 1 3A Lifetime: 2870 sec
Perfect Forward Secrecy;

Phase 2 DH Group: Group 1-768 bit

Phase 2 Encryption: DES

Phase 2 Authentication: MD5

Phase 2 SA Lifetime: 3600 sec [ Range: 120-28380
Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: o e [

AEHA| 1A 0 VPN E{'20| Phase 1 SA Lifetime ZEOM &M MEfZ RX|Zl= AlZHE

)2 LU=ELICH 7|2 AlZh2 28800% & LICH.

57|, Perfect Forward Secrecy £ ¢!
M 9I% ’é:.’é:*.
Mt ZFE L chmet M 77t &
St eIEgfLIchole H B2 _'?’_O.J

AR 717t £ E HS

>oJ

istod 7|1E E-I OIS ES =M
gLICH & E35E o= HdYE 7|1 Sl
9IE _._EéP':'E HCf ordstAH SAS2

= 1I-<T'53P I 2o HE == Zrd Lot
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gfL{Ct ol
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=
Lo



IP5Sec Setup

Phase 1 DH Group: Group 1- 768 bit W
Phase 1 Encryption : AES-128 W
Phase 1 Authentication: SHA W
Phase 1 SA Lifetime: 2870 sec [ Range: 120
Perfect Forward Secrecy:
Phase 2 DH Group: Group 1-768 bit W
Phase 2 Encryption: Grnup Z- 1024 bit
Group 5- 1536 bit
Phase 2 Authentication: e g
Phase 2 SA Lifetime: 3600 sec ( Range: 120-28800, Def

Minimum Preshared Key Complexity: Enable

Preshared Key:

Preshared Key Strength Meter: [==Y =Y e |

6CtA|. Phase 2 DH Group EECH2 S5 0{|A{ Z4& 8t Phase 2 DH Group= B grL|Ct1E
He otst 015 S412 X|6t7| 2l E{d el ¥Z & Atolol| BHhef SA(=2|3 2ot 44
£ M3t ol AF2E LICH DH(Diffie-Hellman)e S412 21535t7| {lal 124 242 Soil Hi
U IE SRt= ol AI8El= ¢33t 7| et T2 EZQLICH

LHERHL|Ch 2Bl

. Group 1 - 768I:||E e 2 4 7| 2 ObE ohTSHK| of E2
I YoM o] FME AE5t= WOl £

x|
IKE 7|8 Al&tstE o Alztol & ZRILICHHIESS 57
&Lt

. Group 2-1024H|E - =2 Z & 7| X f ot&8t 015 2 E 2 LIEPHLICH 8 KIBH IKE 7|18
HAHSEE{E A|ZHO| & T EhL|CH
. Group 5 - 1536H|E - 7} =2 Z T 7| &l 7}& OrX3t 015 T2 LIEFLICHIKE 7|12 AHlA

otodH O BH2 AlZho| ERELICLUHERIT S 22/ o] FME AL8stE 20| E4LICH



IPSec Setup

Phase 1 DH Group: Group 1-768 bit v
Phase 1 Encryption : AES-128 v
Fhase 1 Authentication: 2HA1 W
Phase 1 SA Lifetime: 2870 sec { Range: 120-86400, Default 28800
Perfect Forward Secrecy:
Phase 2 DH Group: Group 2 - 1024 bit v
= ™)
Phase 2 Encryption: DES v
MULL
Phase 2 Authentication: DES
3DES
Phase 2 SA Lifetime: AES-128 Bec ( Range: 120-28800, C
AES-192
Minimum Preshared Key Cnmplexiw:LAEs_%a

Preshared Key:

Preshared Key Strength Meter; == EE

77|, Phase 2 Encryption(2EH7A 2 $35H) EECHE =S F0M 7|18 &
Phase 2 Encryption(2EtA| & 532 MEAE A
HEELICLVPN E'E2 &% o SYe 535 WS Ar&shok g Lct

- DES - DES(Data Encryption Standard)= 56H|E O|T & 33} #8{0|0d 2 CHX| QH&EH f S 3t
ute{ 0| oflL|ct

. 3DES - 3DES(Triple Data Encryption Standard)= 168H|E Q| ZHEHSH &t S 3| dteHo 2 | O|E
E 33| &535}5t0{ DESECH { i 2 Eot2 NI FLIC

. AES-128 - AES(Advanced Encryption Standard)= 128H|E &5 35} &{o 2

% HAE = HErsto] 102 BFSELICH

. AES-192 - AES(Advanced Encryption Standard)= 192H|E 535} WO = UHIEHIAEE ¢F
3 BIAEZ BE5t0q 123 pt=ElL|CtH

- AES-256 - AES(Advanced Encryption Standard)= 256H|E 535} o 2

3 BIAEE 35104 143] BFEELICH



IPSec Setup

Phase 1 DH Group: Group 1-768 bit W

Phase 1 Encryption : AES-128 W

Fhase 1 Authentication: SHAT v

Phase 1 3A Lifetime: 2870 sec { Range: 120-86400, Default 28800 )
Perfect Forward Secrecy;

Phase 2 DH Group: Group 2- 1024 bit W

Phase 2 Encryption: AES-128 W

MDS
MULL |
Phass 2 54 Lisime i E——

Minimum Preshared Key Complexity:

Phase 2 Authentication:

Preshared Key:

Preshared Key Strength Meter: ==

8EHA|. Phase 2 Authentication ESCI2 S 20| A&t 015 gtedg MENsHL|CH VPN B
% gz wof SUSH QIS WS AL SHoF EhLCt.

- MD5 - MD5(Message Digest Algorithm-5)= &34 A4t o|5 2fo|&MQl S 4o 2 £ E | 0]
E{1E E35t= 32K2] 16%l5 HA| &2 LIEFLICH

. SHA1 - SHA1(Secure Hash Algorithm version 1)2 MD5E2C} . 9tF 8+ 160H|E SHA| & 4=
L|Ct.

- Null - @15 0| A E[X| &t &LICH



IPSec Setup

Phase 1 DH Group: Group 1- 768 hit W

Phase 1 Encryption : AES-128 W

Phase 1 Authentication: SHA1 v

Phase 1 SA Lifetime: 2870 sec(Ra

Perfect Forward Secrecy:

Phase 2 DH Group: Group 2 - 1024 hit W

Phase 2 Encryption: AES-128 "]

Phase 2 Authentication: MD5 v

(Phase 2 SA Lifetime: 350 sec )
Minimum Preshared Key Complexity: Enable

Preshared Key: abcd1234ght

LF‘reshared kKey Strength Meter: mmmEC] )

oFtA|.
=

10EHAH. A S5 7]l CHHl B FH7|E &/93H6tE{™ Minimum Preshared Key
Complexity = Q18+= MEHFILICE,

E 7Hlof A VPN E{'=0| Phase 2 SA Lifetime ZE0|M &8 4EIZ RX|Zl= AZHE

2
0243t} 7|2 AlZH2 3600& LCH.

11EtA[. o|&™of| IKE x|oq Ztof|
ZTAE MH SR FIZ AEE
235HoF ghLCt.

FEl 7|2 Preshared Key &
o

= =of &
= U&LICIVPN E{E2 &% Zof SUSTH AT S| 7IE At

B :VPNO| tT5H A RX|E|= = IKE Z[o] ZHoll AT 37 718 RtF HES= WOl E4L
Ct.

ANEBR 71 ZE HHY|- M4 FTHE S A BR 7l ZTE EAIBLICHLE TS ot
dzEL rerum B2 Y YES LI, S42 ZE HE LS IPSes 83

10t 7|0l A Minimum Preshared Key Complexity = 9122 AE45}H Preshared Key Strength
Meter8t T Al L|CH

# 1:Add a New Tunnel(Mi E{d & 7F)
2 S 50| A Preshared Key(AtH

=7 7| % AEHSF 7=‘°, 11':F74| 102 #+4 I'_I_ Preshared
Key Strength Meter(AlHM 8] 7| ZE &

- oT
H7)E E= ST AT = U&LICH

12EH7. M S MI SRR olE2 A8 5ho MFS B2Ystod TS MIELIC
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IPSec Setup

Phase 1 DH Group:
Phase 1 Encryption :

Phase 1 Authentication:

Phase 1 5A Lifetime:

Perfect Forward Secrecy:

Phase 2 DH Group:
Phase 2 Encryption:

Phase 2 Authentication:

Phase 2 SA Lifetime:
Minimum Preshared Key Complexity:

Preshared Key:

Preshared Key Strength Meter:

Group 1-768 bit
AES-128

SHAT

2870

Group 2 - 1024 bit
AES-128

MD5

350
Enable

abcd1234ght

mmmECC]

sec ( Range: 120-86400, Default: 28800 )

sec ( Range: 120-28800, Default: 3600 )

| Save H Cancel |

1EtA. Advanced(&)E Z2!5t04 Preshared 7|7t U=

IKEOI CHEt 2 ™S 7HMSLIch

2
-
=1]
3
2

Aggressive Mode

Keep-Alive
AH Hash Algorithm | SHA

MetBIOS Broadcast
MAT Traversal

Cead Peer Detection Interval

v

15 sec [ Range: 10-999, Default. 10 )

Compress (Support IP Payload Compression Protocol{(IPComp))

r

i OO0 & OO0

Extended Authentication
® |PSec Host

ser Mame:

Password:

[] Mode Configuration

(O Edge Device Default - Local Database

AddiEdit

Save | | Cancel




2CHA| HEZ £ 7t F oM Aggressive Mode 2 2IEHS MEHFLICHSAE ¢145t= 8¢
E{do|dEXZQIEQ| IDE QUHIEHIAERZ B2 2 nEk AlZHS &Kot F

3EHA IP HIO|E{2 3 o 37I% t = 52424 Compress (Support IP Payload Compression
Protocol (IPComp)) & QI2tE2 MEdErL|C}HIPCompe IP CIOIE{ 3| 3 7|8 ¢F35tE Ol A
gz IPYE T2 EZQLICH IEOJEL SC7 T AR ME HERXHIE Sall &4
g10| A&5HH OB E T&steies 89

T

ATHAH. VPN Ed 212 & & &8 dEfZ R XISIE{™ Keep-Alive = QIEHS MEAENL|CH A
Ol HZ J&tE|H HA| HAZEE MEHEY = JU&LICH

57|, AH(Authenticate Header)& ©!&35t24™ AH Hash Algorithm = QIEtS MEHEFL |t
AHE Cl|o[E] 2 =0oi| CHet 3otH, M3 L 25 E S olole FZAH2 IP A
2 S ELICLEEe &2 dnelE2 SYatoF &L ct

r2
oM @
o >
Pl

. MD5 - MD5(Message Digest Algorithm-5)= 128Xt2| 16 %4 HA| & +& LIEILIO, Ol ®=2
o Hbtol olal| 2 ofxQl SHS 2R E C|O|EHE B3 gL Ct.

- SHA1 - SHA1(Secure Hash Algorithm version 1) MD52LC} Cf 9t 8t 160H|E SHA| &+
L|Ct.

6TtAl VPN E{d& S35l 2t e E7Is8t ECiEE 518 5H2{™ NetBIOS '='§'29HAE§ &t
RUIErLICH 7|2 2t2 MEIE|X| et &LICHNetBIOSE YT A X E Q0] OHE 2|7ioM &
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7EFA. Z2tolH! LANOIA B8 IP FAE S35l QIE{L10] AA|A 51243 NAT Traversal 2ol
S MEHLICENAT STe dd A E= M= RE MY IP FLE ES5t7| el LIF
NARIO| A 1P FAE 28 IP F42 EAISHE Ol ASELICH
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Advanced

[ ] Agagressive Mode

[] Compress (Support IP Payload Compression Protocol(lPComp))
[] Keep-Alive

AH Hash Algorithm | SHAT | w

[] MetBIOS Broadcast
[ ] MNAT Traversal

Dead Peer Detection Interval 15 SEC
([¥] Extended Authentication A
® |PSec Host
User Mame: user_1
Password:  seesssesen
Default - Local Database
LD Mode Configuration )

Save || Cancel |

9ChA[ VPN @140l  Bi2 2ot 2 OI5 2 XS 5tE{™ Extended Authentication(Z& 21&
)= MEfELICH M ME 2iC|2 HES Z&I5101 VPN ¢4 15 S E & EhLCH.

. |IPSec ZAE -|PSec SAE = AL
E) Z=oi IPSec ZAE Q| ALEX} O|E 1} Password(H|ZHS) ZeEof H|ZYHS S =248L|C)

- O X| C|HO|A - O X| C|HIO|AE St & F 25 0| &ME MEistE 32 E&LI2 S50
o x| C|HtO|& 7t 2 &El C|lO|E{HI 0| & & MEAETLICH T O|E{H|O| & & F7h5t 7Lt T RlstEdH
FI7HHEE =g

1.2 OlO|EHIO|AE F I+ HLt HESH= WEdol| Cist RHAIEH LI 2 RV320 2HRE{S
User and Domain Management Configuration(AF&XF & =91 22| 7 &) 2 & X5t AAIL.

10EHA. =4l Eld -] IP FAE XN&35H24™H Mode Configuration2 ME{SHLICEH

# :9EHARE 112 A7 K| E{ VPNOI| CHEH IKE Preshared Keying Mode(IKE AHH 33 7|
MY 2o AASE = U&LICH

MEA. MBS 2=Istod dHE MEELICH

aE

O|M| RV32x Series VPN Router0i| M Et&l 22}0|1E 0| A HO|ERO| VPNE 7 5t= EHA|
E b &LICH

o| M2 #edE HIC|e E7I...
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