RV320 2! Rv325 VPN 2} RE{o] HA|A & A
I|agyo|M

o F:1

ACL(Access Control Lists)S 57 ALS A0 EBHZIS 2 4L S 22 RHEHSHHLE 518 3HE
SEolUichAMA FAS B4 HBEITS PG HOE UMl et TAY & USLICHH
MA A2 LIEITol Chet HMAS 51837 HR5t7| 2IsH Chebet 7IZof mat TAELIC
UN|A AR ML THEIS EHRE{o SR 510k s AlZHS 7|HHO 2 O FEILICE.O| R MolAfs
2 EQ| WEHg Sof L= 2Z0] E2420| 5012 4 RL=x| OfLIB L= HotS R E
x| OHE | 2OISHE Ol ASElS AMA 72! AIE DbeARol CHaH 2haret 7 MEstm Adwstic

& 75t ClHO|A | EHlo HE

. RV320 Dual WAN VPN Router | V 1.1.0.09(Z|Al Ct2 2 C)
. RV325 Gigabit Dual WAN VPN Router | V 1.1.0.09(Z|Al Ct2 2 =)

OH M| A F&] 1|28 oM

184 & AL aeo|H fRECIEI 222150 W H>HMA & MENEFLICH Access Rules
H|O|X|7} L&IL|C}.

Access Rules
IPv4 | IPvE
Access Rules Table ltems 1-50f5 5
[ Priority Enable Action Senice Sourcelnterface Source Destination Time Day
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] uUsB1 Any Any Always
Deny Al Traffic [1] Usez Any Any Always
Deny All Traffic [1] WAMNA Any Any Always
Deny All Traffic [1] WANZ Any Any Always
Add ‘ Restore to Default Rules | | Senice Management... ‘ D D Page 1 ~ of1 D D
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Service Management Table tems{-5of24 5 ~ perpage
Semnvice Mame Protocol Port Range
All Traffic TCP&UDP 1~65535
DME UDP 53~53
FTP TCP 21~21
HTTF TCP g0-~80
HTTP Secondary TCP 2080~2080

addy] | Edit | | Delete [4][4] Page 1 * of5 [2][n]

| Save || Cancel |
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Service Management Table items1-50f21 5 = perpage
Senvice Mame Protocol Port Range
All Traffic TCPEUDP 1-65535
DME UDP 53~-53
ETP TCP 21~21
HTTP TCP 80~80
HTTP Secondary TCP 2080~2080
Ejatabase TCP - 520 ~520 ]
Add.| | Edit [ie][#] Page 1 = of5 [][2]
| Save || Cancel |
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Access Rules
| Pt | 1pus |
Access Rules Table
Priarity Enable Action Sernvice Su_un:elmerrace Source Destination
Allow All Traffic [1] LAN Any Any
Deny All Traffic [1] use1 Any Any
Deny All Traffic [1] sgz Any Any
Deny Al Traffic [1] WANA Any Any
Deny All Traffic [1] WAN2 Any Any
Add ‘ Restore to Default Rules | | Service Management... |

items 1-50f5 5 ~ perpage
Time Day
Always
Always
Always

Always

Always
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Edit Access Rules
Services
Action: W
Senice: CP&UDPHM~65535] *
Log: -
Source Interface:  LAM -
Source |P: AMY -
Destination IF: AMY -
Scheduling
Time: Always -
From: (hh:mm)
To {(hh:mm)
Effective on: Everyday Sun Mon || Tue || Wed || Thu Fri Sat
| Save || Cancel || Back |
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Edit Access Rules

Services

Action:

Senice:

Log:

Source Interface:
Source IP:

Diestination IP:

Allow -

All Traffic [TCP&UDPA~65535]

DMS [UDP/53~53]

FTP [TCPi21~21]

HTTP [TCP/20~80]

HTTP Secondary [TCP/8080~3080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/8443~8443]
TFTP [LUDP/G9~69]

IMAP [TCPM143~143]

MMTP [TCPM19~119]

FOP3[TCPM10~110]
SMMP [UDPMET~161]

-

All Traffic [TCP&UDPM~65535]

Scheduling SMTP [TCP/25~25]
e TELNET [TCP/23~23]
: TELNET Secondary [TCP/8023~8023]

TELMET SSL [TCP/292~992]

From: DHCP [UDP/67~67]
L2TP [UDPHT01~1701]

To: PPTP [TCPMT723~1723]
IPSec [UDP/500~500]

s D Ping [ICMP/255~255] X O 1ha Ol i O] sat

Save Cancel Back
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Edit Access Rules

Services

Action: Alow -

Service: All Traffic [TCP&LIDPHM ~65535] -
Log: Lng packets matching this rule -

Source Interface:

Source IP:

Destination 1P: AMY -

Scheduling
Time: Always -
From: (hh:mmj)
To: (hh:mm)
Effective on: Everyday Sun Mon || Tue || Wed || Thu Fri Sat
| Save || Cancel || Back |
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Edit Access Rules

Services

Action: Alow -

Service: All Traffic [TCP&LIDPM~65535]
Log: Log packets matching this rule

Source Interface:

Source |P:

Destination 1P:

L]

L|C}. 0| QIE{m| 0]

Scheduling

Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday sun Mon || Tue [ | Wed || Thu Fri Sat

Save Cancel Back
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Edit Access Rules

Services

Action: Alow -

Senvice: All Traffic [TCP&LUDPH~65535] -
Log: Log packets matching this rule -

Source Interface:  LAM -
Source |P: ANY -

Destination IP:

Scheduling
Time: Always -
From: (hh:mm)
To: (hh:mm)
Effective on: Everyday Sun Mon || Tue | | Wed Thu Fri Sat
Save Cancel Back
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Edit Access Rules

Services

Action: Allow -

Senice: All Traffic TCP&UDPH~65535] -
Log: Log packets matching this rule -

Source Interface:  LAN -
Source P Range ~ 192.168.1.10 To 1921681100

Diestination IP: AMNY -

Scheduling

Time: Always -

From: (hh:mm)

To: (hh:mm)

Effective on: Everyday sun Mon || Tue | | Wed | Thi
| Save || Cancel || Back |
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Scheduling
Time:
From: (hh:mm)
To: {(hh:mm)
Effective on: Everyday Sun Mon || Tue || Wed || Thu Fri Sat
Save || Cancel || Back |
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Scheduling
Time: Interval -
From: 300 (hh:mm)
To: 700 (hh:mm)
Effective on: W Everyday Sun Mon || Tue || Wed || Thu Fri Sat
Save || Cancel || Back
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Scheduling
Time: Interval -
From: 3:00 (hh:mm)
To: 700 (hh:mm)
; ™y
Effective on: (v" Everyday sun Mon || Tue | | Wed || Thu Fri Sat
.
Save || Cancel || Back |
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Access Rules
Pv4 || IPV6 |
.Aooeﬁﬂulesiaue items 1-50f6 5 ~
. Priority Enable Action Senice Sourcelnterface Source Destination Time Day
o 1 - (V] Allow
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] USB1 Any Any Always
Deny All Traffic [1] usB2 Any Any Always
Deny All Traffic [1] WAN1 Any Any Always
| Add | | Edit | | Delete | | Restore to Default Rules ‘ | Senvice Management... | Dl:‘ Page 1 ~ of2 DD
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Access Rules
|Pud
Access Rules Table items 1-50f5 5 ~ perpage
Priarity Enable Action Sernvice Sourcelnterface Source Destination Time Day
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] use1 Any Any Always
Deny All Traffic [1] sgz Any Any Always
Deny Al Traffic [1] WANA Any Any Always
Deny All Traffic [1] WAN2 Any Any Always
Add ‘ Restore to Default Rules | | Service Management... | DD Page 1 ~ of1 DD
1EHAL. IPve B2 2 2/610q IPve HMA &S FELIC
Access Rules
Pva | 1Pt |
Access Rules Table ltems 1-50f5 5 ~ perpage
Priarity Enable Action Sernvice Sourcelnterface Source Destination Time Day
Allow All Traffic [1] LAN Any Any Always
Deny All Traffic [1] use1 Any Any Always
Deny All Traffic [1] sgz Any Any Always
Deny Al Traffic [1] WANA Any Any Always
Deny All Traffic [1] WAN2 Any Any Always
| ‘ Restore to Default Rules | | Service Management... | DD Page 1 ~ of1 DD
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Edit Access Rules

Services

Action: Allow -

Senvice: Deny ; CP&UDPHM~655358] -

Log: Molog -

Source Interface: LAM -

Source IP / Prefix Length: AMY -

Destination IP / Prefix Length:  ANY -
| Save || Cancel || Back |
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Edit Access Rules

Services

Action:

Semnice:

Log:

Source Interface:

Source IP [/ Prefix Length:

Destination IP / Prefix Length:

Allow -

All Traffic [TCP&UDPMA~65535]

All Traffic [TCP&UDPI1~65535]
DNS [UDP/53~53]

FTP [TCP/21~21]

HTTP [TCP/80~20]

HTTP Secondary [TCP/2080~5080]
HTTPS [TCP/443~443]

HTTPS Secondary [TCP/8443~5443]
TFTP [UDP/69~63]

IMAP [TCP/143~143]

NINTP [TCP/A19~119]

Save

|| Cancel H:

POP3 [TCPM10~110]

SMMP [UDPME1~161]
SMTP [TCPi25~25]

TELMNET [TCP/23~23]
TELMET Secondary [TCP/E8023~8023]
TELMET S5L [TCP/992~992]
DHCP [UDP/ET~67]

L2TP [UDPAT01~1701]
PPTP [TCPNT23~1723]
IPSec [UDP/S00~500]

Fing [ICMP/255~255]

data [TCP/520~521]
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Edit Access Rules

Services

Action: Allow -

Senice: All Traffic [TCP&LUDPM~G5535] -

Log: Enabled -

INI}LDQ

Source Interface: \Enabled )

Source IP [ Prefix Length: AMY -

Destination IP [ Prefix Length:  ANY -
| Save || Cancel || Back |
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Edit Access Rules

Services

Action: Allow -

Senvice: All Traffic [TCP&UDPIM~E5535]
Log: Enabled =

Source Interface:

Source IP [/ Prefix Length:

Destination IP / Prefix Length:

| Save || Cancel || Back |
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Edit Access Rules

Services

Action: Allow -

Senvice: All Traffic [TCPEUDP/M~B5535]
Log: Enabled -

Source Interface: LAN -

Source P / Prefix Length:

Destination IP / Prefix Length: |Single
Subnet

| Save || Cancel || Back |
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Edit Access Rules
Services
Action: Allow -
Senvice: All Traffic TCPEUDPH~65535]
Log: Enabled -
Source Interface: [
Source IP / Prefix Length: (Single - 2607 f0d0:1002:51::4
Destination IP / Prefix Length:  ANY -
| Save || Cancel || Back |
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Edit Access Rules
Services
Action: Allow -
Senvice: All Traffic [TCP&UDP/M~65535] -
Log: Enabled -
Source Interface: LAM =
Source [P J Prefix Length: (Subnet - 2607:f0d0:1002:51::4 ;45 )
Destination IP / Prefix Length:  ANY -
| Save || Cancel || Back |
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Edit Access Rules

Services

Action: Allow -

Service: All Traffic [TCP&LUDPH~65535]

Log: Enabled -

Source Interface: LAN -

Source P / Prefix Length: Subnet = 2607:f0d0:1002:51:4

Destination IP / Prefix Length:  ANY

| Save || Cancel |
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