RV016, RV042, RV042G &/ RV082 VPN
Router0| A Greenbow 2 ZEQ|0{E A28 C2G
T A

=217
— AL

NAT-T SM0| Q= Gateway-to-gateway Z1I| 1240 1| O|X|E A2 3104 GreenBow 10|
AUE 0| M C2G(Et0IUE-HO|EQ0l)7t MHEILICE GreenBows 2tH35H7| QHHEH MIEZ
g 7|gto 2 AE{ZEto|x Hot AZEQ0{E MBste Ol 8HE & 2T EQo{lLch
GreenBowe 273 HMNAE 7tAE ST A AZKIT} 3AF HEQT0f QHRISHAH M AE
T UL T ot= AE{Z2l0|= Eot AZ EQo{E M & LICEH

0| & Mol A= RV016, RV042, RV042G & RV082 VPN Router0l A Greenbow A Z ES|0{&
At&3t01 1PSec VPN C2GE T85t= Y-ofl Chal B E LIt

AZEQo{ HH
-v4.2.1.02
C2G 2! GreenBow AL E Qo] Z1I|18)|0|M

1EHAl. Router Configuration Utility0oll 2191504 VPN > Gateway to GatewayS ME{EFL|C}.
HOIEHO| & AHO|IES|O| HO|X|7} LEIL|C}.



Gateway To Gateway

Add a New Tunnel
Tunnel Ma.
Tunnel Mame :

Interface :

Enable :

Local Group Setup

Local Security Gateway Type :
IP Address :

Local Security Group Type :

[P Address :

Subnet Mask :

2

WAN1 B
IP Only

0.0.0.0

Subnet E|
182.168.1.0

2552552550

Local Group Setup(ZZ 1

Local Group Setup

Local Security Gateway Type :
IP Address :

Local Security Group Type :
IP Addrass :

Subnet Mask :

IP Only
59.105.113.180

Subnet
192.168.1.0

255.2565.255.0

2EH7|. Local Security Gateway Type(Z

Only(IP M&)& MefgrL|ct.

3. Local Security Group Type E &L}

4TH7A|. IP Address ZE0f 2tRE{Q] IP F

74 Hot

= 11—

HOIEH ol RE) E&CIH2 SHHAMIP

=2
=

I

0| A Subnet& MEHSILICE.




57|, Subnet Mask ZE0] 2t RE{Q| MEY OfAT E Q=
6t of2i2 A3 E35t04 H 0|X|2] Remote Group Setup(&Z4 18 MH) d¥oZ 0|5
L|CF.
Remote Group Setup
Remaote Securty Gateway Type : IF Only w
IF Address b |2 59.105.113.148
Remote Secunty Group Type : P w
IP Address : 192 168.2 101
72 7. Remote Security Gateway Type(§Zd 29 HO|EQ0| R8) EELI2 SS0MIP
Only(IP &)& MEgfLCt.
8Ct7|. Remote Security Gateway IP Address Type(&Z 202t HOIESIO| IP T4 F8) EE
2 FEHMIP L S MEIELICH
=g Lt
AMENS)

E-l'T'__ =/
OEtA|. IP Address 20 ¥4 EIRES/ WAN IP FAE
Hot 08 f3) SECI2 S20|M IPE

102t 7|. Remote Security Group Type( 4

L|C}.
11EtA|. IP Address Z=0] 2tRE{ Q| IPv4 F



IPSec Setup

Keying Mode

FPhase 1 DH Group :

IKE with Preshared key

Group 1 - 768 bit

Phase 1 Encryption : DES= -
FPhase 1 Authentication : MD5 -
Phase 1 3A Life Time : 28800 saconds
Perfect Forward Secrecy : o
Phase 2 DH Group Group 1- 768 bit -
Phase 2 Encryption : DES -
Phase 2 Authentication : MD35 -
Phase 2 SA Life Time : 2600 seconds
Preshared Key :
Minimum Preshared Key Complexity : +| Enable
Preshared Key Strength Meter : L
Advanced +
12EtA|. Keying Mode E&CH2 =501 A IKE with Preshared key& M= L|C}.

13Et7|. Phase 1 DH Group(1&t7| DH &)
L|CF.

14EtA|. Phase 1 Encryption(1E2H7|

CECO=2 =

15EH7|. Phase 1 Authentication

16¢H74|. Phase 1 SA Life Time Z =04 28800 &

CEOR =

A3 EECR S

_l

J!E
ot

£ 01X Group 1- 768H|E

HJIIII

S0l DESE MEiEfLICH

ZE0| M MD5E MEHEFLICT.

U={gf LIt




17¢t7|. Phase 2 DH Group(2Et7| DH 1&) E&CHR == 0iA Group 1-768 bit(1& 1-
768H|E)E ME{ELICE.

18Ct7|. Phase 2 Encryption(2EtH| &5 3l EECH2 S 0|A DESE MEHRFLICE

19&HA|. Phase 2 Authentication EELCI2 =S 0| A MD5E MEAENL|CT.

20EtA|. Phase 2 SA Life Time Z =0 3600 & l2dstL|Ct.

217, Preshared Key(At™ 8/ 7|) HEol| <At L/E= EXto| Hote= ZE S =gfLCt
O| AL0ll= "1234678"LICE.

L]

Advanced

Aggressive Mode

Compress (Support IP Payload Compression Protocol(IPComp))
Keep-Alive

AH Hash Algorithm | MDS v

NetBIOS Broadcast

NAT Traversal

Dead Peer Detection Interval 10 seconds

22EH7A|. Advanced +& 22§ LICt Advanced(Z &) H 0| X|7} ¥ L|C}.

23CHAl NAT Traversal(NAT H2) & QlEt2 MEHEFL|CE.

24EtAH|. ZHFEE{0| M IPSec VPN Client Greenbow A ZEQ|0{E A|ZHgfL|C}.




" ITheGreenHow YPN Client

@ Paareten Mame |G atevaay]
EE Cornechons Irdeilace |.l!|.r'q.l' ﬂ
= & oo Remobe Gabewsay |59.105.113.180
- E aberwayl
= Tonesll & Prad IH-H' | --------
Cerdinen: | --------
(" Ceitificate ! |
|
* . P1 Advanced.. |
Enciypbion | DES -]
Autherticalion  (MD5 Ea
Koy Gioup |DH1(768] =]
Save & Apply |
5 VPN ready Tunnel @

25EHH|. Remote Gateway(& 4 H|O|EQ|O]) Z=o0i| 34 2HRES/ WAN IP FAE =EL
Ct.

. (Pl Advonced.. |
; : DES = F1 Advanced, |

Augharfcabon | MDS -
Loy Gioup  |DH1 [7B5) -




26EH7|. P1 Advanced(P1 T2) tHE S 2 2(8tLIC} Phase Advanced(1EH T 2) H|0|x|7}
GEILICE.

" me-ﬁu_ Tes Sl

Fhasel Ad¥aaced

@ P Corio Mode Redurd GW |
B A agossiveode MAT-T |Fosced =l
- E ¥-Auth -
™ Auth Pogup Logn | P
™ Hybrd Mode Pasiwend |
Local ard Remote 10
Choose the type of ID;  Se the value for the 1D ped... |
Local i [IP Address B R EERLCARERTT
Remote 1D [IP Addess =] (59105112180
o] | pr

'Emj,m—..h.“

27 A NAT-T H2 ol M Forced& MEdgLICt
28EH7A|. Local ID and Remote ID(ZZ ID & ¥ ID) EELCIR oM IP £ e
Ch.

29%t A Local ID(2Z ID) 2E0f 2tRE{S| WAN IP A E 23ghLCt.

307l Remote ID(4Z ID) ZEof HZ 2t2E{2] WAN IP FAE Q|298fL|C}.

3167l OK (& 2) & E=ELICH



= TheGreenBow YFH Clieni

Fle YFN Configuration ¥ew Jook 7

S Conscle Phase2 (IPSec Config

'ﬂ‘ Paramsters [ |'I'|,l1n-|:l'|
€2 Cormmction: VPN Clert addiess | 192 . 168 . 2 . 100
= &= Root Addiess ype | Subnet addiess -
- 'E:"I:I'-a'l:wnj'l.
Remote LAN addess | 192 168 . 1 . 0
SubnetMask | 265 255 . 255 . 0
ESP
Autherbication | MD5 | Scripts
Mode | Tuneel =
¥ PFS  Gow [DH17E8) x| Open Turnel |
Save & Apply I
=0 | VPN ieady Tunrel
32| Tunnel12 £ 2!5+04 Phase2 A& 2 7 d&LICt
337 VPN Client address(VPN Z2}0]| FA) Heol 2HRE Q| IPv4 E =ghct

34EH7|. Address type EELHR 550X Subnet addressE MEHEFLICEH

35EH7|. Remote LAN address(®Zd LAN F4) ZEof ¥4 2tRE2| LAN FAE l=dgL|ct

STEHAL MY W X818 S
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