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Cisco Business

‘Welcome to Cisco Business! Are you are looking 1o 5=t up 3 simple, flexible and secure network for your businessT Then you are in the right place.
Cizco Business hardware is built to fit your nesds, is simple 1o =&t up and maintain, and yet cost-efective for the size of your business.

‘We've got your back!
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RV160 Product Family

The Cisco” Small Business RV Series has a long tradition with our partners and customers. The new
Cisco RV160 and RV160W routers continue the tradition with a blend of performance, security, and
quality, plus simple configuration, deployment, and flexibility.

Compare Models In This Family Compare All RV Series Models

Articles || Videos | Communities Related Information
Small Busi C it

Install and Upgrade el Business Fammuniy

Cisco RV160 VPN Router and

Installing Postfix Mail Server on a Raspberry Pi RV160W Wireless-AC VPN Router
Data Sheet

VLAN Best Practices and Security Tips for Cisco Business Routers

Upgrade firmware on RV160x and RV260x routers
Tools

Configuring Dynamic DNS on the RV160 and RV260 Routers .
Warranty Finder

Configure Access Rules on RV160 and RV260 Series Routers
Bug Search Tool

Configuring Initial Setup Wizards on RV160X and RV260X Series Routers . .
SMB Online Device Emulator

Configure Contact Cisco
Online Chat

Configuring Port Settings on the RV160 and RV260 Routers

Contact Information
Site-to-Site VPN with Amazon Web Services
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Related Information

Product Overview

Compare All Models in the Series

Certifications
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Mew to Cisco Business: Equipment and Basic Metweork
Glossary

document is to get beginners familiar with Cisco
Business equipment and some general terms.

Just beginning to set up your network with Cisco
equipment? It can be overwhelming to enter

Hardware Available from Cisco Business

The most recently developed CGisco Business routers
include the RV160, RV260, RV340, and RV345

most recently developed switches include the Cisco
Business Switch CB5250 and CBS350 senes.

recently developed Wireless Access Points, Cisco
Business Wireless, include the AC140, AC145,

networks, you can read more in Welcome to Cisco
Business Wireless Mesh Metweorking or

Asked Questions (FAQ) for a Cisco Business Wireless
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Your connection is not private

Attackers might be trying to steal your information from .net (for example, passwords,
messages, or credit cards). Learn more
NET:ERR_CERT_AUTHORITY_INVALID

| Help improve Safe Browsing by sending some system information and page content to Google. Privacy policy

ADVANCED BACK TO SAFETY

M 3t 0| ¥2| 1 Proceed to (name of website) (unsafe)& 2 2!3toF & LIC}.

This server could not prove that it is .net; its security certificate is not trusted by your
computer's operating system. This may be caused by a misconfiguration or an attacker intercepting your
connection.

[ Proceed to .net (unsafe) ]

CtS2 FirefoxE ¥l EEtRXME AFEE W C|HHO[A Z 10 HAM|ASHE o ILICH Advanced(X &

)& FEFLCH

% Your connection is not secure

The owner of net has configured their website improperly. To protect your information from being
stolen, Firefox has not connected to this website.

Learn more...

Report errors like this to help Mozilla identify and block malicious sites

Add Exception(0il2| 7t S=IghLict

.net:50 uses an invalid security certificate.

The certificate is not trusted because it is self-signed.
The certificate is only valid for .

Error code: MOZILLA_PKIX_ERROR_SELF_SIGNED_CERT

[ Add Exception... ]

orx|efe = ot of | #els 22|sloF ZLict



You are about to override how Firefox identifies this site.

! Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Location: |https:// /login.html | |Qet Certificate

Certificate Status

This site attempts to identify itself with invalid information. i

Wrong Site

The certificate belongs to a different site, which could mean that someone is trying to impersonate this site.
Unknown Identity

The certificate is not trusted because it hasn't been verified as issued by a trusted authority using a secure signature.

Permanently store this exception

Confirm Security Exception Cancel
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https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb381-accessing-the-web-based-setup-page-of-cisco-vpn-routers.html
https://www.cisco.com/c/ko_kr/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb5499-access-the-web-based-utility-of-the-wireless-access-point-wa.html?dtid=osscdc000283
https://www.cisco.com/c/ko_kr/support/docs/smb/collaboration-endpoints/cisco-ip-phone-6800-series/access-the-web-page-of-a-6800-series-ip-phone.html

QE Cisco Web Ul 32 07| EA|E CH=E @48t mpSHAHQIL|C}.

Getting Started

Dashboard
Configuration Wizards
Search This page provides easy steps to configure your device
» Status and Statistics . .
> Administration w2  Initial Setup Quick Access
» Port Management Manage Stack Change Device Password
* Smartport Change Management Applications and Services Upgrade Device Software
Ban/l-AbManagergent Change Device IP Address Backup Device Configuration
» Spanning Tree
Create VLAN Create MAC-Based ACL
» MAC Address Tables
N Configure Port Settings Create |[P-Based ACL
» Multicast
» IP Configuration i Configure Qo3
> Security Il Device Status
» Access Control System Summary
» Quality of Service Port Statistics
RMON Statistics
View Log
Other resources:
] Do not show this page on startup

At 1: SG350X AL %2 & UIL|ct.
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Getting Started

System Configuration
Wireless This page shows basic system status, and it provides easy steps to configure or monitor network devices.

Wireless Bridge Iﬂ System Status

Fast Roaming PID VID: WAP581-A-K9 VO1

Serial Number: DNI2044A00G

Hostname: wap600a60

Access Control MAC Address: 00:EB:D5:60:0A:60

IPv4 Address: 10.2.0.134/24(DHCP)

IPv6 Address: (DHCP)

lonitoy ETHO/PD Port: Up 2500Mbps Full
Administration ETH1 Port: Down

Radio 1 (5 GHz): Up

Radio 2 (2.4 GHz): Up

Power Source: PoE(802.3at)

System Uptime: 6 days, 7 hours, 45 minutes
System Time: Monday, 2018-0ct-01, 18:37:25 CDT

L2 ANA ZOIEO| UM B2 TRAQLICH 7HE 2T RIS B B2 Uprsioz of

Single Point Setup

Umbrella

Troubleshoot




Getting Started
Dashboard
Configuration Wizards
Search
Sysiem Summary e
edlle ey Motification
Port Litilization
Interface Lser Accounts
Etherlike
802.1% EAP Management
ACL S .
Hardware Resource Utiliza By
Health and Power Wireless
* Diagnostics
» RMOMN Wireless Bridge
* View Log
» Administration Fast Roaming
» Port Management Single Point Setup
» Smartport
M - .
» VLAN Management Access Control
* Spanning Tree Umbrella
» MAC Address Tables
> Multicast Monitor
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| ndex Getting Started

This section describes how to get started on the device and contains the following topics:
» |} Getting Started

» | status and Statistics * Getting Started

d D Administration * Launch Setup Wizard
d D System Configuration » User Interface

» ] wan

» L] Lan

> D Wireless
* L] routing
b D Firewall
» L] ven

» L] security
* I Qos
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=S EAe= Y= FREEH B2Es 87 1QEZ ofHo M 7ls0| &Lt
5 Back ) Forward [ Print [ o
[ contents [ Basic Settings
VPN Status On the Basic Settings page, you can enable and configure the basic settings. You can also add trusted domains to this list. To configure the basic settings, follow these steps:
View Logs Procedure
Captive Portal Status
> U Administration Step1 Click Firewall > Basic Settings, and enter the following information:
» L] system Configuration
» | wan Firewall Check Enable to enable the firewall settings; uncheck Enable to disable.
3 B DoS (Denial-of-service) Check Enable to enable DoS. DoS blocks attacks such as Ping of Death, SYN Flood Detect Rate [max/sec], IP
» I wireless Spoofing, Echo Storm, ICMP Flood, UDP Flood, and TCP Flood attacks.
» L] Routing Note The traffic rate for SYN Flood, Echo Storm, ICMP Flood are configurable. The default values are: 128,15, and
€ [1) Firewall 100 respectively.
Basic Settings 3 Block WAN Request Check Enable to block the ICMP echo requests to WAN.
Access Rules . RESTCONF RESTCONF standardizes the use of REST techniques to manipulate the data described in YANG data models. YANG is
Network Address ° a modeling language written to support netconf based devices. Check Enable and LAN and/ or WAN to enable
Translation RESTCONF.
Stafic NAT RESTCONF Port Enter the RESTCONF port number. Default is 443.
— Fo.rwarz.jlng NETCONF The NETCONF protocol defines a simple mechanism through which a network device can be managed, configuration
Port Triggering data information can be retrieved, and new configuration data can be uploaded and manipulated. Check Enable and
Policy NAT LAN and/ or WAN to enable NETCONF.
Session Timeout NETCONF Port Enter the NETCONF port number.
DMZ Host LAN/VPN Web Management Check Enable to enable the LAN/VPN web management. Then select HTTP or HTTPS and enter the port number in
» Bl ven the Port field.
> E Security Remote Web Management

Check Enable to enable remote web management.
* I Qos

* Select HTTP or HTTPS and enter the port (Default 443, Range 1025-65535).
-| (=) - L
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Apply Cancel
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€) Save | cisco(admin) | English ~ 9 6 E-p

3. Running Conflguratlon( 1™ ZQl Hm|aao|M)o/ AA R MEAE|RJIT Startup
Configuration(A|%f ?_‘ULlILEﬂOI*")OI Destination(CHANS 2 ME4E|Qi=X| & QIEFL|CH Apply(X&
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Configuration Management

Configuration File Name

Last Change Time

Running Configuration: 2019-Jan-29, 17:51:56 UTC
Startup configuration:  2019-Jan-29, 17:52:43 UTC
Mirror Configuration: ~ 2019-Jan-27, 23:00:07 UTC

Backup Configuration: —-

Copy/Save Configuration

All configurations that the router is currently using are in the Running Configuration file which is volatile and is not retained between reboots
To retain the configuration between reboots, make sure you copy the Running Configuration file to the Startup Configuration file after you have completed all your changes.

Source Running Configuration |~

Destination: ~ Startup Configuration |+

4EH7A|. =l HIAIX|7E EAIZE &elg =gt

Information

o Running configuration saved to startup configuration
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€ Status and Statistics 9 alialve gysgow
File Management Reboot

CISCO

Diagnostic Active Image after reboot:  Active Image - 1.0.00,13  ~
: @ JReboot the device
Certificate
O Retumn to factory default settings after reboot
Configuration
Management O Return to factory default settings including certificates after reboo
£} System Configuration

@ WAN
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Administration(EFEI) > Reboot(X{ R E)2 O|SBILICE RHRE £ Z
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CIscCoO

File Management Reboot

(et ) @

. . i ; Active Image - 1.0.00.13 ~
Diagnostic Active Image after reboot: g

Certificate O Reboot the device

® Return to factory default settings after reboot

Configuration
Management QO Return to factory default settings including certificates after reboot

£ System Configuration
~

Q@ WAN

ERfE4E 7ol Chet KM LIS ol EXEARE BME BEsHY
RAXIE CHE THIE KT % YL

>

|2 BIRE{RoFZ KM L]

CLI(Command Line Interface): E{0/'H0|2t 1= & LICH Ol= EHRE & AL|X|2F 22 C|Hto|A0]

M PAMS MElsts £ Oh2 2 o2 AFRE/LICH CheFsh 9l U] 3tHE EHAlst .\—égﬂ. ooz A
Mg 7HHSHH & = JUELIcH et H-Ee 2o sk Ql=dsor uich = XP% 7IAHE 2—!
I ez CLIE K-I ’.‘_‘iE”oP'_ 7Zdg ol ZdL|Ct. eS| 2= Cisco Business DevicesE Al
ot & Ul 3o 2 EfAiSE £ o1& O}

El: CLIE AFE3tE B2 7IAto | -IE H UIE AL83tE fAFE Aol CHet 23 & MSE LT of
g 23 E 2=t

Bl: CLIE A835t04 TJal0F 5= 3¢ H 7t A S A HEMAIR O] [IP Fojet 22 HEAER
20l LiZ0| EAIECHE, E0I8 22451 x| 2L AlX| IP 48 L2EILICK [enable]0] EAISIH


/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html
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= |__"'| @ Filters
Best match

n Command Prormpt

Desktop app

Learch sugoestions

& emd - See web results >

Microsoft Windows [Version 10.8.17134.523]
(c) 2018 Microsoft Corporation. All rights reserved.

C:\Users\tzepnickjiping 24.

with 32 bytes of data:
bytes=32 time=49ms
bytes=32 time=56ms
bytes=32 time=56ms
bytes=32 time=58ms
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Troubleshoot problems
Open Network & Internet settings
L|CH

Metwork & Internet

Wi-Fi, airplane mode, VEN
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Status

Network status

Ethernet 2

cisco.com

You're connected to the Internet

If you have a limited data plan, you can make this network a
metered connection or change other properties.

Change connection properties

Show available networks
Change your network settings

@ Change adapter options

View network adapters and change connection settings.

% Sharing options

For the networks you connect to, decide what you want to share.

Network troubleshooter
Diagnose and fix network problems,

[View your network prc-perties]

I8 ME S 20| EAIELUCH QIE{LH| HMAE £ = BIRE{Q! 7|2 HOo|EQ 0|9 IP
DHCP AMB{ 2 DNS Mol S&tL|ct o|d &
AFE S| FAULICEH
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# 1 FindIT =& Cisco Business Dashboard(CBD)E & 8% 739, Cisco & %[0l CHEt HE T &
A OIAL|[_‘_|.
T AAHE .

@ View your network properties

DHCP servers: 192.168.1.254

DHCP lease obtained: Thursday, January 10, 2019
7:34:26 AM

DHCP lease expires: Friday, January 11, 2019 7:34:26
AM

IPv4 address: 192.168.1.217/24

IPvb address: feB0:a814:dB8c4:b011:949%24/64

Default gateway: 192.168.1.254

DNS servers: 192.168.1.254

DNS domain name; attlocal.net

DMNS connection suffix; attlocal.net
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Troubleshoot problems

Open Network & Internet settings




P
1) Network & Internet
s Wi-Fi, airplane mode, VEN

Olz{8 M & stLIE +-SHH 0|2 RALEF &tHO| EAIELICH o{HE &M HEE MEfELICEH

Settings - O X

i Home Status

| Find a setting je) | Network status

Network & Internet g @
I @ Status Ethernet 2

cisco.com
z  Wi-Fi
A You're connected to the Internet
If you have a limited data plan, you can make this network a

= B metered connection or change other properties.

% Dial-up Change co@ection properties

o VPN Show available networks

e Change your network settings

)  Mobile hotspot @ Change adapter options

View network adapters and change connection settings.
D
G Data usage % Sharing options
For the networks you connect to, decide what you want to share.

@& Proxy
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= | WiFi
% NETGEART75

ol | %) Due % Disable

Connect / Disconnect
Status

Diagnose

!;’ Bridge Connections

Create Shortcut
Delete

N
!;’ Rename

[G Properties ]

Internet Protocol Version 4(TCP/IPv4)E MEigtL|Ct 48 28 ct.

9 Bluetooth Network Connection Properties X

Networking  Bluetooth

Connect using:
[? Bluetooth Device (Personal Area Network)

This connection uses the following items:

&9 Client for Microsoft Networks A
. A File and Printer Sharing for Microsoft Networks
E‘Npcap Packet Driver (NPF)

] a Mlc:msoﬂ Network Adapter Multdexor Protocol

™ 4 Microsoft LLDP Protocol Driver v
< (2 >

nstall.. | Uninstall [ Properies |
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

oK Cancel
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General
You can get IP settings assigned automatically if your network supports

this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically

(@) Use the following IP address:
IP address: (1) ( 192.168. 1 . 33 )
Subnet mask: e [ 255,255,255, 0 |
Default gateway:

Obtain DNS server address automatically

(@) Use the following DNS server addresses:
Preferred DNS server: ‘

Alternate DNS server:
[[]validate settings upon exit Advanced.
O (=) o
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< C @& https://www.whatismyip.com

Apps % Small Business Supg & Google Drive ¢

WhatlsMyIP.com

Your Public IPv6 is: 2001

Your IPv4 is: 128.1
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https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/1780-tz-Mac-Third-Party-LTE-Router-as-Backup-Internet.html
https://www.cisco.com/c/ko_kr/support/docs/smb/routers/cisco-rv-series-small-business-routers/1780-tz-Mac-Third-Party-LTE-Router-as-Backup-Internet.html
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