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UCS Manager(UCS #2IX}) > Admin Section(# 2| 4|4) > User Management(At& A} #2]) >
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Bind DN: Full DN path, it must be the same DN that is entered in the Duo Authentication Proxy
for exempt_ou_1l= below

Base DN: Specify DN path

Port: 389 or whatever your preference is for STARTTLS traffic.

Timeout: 60 seconds

Vendor: MS AD
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https://duo.com/docs/authproxy-reference
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[ldap_server_auto]

ikey=

skey_protected= ==
api_host=api.XXXXXX.duosecurity.com
client=ad_clientl

failmode=secure

port=389 or the port of your LDAP or STARTTLS traffic.
ssl _port=636 or the port of your LDAPS traffic.
allow_unlimited_binds=true
exempt_primary_bind=false

ssl_key path=YOURPRIVATE.key
ssl_cert_path=YOURCERT.pem
exempt_primary_bind=false

exempt_ou_1l=full DN path
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UCS Manager(UCS & 2|X}) > Admin(Z2l) > User Management(AtS A} Z2|) >
Radius(RADIUS)Z 0|S 5l11 Radius Providers(RADIUS MZ&XHE Z2/gfLCt.

Key and Authorization Port: Must match the Radius/ Authentication Proxy configuration.
Timeout: 60 seconds
Retries: 3
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[radius_server_auto]
1key=DIXXXXXXXXXXXXXXXXXX
skey=XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX
api_host=api-XXXXXXXX.duosecurity.com
radius_ip_1=5.6.7.8
radius_secret_l=radiussecretl
client=ad_client
port=18121

failmode=safe
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