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Qutside:
Gig 0/1 172.16.33.110

Inside:

Cutside: .
Gig0/1172.16.31.100

Gig 0/0 172.16.32.100

Inside:

Gig0/1172.16.32.110
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ASA-VPN2 TrustSecOl| CH3H FAE|H VPN AFE At Q15 0f ISEE AF & LICH IS E AL AL
ol Al SGT Ef1 gt = 2(0I& = IT)7t L ELICH A8XH=E 172.16.32.0/24 L E/3(0| 0|04 A
£ 172.16.32.50)0| M IP A E $= A LICEH

2. A8Rt= ClE{HO| & mo|XK|of| HMASHE{T AT ELICHASA-FWE WCCP(Web Cache
Communication Protocol)0i| CHall T+ 44=[0{ WSAE EZ{{EE 2|C|2 Mg L|Ct.

3. WSAE ISE S &2 ?IaH 8 ELICHpxGridE AFE5t0] ISEHIAM HEE CIRE=FLICLAIE
KHIP &4 172.16.32.5001 SGT Ef 1 27} €& EIA&LICEH

4. WSAE AEXI2| HTTP - & MeElstn HAMA 2 PolicyForl TOll M| AEHLICH O] A2
AEXX MOIERQ| EPfEE AEHSIEE FEELICHOHE 2E AL AHSGT 201 £5tX| &S
)= 7|8 HAMA HAMo| TESIT AEXX ALO|E0f CHEF MR HA|A HEHS 7HEILICEH

ASA-VPN



TrustSecOi| CHslf 72 4El VPN H|O|EQ{ O LT ALM|EF T+ 2 o] EAM 2| HRIE Blo{LIChohS

o & HZESIAAIR.

. ASA 2! Catalyst 3750X Series Switch TrustSec Z1Z|2&|0|M o 2! 2x|| siZ 710|=
. ASA H{Z 9.2 VPN SGT £F 2! Al& 741|228 0|M of

ASA-FW

-

ASA &3 2 WSAZ 2| WCCP ZIC|RME HE & LICEO| X[ TrustSec2 @lAlst x| RefLICH

interface GigabitEthernet0/0

nameif outside

security-level 100

ip address 172.16.33.110 255.255.255.0

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 172.16.32.110 255.255.255.0

access-list wcecp-routers extended permit ip host 172.16.32.204 any
access-1list wcecp-redirect extended deny tcp any host 172.16.32.204
access-list wcep-redirect extended permit tcp any any eqg www

access-1list wcep-redirect extended permit tcp any any eq https

wcep 90 redirect-list weccp-redirect group-list wccp-routers
wcep interface inside 90 redirect in
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O&)E MEISI T SGTE MAdstLch.
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CISCO Web Securty Virtual Appliance

A Reparting Wieb Secunty Manager Security Services Nebwaork Systerm Administration

Transparent Redirection

Transgparent Redirection Device

Typa: | WCCP w2 Router
Edib Revice, .,
Add Service... i
Service Profile Mame - Service 1D Aouter IP Addresses Ports Deleke
wWorptn oD 1721652110, 172, 16,335,110 HO 443 ﬁ
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CISCO

Wb Securty Viftual Appliance

(L] Reparting eh Security Manager

Security Services

Matwork System Administration

Manage Trusted Root Certificates

Custom Trusted Root Certificabes

Imipart... |

auwthorities.
sipning guthantes not racognized on e Ciscd WSt
Certificata Expiration Date

b LAG CA Fab 12 07:43:12 2025 GMT

Frusted roat certifcates are used fo defermine whether HITER sites’ sigming

certicates shawld e frusred based an their chaun of centiffcale

Cartificates imported here are added o the trusted root certificate st Add certificates to this ifst in order to rust certificetes with

On Cigco List Delete
Ho o

Cancel
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itluanlne Cisco S000W

Wik

CISCO

Spourity Virtual Appliance

QI ME AMAISHOF BFLICHCSRE MM 5T
35t 1 CHA| 7tX{ 224D Network > Identity Services Engine > WSA

015 M)" & "ISE pxGrid Certificate(ISE pxGrid ©
5t= pxGrid €

Subrmit

ZHHE CA

1E M)"0dl M

IS ME MEZISHT| 2IsH).

A Reparting W=h Security Manager

Security Services

Nebwaork Systerm Administration

Identity Services Engine

Identity Services Engine Settings

ISE Server; | L72.16,31.202

WEA Client Certificana;

ISE Admin Certificate:

15E PxGrid Certificate;

drganizabion;
Organizational Unit:
Country:

Expiration Date:

Bagic Constraints

Comman name:
Organization:
2rganizatienal Unic
Country:

Expiration Date!

Basic Constraints;

Cormman narme:
Organization;
Organizational Unit:
Country!

Expiration Date;

Basic Constrainks:

Using Generated Certificate:
Cormmaen name!

wWia.egample.com

TAL

Krakow

FL

May § 15:57:36 2016 GMT

Mot Critical

LAB CA

Feb 12 07:48:12 2025 GMT
Critical

LAE CA

Feb 12 07:48:12 2025 GMT
Critical

Edit Seftings...
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ISEO]| CHEF HAZAE E|AE 52{™ Network(LIE 2 3) > Identity Services EngineS ME{gtL|C},

Test Communication with ISE Server

Start Test |

Checking connection to ISE PxGrid server...
Success: Connection to ISE PxGrid server was successful. Retrieved 4 SGTs

Checking connection to ISE REST server...
Success: Connection to ISE REST server was successful.

Test completed successfully.

AE7|. ISE A Z2 W

ISEO|| CHEt Af Z2EE F 713524 Web Security Manager > Identification profilesE AEHEFL|C}
"ldentification and Authentication(4/&d &/ 91&)" 2| 73 "Transparently identify users with
ISE(ISEE AFEXIE FEH5tH 4/H)"E AFEEfLCt.

sl Cisco SO00V

CISCO 'Web Securty Virtual &ppliance

"N Reporting Web Security Manager Sgounty Scrvices Metwark Sysiem Administraton

Identification Profiles

Client [ User TdentiTication Profiles

Add [dentification Brofile_.. |
End-Liser
Order | Transaction Criteria Authentication # [dentificanon Decision Acknowledgement Dz lete

ISE S 1dentity Users Transparently:
Fratocols: HTTR/HTTPES

1 Identity Services Engine [glabal profile) o]

Guesk privileges for users falling ransparent user Identiflcation

Global Identification Profile Exempt fram Authentication f User Tdentification Hak Available

Edit =]

567 SGT Ela & 7|BI 22 HAof HAMA

M HAE F7}524™ Web Security Manager > Access PoliciesS MEHEILICH HEHAI2 ISE Z 2
oS AFSELICH.
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Access Policy: PolicyForIT

| Enable Pollcy

Poilcy Mame: -2

FalcyForlT
feug e IT poinoy)

Cazacs gtinn!

[nserl Abces Palicy: |4 (Riehal Policy] w0

A e aniae

sal e el fiow rhe palicy I ke aflieer

Idencricadion Profles and USErs!  cejact Ore o More Ldentiicaton Frodliss «

IdentFlcatdon Profllke Authorizes Uszrs and Groups Acd Identification Praflc

LSE - Al Batrenbicabed Jsers

o Selecied Groups and Users #
[5E Secure Group Tags:

T W

Lhgra: Ma mers anlerad

Guests (users fallng authentcation)

MEfB 28 U ALEXIS| B SGT B2 27+ FIHELICHIT).



silisilie Cisco SO00V

CISCO Wab Security Virual Appliance

Reporting Wb Security Manager Security Services Hebmork System Administration

Access Policies: Policy "PolicyForIT": Edit Secure Group Tags

Authorized Secure Group Tagse

Uze the search funchion below o add Secure Group Tags., To remove Secore Group Tags from this polficy, wse the Defele opiion.

1 Secure Group Tag(s) currently included in this palicy.

Delels
Secure Group Tag Name BGET Mumber SGT Descripion
Al
I 2 __HOWE__ i
at
e

Dalete
Secure Group Tag Search

Enter any bext o search for 3 Secure Group Tag nama, nuwmber, or descrighion. Select one oF morg Sacure ESroup Tags from the st amnd
use the Agd bulton bo add ta this policy.

Search x
Add |
Select
Eecure Group Tag Name SGET Mumber SGET Descripion
Al
Unkonawm o Unknown Sacurity Group =
Markehing 3 —MNONE__ =
LI 2 __NONE__
AN G5535 Any Security Group

O| M2 SGTITH| &8 ALXtS| ZE AZ X AO|E0f CHE HMAE HEELICH

Access Policies

Add Palicy...
Protocals and

Order | Group User Agents URL Filtering | Applications Objects Ant-Malware and Reputation Delete

PaolicyForlT
1 Identiflication Profile: ISE | (global oolicy)
1 tag (IT)

Glabal Policy : : ) : Weh Reputaton: Enabled
T N Mo blocked ik Monitar; 79 Maonitar; 377 Mo blocked ite F : .
[dentification Profile; All ke fhEms Sl mnar RERERNEEMS | pnt-Malware Scanning: Disablad

Block: 2

Moniter: 78 [akobal policy) | (global policy) (alobal policyd ﬁ'

Edit Policy DOrder,

Ol MM AtE5tod ZAm|aefof4d0| MCHZ 2 S35t x| = gLt



1E-A|. VPN M|

VPN A2 Xt= ASA-VPNOI CHEH VPN Ml442 A|ZFgtLCE

@ Cisco AnyConnect Secure Mobility Client | = || =] ||-'EE|

Cnnnecl:ed to 172.16. 32,100,

172.16.32.100 Disconnect

00:29:05 IPv4

0 Network:

Connected (192. 168. 10.67)

wired

ASA-VPNE QI50f ISEE AFSELICLISEE MM A5t T SGT B 2(T)E ZEELICH

LR SSRCes Engine 4> Home Cperstions| v  Policy| ¥ GuestAccess |v  Administration | v

2] Authensications = Repors ha.ﬂ.dnp‘.mn Metwnork Contred .'\. Troubleshoot

Show Live Authentications  £00 Add or Remowe Columns = 43 A=frash
d} -

Cos

Sesslon Status Endpoint 10 ldentit IF Address Secunty Group
Initiated Updated - | Actic L - =
i S | |
B0 2015-05-06 L&:;17:50.., 20150505 1%:17:55.., Started H%, 107,168, 10,67 g 172.16.32.50 T

Foll M358 ASA-VPNE SGT Ef1 28 AFR35t0{ VPN A4S A A4 8HL|CH(cisco-av-pairdl| A
Radlus Access-AcceptZ E A|E]).

asa-vpn# show vpn-sessiondb anyconnect

Session Type: AnyConnect

Username : cisco Index : 2

Assigned IP : 172.16.32.50 Public IP : 192.168.10.67

Protocol : AnyConnect-Parent SSL-Tunnel DTLS-Tunnel

License : AnyConnect Essentials

Encryption : AnyConnect-Parent: (l)none SSL-Tunnel: (1)RC4 DTLS-Tunnel: (1)AES128
Hashing : AnyConnect-Parent: (l)none SSL-Tunnel: (1)SHA1l DTLS-Tunnel: (1)SHAl
Bytes Tx : 12979961 Bytes Rx : 1866781

Group Policy : POLICY Tunnel Group : SSLVPN

Login Time : 21:13:26 UTC Tue May 5 2015



Duration : 6h:08m:03s

Inactivity : Oh:00m:00s

VLAN Mapping : N/A VLAN : none
Audt Sess ID : acl020640000200055493276

Security Grp : 2:IT

ASA-VPNI} ASA-FW Zte| 213 7} TrustSec2 & d3tst x| L2 2 2 ASA-VPN2 siiE ECi=of
CHSH EN 27 XIHEIR| b2 ZRele B ch(A I E CMD/TrustSec ZEZ 0| ZH2

£3HE = l5).

2B Al WSAOIA HA B MM HE

O BtHI0 M WSAE IP F4, AH&Xl 0|8 LU SGT(pxGrid Z2EZ 2 S5l) el & A5l ok
gruct.

3EtAH. WSAZ 2| EliT| 2|C|=M

VPN AF& A= sport.ploll CHet 42 AR EFLICEH O A2 ASA-FWO!| ofaH AHEHELICH

asa-fw# show wccp

Global WCCP information:
Router information:
Router Identifier: 172.16.33.110
Protocol Version: 2.0

Service Identifier: 90
Number of Cache Engines: 1
Number of routers: 1



Total Packets Redirected: 562

Redirect access-list: wcep-redirect
Total Connections Denied Redirect: 0

Total Packets Unassigned: 0

Group access-list: wccp-routers
Total Messages Denied to Group: 0

Total Authentication failures: 0

Total Bypassed Packets Received: 0

asa-fw# show access-list wccp-redirect

access-list wcep-redirect; 3 elements; name hash: 0x9bab8633

access-list wcep-redirect line 1 extended deny tcp any host 172.16.32.204 (hitcnt=0)
0xfd875b28

access-list wcep-redirect line 2 extended permit tcp any any eq www (hitcnt=562)
0x028ab2b9

access-list wcep-redirect line 3 extended permit tcp any any eq https (hitcnt=0)
Oxe202alle

GREO{|A] WSAZ E{A2IE|LICHWCCP 2+2E{ ID7} TAE 715 =2 IP T4,

asa-fw# show capture
capture CAP type raw-data interface inside [Capturing - 70065 bytes]
match gre any any

asa-fw# show capture CAP

525 packets captured

1: 03:21:45.035657 172.16.33.110 > 172.16.32.204: ip-proto-47, length 60
03:21:45.038709 172.16.33.110 > 172.16.32.204: ip-proto-47, length 48
3: 03:21:45.039960 172.16.33.110 > 172.16.32.204: ip-proto-47, length 640

WSAL TCP SHEMO|2 E A& 5D GET 288 ®{2IgLch.i2kA PolicyForl TEHS
T3 Eef=Elo| AFEHEILICY.
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@@ L |E http://sport.pl/

File Edit View Favorites Tools Help

¢ Favorites € Notification: Policy: Destination l |

This Page Cannot Be Displayed

Based on your organization's access policies, access to this web site [ httpoAspart.plf ) has
heen blocked.

If you have questions, please contact your organization's network administrator and provide the
codes shown Delou.

Date: Wed, 06 May 2015 17:50:15 GMT
Username: cisco

Source IP: 172.16.32.30

URL: GET hitp://sport.pl/

Category: LocalSportSites

Reason: BLOCK-DEST

Notification: BLOCK_DEST

O|= WSA Reportoi| A & QlgtL|C},

" Reporting ‘el Securily Manager Seaurity Services Malwork Systern Adrministration

Web Tracking

| prow servicos | b IiicRonlan \SOOKSErit

Avallabie: 06 May 2015 11:22 te 06 May 2015 18:0F (GMT 0000}

Time Bange: | Hogr -

User/Client [Pud or IPvE: (3 |1_-i51_-u (e jdoe, DOMAIMGdoe, 10110, or 2001:420:80:1::5)

‘ebsite: I [e.g. geogle.coim)

Trangaclion TYpe: Blocked W,

B oAdvanced | oy eanr Criteria: Policy: Poloylord T

Frintabde Doniomd
Generated: 05 May 3005 |03 (GHT)

Displaying 1 - 3 af 3 ilerms,

Time (EHT +00:00] = YWiebsite  [count) Display All Details... Dispesthon Bandwidth User § Chent 12
{6 May 2015 18:02:2% hitp: fesport.pl (] Bleck - URL Cat al ] cleen 172.16.32.50
06 May 2015 17:50:15 It fs poar pl (2] Block - URL Car ] cisce 172.16.32.50
a6 May 2015 17:48:36 hitkp: ffsportpl Block - URL Cak an cisco 1721492 840
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Test Communication with ISE Server

Start Test |

Validating ISE Portal certificate ...
Success: Certificate validation successful

Checking connection to ISE PxGrid server...
Failure: Connection to ISE PxGrid server timed out

Test interrupted: Fatal error occurred, see details above.

ISE pxgrid-cm.log £ 11 A4:

[2015-05-06T16:26:51Z] [INFO ] [cm-1.jabber-172-16-31-202]
[TCPSocketStream: : _doSSLHandshake] [] Failure performing SSL handshake: 1

Al O] 8= WiresharkOl A &HQ1& &= Q)& L|Ct.



SoUrce Cestinaticn | Prntm:u'll Imfa

172,16.32.200  172,16.31.7202 TP 34491 = wmzp-client [ACK] Seq=1 Ack=1 Win=131712 Len=0 TSvel=55470032 TSecr=21743400
172.16.32.3204 172.16.3].302 APRSEML STREAR = xarid.cisco.con

172.16.31.3202 172, 16.32. 30 TP Ampp-clisnt = 34491 [ACK] Ssq=1 Ack=131 Win=14582 Len=0 TSvs|=21TA305 TSecr=5G420057
172.16.31_3202 172. 16,52 304 APRSEML STREAR < xorid.clsco.con

172, 163304 172.16.3]1 30632 TR 3491 = wmppeclient [ACK] S2q=121 Ack=173 Win=131584 Len=0 TSwal=GEA29032 TS2or=21743403
172.16.31.202 172.16.32. 304 PP EML FEATLRES

172, 163204 172.16.3]1 2632 TP 34451 = wmppoclient [ACK] S2q-121 Ack=362 Win=131584 Len=0 TSwal=GEA259032 TS2cr=21743403

172.15.32.204 172.16.31. 262 APPFEML STARTTLS

172.16.31_202 172.16.32_2064 PR SEML FRCCEED

172.16.32_209 172.16.31_262 39451 » ympp-client [ACK] S89=172 Ack=412 Win=13171Z Len=0 TSwal=GEAZ5072 TSeCr=z1743451

172.16.32._204 172.16.31._Z02 [TCF =segnemt af 3 reassentled POU]

172.16.31.202 172.16.32. 264 [TCF segnemt af 3 reassencled POU]

172.16.31.202 172,165, 3E. 264 ['TCF segnemt af a reassentled POU]

152, 1632209 152, 16.31 262 24451 = smpp-client [ACK] Seq=290 Gck=1HED Win=130504 Len=0 |Sval=tce4:S002 [sacr=217/43450

152, 15.32..209 LA2, 16,3128 451 = gmpg-client [ACK] Seg=280 Ack=3260 Win=130308 Len=0 |Sval=te4Eb002 ISacr=2174345L

172, 16,32, 204 172.16.31.262 T [TCF segnemt af a reassenbled POU]

172,16.31. 202 172,16, 32,269 TL=w1 Sarver Hello, Certificate, Certificate Reguest, Serwer Hells Done, Ignored Wnknown Fecord
15,31, 202 Iani i awtl Fecord

172, 16,32, 204 172,16.31. 262 ; Client Hello, Alert (Level: Fatal, Description: Lnknown CAl, Alert (Lewel: Fatal, D

G

Frame Z1: BO oytes on wire (540 bits), B0 bytes captured (640 oits)
Ethernet 1I, Src: umware_cO:D0:9l (G9:50:56:c0:902:01), Dst: wmware_SS:cb:ad (00:60c:2@:58:ch: ad)

Iransmission Control Protocol, Sroc Port: 399891 [34491), Gst Port: =mpp-client [S222), =eq: 2497, Ack: 3310, Len: 14
[3 Beassenbled 1P Segments (139 bytes): #130118), #1807), #21(14)]
= Sacure Sockets Layar
ToSvl Fecord Laver: Handshake Protoool: Client Helle

[
|
|* Internet Protocol Wersion 4, Src: 172.16.32.208 [172.16.32.2048], Dst: 17Z2.16.31.202 (172 16,31, 202)
|
|
-

b TiSwl Record Layer: Alert (Lewel: Fatal, Description:! Unknown CA]
T_gwl Record Laver: Alert (Lewel: =atal, Descripticor: Unknown CAl
ToSvl Record Layer: Alart (Lewel: Satal, Descriplior: Unknown CAal

pxGrido| A A& 3t= XMPP(Extensible Messaging and Presence Protocol) &2 25 35t= Ol Al
&= SSL MMe| A2 Zto|MET MM MBstes & = el 218 M &Ml 2 QI5H SSL
SFE Engc.

SHIE AlLt2[2

ZHIE AlLt2|2 2] B2 ISE pxgrid-controller.log 2 1:

2015-05-06 18:40:09,153 INFO [Thread-7][] cisco.pxgrid.controller.sasl.SaslWatcher
-:::::- Handling authentication for user name wsa.example.com-test_client

3 ISE GUIE WSAE SHHE 7158 ZE 7HURE EAIFLICH
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- ASA BT 9.2.1 VPN Posture with ISE 711|771 24[0[4d o

- WSA 8.7 AH&X} 710|E

- ASA 3! Catalyst 3750X Series Switch TrustSec Z1I|12j|0|4d of S EA| A 7t0|=
. Cisco TrustSec 22| x| 4 7} 0|=:Cisco TrustSec 0|3

. 2ot o{ZFEtO|PIA AEXL FEL Ro{E 2|t QI MHH £

. Cisco ASA Series VPN CLI Z11|ag|o|M 7}0|E, 9.1

. Cisco Identity Services Engine AF2 MEHM, BIE|A 1.2

. 7|1& x| 3 £ M - Cisco Systems



//www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/117693-configure-ASA-00.html
//www.cisco.com/c/ko_kr/support/docs/security/adaptive-security-appliance-asa-software/116497-configure-trustsec-00.html
//www.cisco.com/en/US/partner/docs/switches/lan/trustsec/configuration/guide/arch_over.html
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/ref_extserver.html
//www.cisco.com/en/US/docs/security/asa/asa91/configuration/vpn/asa_91_vpn_config.html
//www.cisco.com/en/US/docs/security/ise/1.2/user_guide/ise_overview.html
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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