Cisco WSA(Web Security Appliance)2] 215 &
2t & &l 5 ol M Office 365 ECHElE X 2l5tE ¢
=

I
>

|2

0z
'
vt

. Office365 2|2 I|EE AI23510{ AHZ X X|H URL EF BHE 7|
. Office 365 E2{Z!0] EHEP Al T 2EIg OLEL|C
I3 sl XEHof| A Office 365 EEHE! XN|2]

I I]°

k>
3

O| = Mo M= WSA(Web Security Appliance)2| 215 2! &5 &= 0{ A Office 365 EZ{EE X<
ste T2 MAO CHEH MHEBHLICH Office 365 ! = E A|QF #Ed5t0od 3 71| LE47l 384 BT}
QEH, Office 365 EZi| T Q& LU &5 =S HAISH o|2{8t EX|e] YR =F0| E = UE

L—|E|'.

&0l 2 ZF A0l A A Hio|
| of

A7t otLH, =M ERHEIS XN 2l5HH WSA| A
Office 365 ZCI0|HEMM HHE &5

SHEIHTTPS ECHE S AME + glaLh

74 B

He:

. Office365 2| I|EE AH&35t01 AL XF X URL HF BHE 7|
2. Office 365 EEHE0] CHEt A Z2 EH BHE7|
3. &3 s ™Aoo M Office 365 ECH=! ALl

10| =2 M A0|AME Office 3650 IZAE ZE URL/IP FAE Z&ete SH 2 U0
E 3= Office 365 2|5 JSON I|=E AtE3HoF &fLCt.

# 10| I|=of CHE K|S AsyncOS HH7 10.5.3 0|4 & 11.5 0|4 KoM MBS ELICH

1. Office365 2|F L= & At&8to{ ALl X|& URL H3 BHE 7|
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. "Submit(ME)' HEZ E&IFLIct

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Mame: |l:':lf"!'||:vr:365
List Oveler: |:|

I Cotegory Type: | Externsl Live Feed Category E

Routing Tablez = Management

Feed File Location: | Cigca Feed Format |7 Orifice 355 Fead Format L7 D Office 365 Wb Service |7

Wel Service URL: |hl'lp!:f.'Mﬂ-pﬂlﬁ‘.s.ﬂlfll:\E.l:urm'l:ﬂl:

Sitart Test |

Checking DNS resolutlon of feed serer. ..
Success: Resohved 'endpaints, cffice.com’ address: 138,91.80,132

Retrieving feed content from server...
Succesd: Dewrloaded and Paried tha feed File,

Test compdeted succesifully,

S
Extluded Sited: Sort URLs |

Ciick bhe Sort [IRLS
button o sont aif site
AL Aa Alpha-aumerical order

(eg 000 F, 2000:4200:80: 105, example, fovm. )

v Advanced | Maboh speafic URLs by reguiar Sapnessions.
Auto Upoate the Fesd: G not auto updake
'n Haurly E Every [HI:05 (MM}

2. Office 365 EcX|of| Ci&F A|H = 2 EE BHELIC].

. Web Security Manager->Identity Profiles2 O| S gfL|C}.

- "Add Identification Profile(4{sd ZT2E F7h)"'g 2L EP

. 0|2 &Y 3l1 "Identification and Authentication(2{% %! 21&)"S "Exempt from
authentication/identification(2!&/2A{Holl M A )'2 &g Lict.
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Identity Profilies: Policy "Office365.ID": Membership by URL Categories

Advanced Membership Definition: URL Category

Select any row below to use that AL Category as membership criterla. Leawe all rows unselected # membership by URL Category Is not desired.

Identification Profiles: Office365.1ID

Client / User Tdentification Profile Settings

Enable Identification Profile

Name: (7' | [office165.1D
RS ettt —
Deseription:

o

Insert Above: I (Global Prefile) B

Usar Identification Mathod

Identification and Authentication: |7/ | Exemnpt from authentication / identification B

Thiz aplicn may mal be valid if any preceding [dentification Proffite reg £ suthantication an &y
Subimels,

Hembearship Definition

Memberghin & defined by any combdaation of the folfewing eptions. AV criberis must be med for the polcy o fake effect,

Define Members by Subnet:

o
fexcarrmples; §0,1, 1.0, 10,0, 1.0024, 10.0.0.1-10, 2000 :420:800 105, J000; G0 1-2000;:0b8;:10)

Diefine Members by Protocod: B WTTEHTTES
Mative FTP

= Agvanced | Use the Advanced options to define or edit membership by proxy port, destination (URL Category], or
User Agents.

Thie follewing sdvarnced membership criteria Rave bean dafingd:

Proxy Ports! None Selected

| uRL Categories: Office3ss |

User Agents: Mone Selected

The Advanced opbiont may be protocol-gpecific. For ingfance, uwier sagenl efrings are applicabde only
far HTTP and decrypted HTTRS, Simidadly, AL Categories, mclnding Cusfam URL Calegonied ana Aol
mapderbie for SOCKS Iransactions o trdnsparent HTTPS funless decnypted), When Advanced oplions
Ewal do nol appdy to a profocol are sefected, no fransactions in thal profocod will maboh bhis Tdembily,
regardiess of the protocol selection above.
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- "Add Policy(83 &£7h)"& Z2I&Lct
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Decryption Policy: Add Group

Policy Settings
£ Enable Policy

Policy Mame: .7 | Offics 55 0P

TR TIr T DAy,
Descripbion: |

Insert Above Policy: 1 (Glabal Policy) B

Palicy Expines:
Sal Exparatian far Policy

On Date:

.l\'l.'l"lrne:| oa :| et

Pelicy Member Definition

Membership is defined by the combination of the following options. AN criteria must be mel far the policy fo take effect.

ldentification Prafiles and Users: frlect Gne or Mers Idontifleation Mroflles E

[dertdfication Profile Authorized Users snd Growps Add [dentifcation Profile

Eifica 610 E N authentication required o

Authenticalion informabion may notd be available at HTTPS connedtion Bime. For iransgparent

F Adwanced | Define additional group membershio criteria.

Cancel
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Decryption Policies: URL Filtering: Office365.DP

Custom and External URL Category Filtering

These AL Coregoniss arg defingd 85 group mamBersiig ontenis. Al other categones are nol applicals for this podicy.

Use Orwerride Global Settings
;:I-TI Pags Through | Monitor Decrypt Drop 7. | Quota-Based | Time-Based
-1 =
i 4]
Category Category Type | Select all Select all Foelect &l | Select all  Select all | (Unavallable) | (Unavallable)
) omee36s External Feed - W -
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