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Mode
Subnet Mask
| PAddr ess

[ General ]

Et her net Addr ess
Devi ceType
Confi guredOn
Confi gur edFrom
Devi ceNane

| PSecGat eway

[ IKE Policy ]
Prot ection

[ Tunnel
KeylLi f eSecs
Local Access
Peer

Bi ndTo

Shar edKey
KeyManage
Transform
Par t ner
Mbde

[ 1P VPN 1]
Nunber ed
Mode

| PAddr ess
Subnet Mask
Mode

[ IP Static ]

[ I'P Ethernet 1:0 ]

Partner VPN 1 ]

10. 32. 50. 0 255. 255.255.0

= Rout ed
= 255.255.255.0
= 192.168.1.1

= "ci sco_endpoint"
= 172.18.124. 34

= SHA DES &

= 28800

= "192.168. 1. 0/ 24"
= "10. 32.50. 0/ 24"
= "ethernet 1:0"

= "ciscorul es"

= Auto

= esp(sha, des)

= 172.18.124. 157
= Main

= Of
= Rout ed

= 172.18.124. 35
= 255. 255. 255. 240
= Rout ed

VPN 1 1

00: 00: a5: e9: ¢c8: 00

VPN 5002/ 8 Concentrat or
Ti meserver not configured
= Comand Li ne,

from Consol e

Configuration size is 1131 out of 65500 bytes.
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Properties Setup

High&wailsbilty | IPPoalMAT |  Accesslists |  Desktop Securty |
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SN Defender ] LDAF Encryption l ConnectControl ]

SKIF td anual IFSEC

[ {Enable Egpartable SEIF _

L LTI I — 5 Pl a"':":atl':'n range [hE:.:]:
Change SKIP Session key
Every |1 n Seconds [0 for infinity) From |1 a0
or

Every  [10485760  Bytes (0O for infirity] To fi

143

Reneqgotiate [KE Securnty &zzociations eveny |'| 4410 minubes

FHenegatiate IPSEC Security Aszociationg eveny |EEEEIEI seconds

aF. Cancel Help
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Metwork Properties |

General | MAT |

P Address: [10.32.50.0 Get address |

Met Masgk: |£05.205.255.0

Camment: Caliar: I I 1r|

Location: Broadcast:
|7'f=' Intemal € External |7f:' Allowed © Dizallowed

ak. Cancel Help

3. Manage(E’EI) > Network objects(LIE 2 7HA) > Edit(HE)E ME45t04 VPN
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Workstation Properties |

General | Interfaces | SNMP | NAT | Certificates | vPN | authe 4| »

Mame: RTPCPVPM
IP &ddress: |172.18.124.157 et addreszs
Camment: Firewalled gateway to internet
— Locatior: Type:
% |nternal & External ’7 ™ Host 1 Gateway
— Modules [nztalled
¥ WPM-1 & Firg\aall-1 Version: |41 ¥ Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

W Management Station Color: I- 1r|

aF. Cancel Help
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Metwork Properties |

Gerneral | MAT |

HEIITIE.': inzide cizco

P Address: [192.166.1.0 Get address |

Met Masgk: |£05.205.255.0

Corment: Colar: I I 1r|

|' Lacation: |' Broadcast:

" Intemal @ Esxtemnal it Allowed O Dizallowed

ak. Cancel Help
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Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

Mame: cizco_endpoint
IP &ddress: |172.18.124.55 et addreszs
Conrnent:
— Locatior: Type:
™ |nternal % External ’7 ™ Host 1 Gateway
— Modules [nztalled
[ WPM-1 & Firg\/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

[T Management Station Color: I- 1r|

aF. Cancel Help
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Workstation Properties |

Generall Interface&l SHMF'I MNAT I Certificates  WFM |.-'3-.uthE 14 | "I
— Domain: — Erncryption gchemes defined: ——
" Valid Addresses(of Interfaces) r I;%.I Wanual IPSEC
v [Other: r SKIP
M [ Fevz
[T Exportable for SecuRemate Edi... |
= rathic Eantiel Eegamg
IV it rathie Eental Legais
aF. Cancel Help
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Generall Interfacesl SHMF‘I MAT I Certificates  WFM |.-'-‘-.uthE 1 | "I
|

General I
— K.ey Megatiation Encroption Method[z]: - — Hash Method: —
I~ MD3

r CAST
I = apes I SHAL

— Authentication Method:
I Fre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigune..

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help
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Worksztation Properties

Generall Interface&l SNMPI MNAT I Certificates  ¥PM I.-'f-.uthE 1 I "I
|

IKE Properties h
General I
Shared Secret Ed I
— Shared Secrets List:
DeerName shared Secret
cizcoendpoint e Edi
Remove
ak. Cancel |
aF. | Cancel | Help |
Q. | Cancel | Help |

7 71§ dYELich

9. Manage(#2l) > Network objects(LIE 3 7HA) > Edit(T Zl)E A=45}04 "cisco_endpoint"
VPN &2 H&ELICHDomain(Z H I 21)0l A Other(Z|EHE ME4Et CHZ VPN Concentrator U]
E {3 ("inside_cisco"2t &)2| LHFE MEHEILICE. Encryption schemes defined(& 2|E!l &
23t MAH)AHM IKEE MENE CFHE Edit(=E)E S=[ELICH



Workstation Properties |

Generall Interface&l SHMF'I MaT VPN |

— Domain: — Encryption zchemes defined:
" Disabled M = Manual IPSEC
" Valid Addresses(of Interfaces) ~ [
= Other: r SKIP
I% inzide_cizco j
I | Enportabie for Secut eminte Edi... |
= rathic Eantiel Eegamg
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aF. Cancel Help
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Generall Interfacesl SNMF‘I MAT I Certificates  WPM |.-5'-.uthE 1 | |
|

- Haszh Method: -

General |
— K.ey Negotiation Encryption bethod(z)
I~ MDE

M SH&1
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I 3DES

— Authentication bethod:
Edit Secrets...

¥ ‘Pre-Shared Secret
[T Public Key Signatures [Eatfigure..

[T Supports Aggresive Mode W Supports Subnets

Help
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IKE Properties |
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Shared Secret

—Shared Secrets List:
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Enciyption Properties

General l

Encryption gchemes defined:

- = [

L Manual IPSEC

" [sie] SKIP
) [fg PWT

................................

.................................

ak. Cancel Help

15. IKE Properties(IKE &) Z0{A 0|23t £4E Transform = esp(sha,des) VPN
Concentrator W 0f| & | 488t L|C} Transform(24%)0i| A Encryption + Data Integrity

o o
(ESP)E M=3tLICt 253t Y DE|ES DES, CIO|E| £ 2442 SHA10|0{0} 5}, 512 E
1|04 HO|Ef0|= 2|5 VPN Concentrator | 0|9 0|("cisco_endpoint"2t 1 &)0{0F B L
Ct. Zels =gt

IKE Properties

General l

Tranztorm:
[% {+ Encryption + D ata Integrity [ESP)

" Drata Integrity Only [&H]

Erncryption &lgorithrn: DES =
D ata [ntegrity SHAT -
Allowed Peer Gateway: | cisco_endpiiy
[ Usze Perffect Forsard Secrecy

ak. Cancel | Help
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VPN 5000 Concentrator 24| 3§72 2§24

Output Interpreter TF(SSE TP ) (OIT)E S show BHES X|HELICLOITE AFHE5H0d
show B3 £3{o| 24 FLIC}

0]
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11 debug BB E ArE5t7| Tol| Cl B0l CiEt S

- vpn trace dump all - A|Zt, VPN 15 T|o{o| AKX IP T4, AJEEJ MMEI B2 277 &
MEt AZEQ|o{ ZEO| REI U BRI HE E 27501 ZE LRI VPN 20| CHEt HEE

E AL
- show system log buffer - L& 21 HI{o| LIS EAI%FL,ll:}
. show vpn statistics(vpn B2H EA|) - A%} THEL] 2 S 250 i3t & MEE EAIELIC
(E=Q EHo ZF2 Zt 2 & &X0of ot MMo| ZAIELICLME ClHO &3 MME & XF
MM current Active(TAKH B 4) - TR & HAZEULICE I n Negot (NegotOllAl) - B4R & HAZH
.Hi gh Wlter(—l—‘l‘) Oorx|at RHE & o|&F 2|CH SA| & o448 = LICHRunni ng Tot al —OF X2
MEE o|F 433t & o328 =LCt.1unnel (]<(|-:—‘|"é-I %ll'on_l) - 77t e Ed =L unnel
starts( ) - EI'E AR =LICHTunnel Error (B 2F) - 2771 U= B +=LCt

- show vpn statistics verbose - ISAKMP &4& 874 & O B2 &4 A4 SHE EAIELICH

HESIT 29F

Checkpoint2| et 535t TH Qlofl 2173t o{3] LHF WELI7I T EE B2, aiE ClHtolaE &OI2
2 EciEn gt#dsod 0|& AIS2 2 e & Q& LICHVPN Concentrator7t Y X[st =5 T & &
x| ghom Edo| AmjE 1S 40| E&LICHUIE S0]10.0.0.0 /24 2 10.0.1.0 /24| LIS LE 2

LS — L—

A7t ol L= 5 FHE 2 10.0.0.0/2322 @& ‘BA'AL—lEf.

HAE 4.1 A3 C|Ha

0[|Zd2 Microsoft Windows NT A X|ILICHF20| H& HET| & Long2 2 H™HER T Z(12E
Aol EAIE) HEE Ef=2 21 Fojof wztMo=z F A|z|o{of BLICEAIAME CIHO HEE
HolsttAH O 8 s#tMAIR.

C:\ W NNT\ FWL\ 4. 1\ f wst op
C:\ W NNT\ FWL\ 4. 1\de

-d
CHE oM &S g

C\WNNT\ FWL\ 4. 1\ fwst art
3 Z 21 E0i A SA(Security Associations)E X|2{H C}S BHS AFLICH

fwtab -t IKE_SA table -x
fwtab -t | SAKMP_ESP table -x
fwtab -t inbound_SPlI -Xx
fwtab -t | SAKMP_AH table -x

HE ZSZEo|M SEHE = U&LICH
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ci sco_endpoi nt #vpn trac dump all

4 seconds --
new script:

nmanage @ 38

38 seconds doing |2l p_init,
38 seconds doing |2l p_do_negoti ation,

new script: | SAKMP secondary Main for

seconds ::

st epmmgr

(0

trace enabled --
lan-lan primary initiator for <no id> (start)
| an-1an-VPNO: 1: [172. 18. 124. 157]

@0)

(start)

(0 @0)
| an-1an-VPNO: 1: [172. 18. 124. 157]

38 seconds doing isa_i_main_init, (0 @O0)
manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172. 18. 124. 157] (start)
38 seconds doing isa_i_main_process_pkt_2, (0 @0)
manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @ 38 seconds :: lan-lan-VPNO: 1:[172. 18. 124. 157] (start)
38 seconds doing isa_i_main_process_pkt_4, (0 @0)
manage @ 38 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @ 39 seconds :: lan-lan-VPNO: 1:[172. 18. 124. 157] (start)
39 seconds doing isa_i_main_process_pkt_6, (0 @0)

39
end script:

seconds doing isa_i_main_|ast_op,
| an-1an-VPNO: 1: [172. 18. 124. 157],

| SAKMP secondary Main for

(0 @0)

(start)

(0 @0)

next script: lan-lan primary initiator for lan-1an-VPNO: 1:[172.18.124.157], (0 @O0)
39 seconds doing |2l p_phase_1 done, (0 @O0)
39 seconds doing |2l p_start_phase_2, (0 @0)

new script: phase 2 initiator for lan-lan-VPNO: 1:[172.18.124.157] (start)
39 seconds doing iph2_init, (0 @0)
39 seconds doing iph2_build_pkt_1, (0 @0)
39 seconds doing i ph2_send_pkt_1, (0 @0)

manage @ 39 seconds :: lan-lan-VPNO: 1: [ 172. 18. 124. 157] (done)
manage @39 seconds :: lan-lan-VPNO: 1:[172. 18. 124. 157] (start)

39 seconds doing i ph2_pkt_2 wait, (0 @O0)
39 seconds doi ng i hp2_process_pkt_2, (0 @0)
39 seconds doing i ph2_build_pkt_3, (0 @0)
39 seconds doing i ph2_config_SAs, (0 @0)
39 seconds doi ng i ph2_send_pkt_3, (0 @0)
39 seconds doing i ph2_last_op, (0 @0)

end script: phase 2 initiator for lan-lan-VPNO:1:[172.18.124.157], (0 @0)

next script: lan-lan primary initiator for lan-1an-VPNO: 1:[172.18.124.157], (0 @0)
39 seconds doing |2l p_open_tunnel, (0 @O0)
39 seconds doing |2l p_start_i_maint, (0 @O0)

new script: initiator maintenance for |an-lan-VPNO:1:[172.18.124.157] (start)

39 seconds doing imt _init,
manage @ 39 seconds ::

(0

ci sco_endpoi nt #show vpn stat

@0)

(done)

Tunnel
K

Tunnel
Error

Tunnel
K

Tunnel
Error

Current In
Active Negot
Users 0 0
Partners 1 0
Tot al 1 0
| OP slot 1:
Current In
Active Negot
Users 0 0
Partners O 0
Tot al 0 0

| an-1an-VPNO: 1: [172. 18. 124. 157]
H gh Runni ng Tunnel
Wat er Tot al Starts
0 0 0
1 1 1
1 1 1
H gh Runni ng Tunnel
Wat er Tot al Starts
0 0 0
0 0 0
0 0 0



ci sco_endpoi nt #show vpn stat verb

Current In H gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners 1 0 1 1 1 0 0
Tot al 1 0 1 1 1 0 0

Stats VPNO: 1
W apped 13
Unw apped

BadEncap

BadAut h

BadEncr ypt

rx P

rx I PX

rx O her

tx IP 1
tx | PX

tx O her

| KE r ekey

O O ©wWwo oo

w

o O O

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O

| SAKMP Negotiation stats
Adm n packets in

Fast switch packets in

No cooki e found

Can't insert cookie

I nserted cookie(L)
Inserted cooki e(R)

Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
No Responder cookie
No SA

Bad find conn

Admi n queue full
Priority queue full
Bad | KE packet

No menory

Bad Admin Put

| KE pkt dropped

No UDP PBuf

No Manager

Myr w no cookie
Cooki e Scavenge Add
Cooki e Scavenge Rem

OO O0OO0OPFr OO0 M

OPFRP OO0 0000000000000 0O0DO0DO0OO0OO0OO0oOOo



Cooki e Scavenged 0
Cooki e has ngr err
New conn limted 0

o

| OP slot 1:

Current In H gh Runni ng Tunnel Tunnel Tunnel
Active Negot Wt er Tot al Starts (04 Error
Users 0 0 0 0 0 0 0
Partners O 0 0 0 0 0 0
Tot al 0 0 0 0 0 0 0

Stats

W apped
Unw apped
BadEncap
BadAut h
BadEncr ypt
rx P

rx I PX
rx O her
tx IP

tx | PX
tx O her

| KE r ekey

I nput VPN pkts dropped due to no SA: 0
I nput VPN pkts dropped due to no free queue entries: O

| SAKMP Negotiation stats
Adm n packets in

Fast switch packets in

No cooki e found

Can't insert cookie

I nserted cookie(L)
Inserted cooki e(R)

Cooki e not inserted(L)
Cooki e not inserted(R
Cooki e conn changed
Cooki e already inserted O
Del et ed cooki e(L)

Del et ed cooki e(R)
Cooki e not del eted(L)
Cooki e not del eted(R)
Forwarded to RP
Forwarded to | OP

Bad UDP checksum

Not fastswi tched

Bad Initiator cookie
Bad Responder cookie
Has Responder cookie
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