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VPN Concentratortl| C|X|& QIS M X]
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1. CIX|™E E= ID 18 M S ME45tE{™ Administration(#2l) > Certificate Management(2!
&AM #2l) > Enroll(S )2 ME{gLICH

Thiz section allows you to create an SSL or identity certificate request. The identity certificate request allows the
VPH 3000 Concentrator to be enrolled into the PEI The certificate request can be sent to a CA, which will
issue a certificate. The CA's corfificate must be installed gz a Cortificate Authority before insialng the
carfificate you requested.

Choose the type of certificate request to create

o Ldentity certficate >
s 53L certficate

-

=< 1o back to Certthcate Manasement

2. Administration(#2]) > Certificate Management(2!& A #2l) > Enroliment(S %) > Identity
Certificate(ID 215 M)E =43} 1 Enroll via PKCS10 Request(Manual)& & 2/gL|ct

Select the enrolinent method for the sdentity cerbficate. T'o mstall a certificate wath SCEP, the wwomng CA's
certficate must also be mstalled with SCEP. Click: here to mstall a new CA usme SCEP before enrolling.

“a_Enroll ma PECS10 Request (M m: -
s Enroll via SCEP at ESAwSTR.oothID SsrwCIT

o Enroll ma SCEF at TestCA6-8 at Cisco

<= 3¢ back and choose a different type of cermficate

3. 2Fet HEE st Enrol(S5)2 =IELICH 0| ool M= ole{et EEE U=FLIC
.Common Name(&lE} O|&) - altiga300rganizational Unit(= %! £t 2|) - IPSECCERT(OUE +
HEl IPsec & O|& 1 Y xI5HoF &) ZEZE]—Cisco SystemsLocality(X|23) - RTPA|/
—NorthCarolina=7t—0|2 88t THIQ! OIF - (047IM= AFS E[X| &£ F)7| 27|1—512%
1: SSL @& M = SCEP(Simple Certificate Enroliment Protocol)& AF&35t04 ID QIEME
LEY B2 olefet SME AEY =+ UELICHRSA 512H|ERSA 768H|ERSA 1024H|E
RSA 2048H|EDSA 512H|EDSA 768H|EDSA 1024H|E


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Enter the mformation to be mchided i the certficate request. The CA 5 certificate must be installed ar a Certificate Authority
before metaliing the certificate yvou reguested. Please wait for the operation to finish.
- Enter the common name for the VPN 2000 Concentrator
« on Name (CN) [ekiga3 to ke used in thes PEL
Organizational Unit (C¥) |IPSECCEF1T Enter the department.
Organization () [Eﬁsm Systems Enter the Organization of company.
Locality (L) [RTF Enter the city or town,
State Province (SF) |Nnnhﬂmnlina Enter the State or Provmce.
Enter the two-letter country abbrematon (e g Tted
C s
ountry (C)| States = US)
Suhbject AlternativelName | Enter the Fully Qualfied Domein Mame for the VP
(FODN) 3000 Concentrator to be used m this PEL
Subject Alternative™ame (E- I Enter the E-Mail Address for the VEN 3000
Mail Address) Concentrabor to be used m thus PEL
Eey Size | FRSA 512 bits "'I Select the key size for the generated ESAMSA key parr.
Enoll | Cancel |

4. Enroll2 226t 042 0| LIEFEfLICH & | ¥2 AUBSME 2EUSS HAgLc

Administration | Cernificate Management | Enrollment | Reguest Generated

A certificate request has been generated In a few seconds, a new browser window wall open up with the certficate request The
request can be saved as a file, or copaed then pasted mto a CA's management mterface.

The request iz located on the VPR 2000 Concentrator wath the fGlename ples0001.0ct - When you are done, you should delete
thus hle, go to the Fde Management page to delete the certheate request.

& G0 to Certificate Management
e 30 to Cerhificate Enrollment
» (30 to Cegtificate Installaton
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8] Done | [ 15 @ mntemet
5. CA(Certification Authority) MEHOIM @EE ZE EAISII CA AMHof| 0{do{ 2EE A
gFLIC} Next(CHS)E &=&rct
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Walcome

ol S s e 58 10 reques! & centihcate for your wab broweser, a-miall chant, of other Secure program . Once you acqusie & carificale, you
will b= able (o sacuraly identify woursall 1o offesr peopks ower e weeb, Sign your &-mail messagses, encrypl your e-masl messages, and mors
Clapaincling L0 B iyl of Corbiicale You request

Select a task:
© Retrieve the CA carficate o cartificate revocation st
# Raquest & cedtificate
& Chaclk on a pending certificate

6. Advanced request(Zl2 2%)E MBSt T Next(CIS)E =IELCH
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Choose Request Type

Plaase select the type of réquest you weould ke to miske

O Lbgir Coatif cale fisguss Bt

& Advanced request

7. Submit a certificate request using a base64 encoded PKCS #10 file or a renewal request

using a base64 encoded PKCS #7 file(base642 1S El PKCS I} 2 AI2510{ 2IZEM 2
A AME)S MEB CHS Next(CH)E S 2&Lct

ek = = - P A A Qe GiFeens ey D L

e I!J g T 72 10, 130 W om b et gl

x| o

Advanced Certificate Reguests

™

Wou can rsquest A cerificate for yoursell, anolher user, oF 8 compiuier using one of thi following methods Mobe that the podoy of the certihcation
suthority (CA) wall datermine the certiicates that you can obitain

© Submil a certificale reqguest 1o this CA wsing a form
# Submit a certificate request using a basetd encoded PKCS #10 file or a renewsal request Using & basetsd ancoded PHLS &1 ik

 Request a cerificale for @ smat card on behall of another user using the Smart Card Enroliment Stalion
¥ou must hgve an envoliment apen! cedidate fo subimd @ eqesl for ancifer uaer

[(Hes> ]

8. PKCS It 2 ZZtLH0{ Saved Request MM otZf{o| BHIAE Z=of Eo{d&LICH O™ CHS

Submit(MZ)g Z2ztLict B
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Submit A Saved Reguest

Faste a basetd encoded FEKCS #10 carrhcate raguest or PHICS #T renewal request generated by an estemal application (such &5 a web
sarvel) info the requast field to submit e reguest to the certificalion authonty (CA)

Saved Hegquess
'.'IHI'.I.}"MHM!H&UHIIP“EMIIIQTJEEIIM&
GLAT)SuTEILupqRilqr I LBQr G L3 T+ wHEEpsded

Bazshd Encoded |[Bgi4ihkl
Carificate Request |-———--END NEW CERTIFICATE REQUEST----——
(PHCS #10 or &)

Erpesa for @ fie fo ingerd

], 7

9. CA UM ID QIBEME eZerLict

_ Lt
| dten o= | = @@ DB
et
B Covnricmion fumanty (Local)
& E!'hﬂ'
Ll e Carttuates
[0 D it i

eted s - D[] 2| Dsewch [alfeies Jeimoy Y- b

,-"""_l‘u““'-""” 18124, Mjcartire] 2] P _|h'
Welcome

You uSe this web site to request a certificate for your web browser, e-mail chent, or other secure program. Once you acquire a certficate, you
will b abde o Sacunsly idenidy yoursell 1o ofher peopie over the wisb, Sagn your a-mail Messages, encrypl your e-mail messages, and mone
dapending upon the type of cartificate ywou request

Select a task:
 Rafrieesn the CA centificate o cermficale revocation list
r© FE'IE'I}..IEEI a carmhcate
& Check on a pending certificale

T
11. Base 64 encoded® =45t 1 CA A{H{0l|A Download CA certificate(CA IS M CIREE)E

SEELIC
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Certificate Issued

The camficate you requested was issued o you

©DER encoded of * Basa 64 ancoded

ERgecacemces

12. 2Z E2to|20i ID 2B ME KMEErLICH

Savein. I [ﬂ Desktop :‘i

My Documents
My Compuker
My Mebwork Places

File name:

ﬂ

Save

Saveastype  |Security Certificate ]

Cancel

2

13. CA MOl M R E 2S5 ME 7H X 22{™ Retrieve the CA certificate or certificate revocation

Ct

list(CA RI&M EE UM H7| S5 HM)E MEfetL|ch 23 CHS Next(CHS)E 2 21EL
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Welcome

You use this wab site to request 8 cemificate for your web browser, e-mail chent, or other sacure program. Once you acquire a cerificate, you
vill b alla 1o Secunahi (dantify yoursel 10 olhed Deople over T wab, Sigh your é-mal Massages, enciypl your &.mal Messages and mors
dapanding upon the bype of certificate you raguest
Select a task:

& Retrieve the CA cerbtficate or certficate revocation st

© Request 8 comhcale

 Check on a pending cestificates

-certnew cer

Fy Dacumetita

=]

bt un||:|uh=r

File name:

= Save

Save as type: | Securty Certificate j Cancel

p
15. VPN 3000 Concentratorol 2E L ID QIS ME MAx|ELICH O|=H| 5242 Administration >

Certificate Manager > Installation > Install certificate objects via enroliment®& MEHE!L|C}.
Enroliment Status(S 5 & Ef)0{| M Install(Ax|)& 2 2I&LICH

Select a enrcllment request to mstall

Enrollmeni Staius

[ ‘Subject | Issuer | Date |Use | Reason | Method | Starus
laltiga30 at Cisco Systems  |A¥A (05222003 [ID  [fntal  [Manual In Progress

[ Actions
[View | Lrugtall| Diulete

<< (7o back and choose a different bype of cerbibicate

16. Upload File from Workstation® & 2|&LIC}



R Ciscas Systems, Inc. WP 3000 Concentrator [2.2.2.2] - Microsalt Internet Explorer =10] x
File Edt WView Favortes Tools Help

whak - = - Q) A Qoeach [(lFavorkes Pheda P - D @

fddress |§] hibtgs: 172, 18, 124, 134 acosss. bl :J G | Links @
twon ~ ®g - (I} | m’j'ﬁﬁ“ @ won » [C1Emadl 53 Mormy - Mo ¥
NASDARQ" - | | | @a| » =~ 147% | INDU 500453 6150 = 091% | 5P 9766 504 ~ »

VPN 3000 Main | Help | Support | Logout

Concentrator Series Manager
Configuration | Administration | Monitoring

—ESofvre Lodate Chooze the method of mstallation

Pirsg s Cut & Paste Tead
L pnitarng Ratresn + Uplsad File from "Workstahon

s Manpnemen == 30 back 1o and cho dafferent rrpe of cernficate

INHTRAHITEH

17. Browse(HOtE7|) & E2/5t11 2Z =20|E0f x.|x|-%l_ o|= M IS MEHSH |C}
Install(A%[)2 ~EH35l04 VPN Concentratordd| ID ! A'i% A X|ELICH B E| | Certificate
Management(Q1&Z M #2|) &0l &felo 2 LPEH—P_Tl M ID @15 M7} Identity Certificates(ID

215 M) E|o|= 0l LIEHELICH

Enter the name of the identty cerificate file

Filename | Browse... |

Install ‘ Cancel |

I B M7 MUY B2 M QIBME ddsteiH Ol S BAHE 2t LIc
Administration(Z2l) > Certificate Management(/E M & 2|)& ME{ELIC Actions(Z2d)
A Xtol M Delete(2 A)& 2 =501 SSL Certificate(SSL 215 A) SF52 EAIRLICH
Administration(Z 2l) > System Reboot(A|A & XHFE)E MEYEFLICt Save the active
configuration at time reboot(R{ £ & A| &4 Hu|aao|M X‘|7é>*)° MEHSE T Now(X[F)E M
Ei3t CHS Apply(H8)E SEIRILICE OIXI CHA| 227t 2IEE & M QIS ME ddge = U
& LCt.

VPN Concentratordl SSL 215 M M x|

H2tX{2} VPN Concentrator Zt0ol| 2ot 244 & A& 3= < VPN Concentratorol= SSL 215
M7t 2 &rL|Ch E8F VPN Concentrator & WebVPNE EI%}'— ol AF2 5= QIE{H|o|A gl
WebVPN E{dg S=2st= & °|E-|ﬂ1|0|/\01| CHSH SSL QI M7F EeEfL|Ct




VPN 3000 Concentrator 2AZ EQJ0{& 4 20|=8t & VPN 3000 Concentrator7t A £ &I =E! [ 2l
E{H O|A SSL QIEM7t Qe B RS2 MMELICH AHA ME 2IEME AN MMHEI2 2 0|
OIS ME &l 278LICH o 215 J|ZME IDE ES6HR| &tk &LIch 8Lt o]l QIS ME
A3t HEFR XK{E AF2 3104 VPN Concentratord]l A2 @128 & Ql&LICH CHE RFA| M SSL
CIEME WA|ste{™ CIS BHHE 2 5HAAI2.

1. 22 > s #elE M=RfLCH

Hetresh{
Thas sechon lets vou view and manage cerifficates on the YFH 2000 Concentrator
¢ Click hiere to endoll with a Certdficate Awthoritsy
o Click bar . T
Certificate Anthorifes [ View 80 CEL Cackes | Clewr &1 CRL Caches 1 Coarrent: 1, masimam: 20
Subject Iszuer Expiratien SCEF lguer Actons
ms-rooi-sha-06-2A01 &l cisco mas-roob-shala-2000 at epsco Q45702 2 Hao View | Confimne | Dielete

Identity Cevtifie ates (ourent: |, mesinaurm 20)
Suhject Issurr | Expiration Ao ns
Gatavray & at Cisco Syatetns ma-roob-alia-08-2001 ot ciaco |EIE.-U¢I.-'EEID4 Yieg | Barew | Delote

S5L Certificates
Iaterfase Subject Laguer Expiration Aetions
Preate 10561 al Cisco Systems, Inc. (10541 alCisco Syrstems, Ine. 020172006 .'u':-".-'| Repewr | Delele | Expord |l|:-:l-r'!|-l 1?-'1 Enmll | Impord

S5H Host Kev
Ery Size Eey Type Dade Generated | Actions
1024 bits i==TN D1/05/2004 [E—

2. Generate(4d)E& Z2l5}104 SSL Certificate(SSL QIS A) Ell0|201 Af QIBMHE EAISHD 7|
Z QIZE AME wA|ErLCt. 0] ZollAME VPN Concentrator7t XI5 2 2 MM 5H= SSL @15 Ao
CHst ZEE LM 4= Q&L O|2{8t SSL QIZEME QE{H oA & 2E WHAIS I8t A
0I|_||:_|.
=

You are about to generate & certiicats for the Public Itetface | The cermficats wal have the followang DI for both Sebject and Leser

The cerbficate will be wald for 3 vears from vesterday

Common Name (CIV) |1 0.86.194.17% Enter the Commeon Mame, usually the TP or TS address of this mierfacy
Organizational Tndt (017 |"u'1"M 3000 Concentratar Enter the depastroent
Crganization () [I:ia oo Systems, e Enter the Organization of company,
Localiy (L) |F'cu|ldl" Enter the caly or bewn
StateProvince (5T |h"|155:|.chusal'c5 Enter the State or Frovince
Country (C) IE Enter the twro-letter country abbrewiation (e.g TUnited States = T2
ESA Key Size W celect the Key size for the penerated B34 key pair,

GenerMEl Cancel I

&0l 7h5 8t SSL Q1B A(F, Certificate Authority0ll M 228t QIS A)E Uoe{H ID QYIS ME
U= O AA835tE W1t SYet HAHE AH&3t2i™ 0| &AM 2| VPN Concentrator 4440 C|X|=
RQIEM Ex| Mg FESHMA|L. ZBqLt o]0l = Administration(2F 2l) > Certificate
Management(2!& Al #2l) > Enroll(S8) &0l A SSL @IS M(ID 2I&AM CiAhE E=IF Lt




B3 22| 2/ VPN 3000 Concentrator Reference Volume 118]] 2/FA{ 22/ MM |I: C|X|H
RIEM A SSL IS Mof| CHEt ™A HEE EedH 22| 2 2LEHT 2lelA 478 ’E. 5P*'*|

VPN Concentratort| A SSL QIS5 A ZAl

O] dMoM= SSL QIBME ddlste Lol cHall dBELICH

VPN Concentrator0f| A 2448+ SSL QIZE M2 B SSL Al Mof A Administration(E'ED >
Certificate Management(2!5 A -'L“'El)i O|SgLIct AA M2 225t SSL IS ME AAE
L|Ct.

91 CA MEHollA] 043t Q15 Aol CHEt Q1B ARl B2 T+ EHHIE R BHLICH

1. HEZ] 2IE{H O|A0AM BIRE QIS ME A X524 Administration(® 2l) > Certificate
Management(21& M B 2l) >Delete(SSL /1S5S MEHEFL|CH

Weidnesday, 19 Sepiember :
Rr:[mshi:
Thas zection lets you wissr and manage certificates on the VPR 5000 Concentrator
# Click here Lo enroll with 2 Cerlificate Authority
* Click hereto install 2 certificate
Certificate Authorities [ View AUCEL Caches | Clear 81 CEL Caches ] (cugrent: 1, mamwimm: &)
SCEP
Subject Issuer Expirathomn i Artions
Thawte Test CA Root at Thawde Thawte Test CA Foot at Thawte )
Califiating Cartificafion 127312020 Ha View | Configue | Delets

Identity Certificates | current: 0, massrmam: 2
_ Subject | Issuer Expiration Actions
Mo ldentity Certifirates

el Certificates

Twierface ' Subject | Issoer |E@h‘nﬂun ' Actinns
[0 168 116, 116 at Cisco |l|]]ﬁ$]||f-llﬁar.l:isc|:-
Pruvat | ogrrzoLo v Re Dielete | Export | Gensrate | Enrall | Imper
_ o [Systems, Inc. |Eystems, Inc. ‘ Yiew| Revew | Delete | | Geaente | Eumlli
: : earlygates. ocp org at rEquiﬁa:-: Secure Certificate :
Putlic [F : 08/16/2008( View | Renew I[Deletel Export | Ewoll| Impert
(M1l peariygates ocp arg !.'31‘.1.1- t qul.!l ww | Eepew ||[De =xpor | Cenemte | Eneoll | Imp

SSL 2I&M A X E &elsitd™ YesE SR LICH


//www.cisco.com/en/US/docs/security/vpn3000/vpn3000_47/administration/guide/certman.html
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dministration | Certificate Management | Deleta

Subject Issuer
CN=pearlygates. ocp.org OU=Equifax Secure Certificate Aothorty
OU=Domain Control Validated - QuickS5L Premmium(R) O=Equifax
OU=5ee www. geotrust comfresourcesfcps (c)07 C=15
OU=GT74524223
O=pearlygales ocp.org
C=ITS
Serial Number 07E267
Signing Algorithm SHAIWihRESA

Public Key Type FSA (1024 bits)
Certificate Usage Digital Signature Mon Fepudiation Key Encipherment,Data Encipherment
I-'lDS".l'hu.lrIJprirlt 2C:EC:GD:8B:FE: 59:9D: FE:04: An:B2: 1B C5:09: 94z 27
SHAL Thumbpring 5E:9A:7C:D3:02: FE: L0z AC: 75: 72: 00 AA: 6A: 73: 84: 54: CZ: DCIBE: 95
Validity 8/16/2007 at 17-26:35 to &/16/2008 at 17:26:35
CRL Distribution Point hitp./crl geotrust comferls/secureca crl

Are you sure you warnt to delete thus certificats?
I Q- I ] Mo ]
—

2. M SSL QIZEME MA5t24H Administration(& 2l) > Certificate Management(21& A & 2) >
Generate(‘§ )& MEAEILICE

nistration | Certificate Management Wednesday, 19 Septembier 2007 D005
Refresh

This sectiom Iets you wew and manage ceritiicates on the VP 3000 Concentrator.

# Chck here to enroll with a Cerificate Authoniy

* Click here to mstall 4 certificate
Centificate Authorities [ View All CRL Caches | Clear Al CRL Caches ] (current: |, mastrnur. 6)
(S = i ittt T

. ' EARRRR SCEP z

| Subject : Issuer E:p:n'-u.tnn | Tivii Actions
Thawte Test CaA Root at Thawte Thawte Test CA oot at Thawre A
|I::|1.|ﬁcaii;:|n Cerkific !llﬁlﬂﬂlﬂ| Mo Wiew | Configuee | Delete

Identity Certificates (curent 0, mesamn: 1
| Subject | Fxpiration | Actions

SEL Certificates

Interface | Subject | Issuer [Expiration | Actions

. 10168116116 at Cisco 10,163 116.116 at Cisco I _
-[Pmrate Sysiems, In Sediams; Bac. ummﬂlu! View | Revew | Delete | Export | Gensrate | Eneoll | Import.
Public  |No Certificate Installed. |Qenerste] Enl | Lot

38 QE{m 0|0l CHEF M SSL RIZ M 7F LIEH LI



Adrmimisteation | Cerntificale Managernent Wednesdad, 19 Seplember 2007 D:0G6
Refresh

This section lets you view and manage cerlificates an the VPH 3000 Concentrator.

e Click here o enroll with a Cerlificate Avihorily
e Click here to install 3 certificate

Certificate Authorities [ Fiew All CRL Cacbes | Clear AICEL Caches ] (cusrent. 1, massmurn: 6)

............................... : ................. I —— ~ | s':m — J......_.._......_
I| Subject : Issuer lE:pnatn [ Bt Artions
[Thawte Test CA Root at Thawte | Thawte Test Ca Root at Thawte f | :
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