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1. LAN-to-LAN M|M& T 4438t24T Configuration(4d) > System(A|A&E]) > Tunneling
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anfiguration | 5 T g Protocals | PSec LAN-to-LAN | Mo

Modify an [PSec LAN-to-LAN connection

e ﬁ;hpl-i Emnter ihe mame for this LAN-10-LAN conneciion
Interface [Ethernet 2 (Pubka) (172.18.124.131) =|  Select the interface 1o put this LAN-10-LAN connection on
Peer [172.18.124.157 Enter the [P address of the remote peer for this LAN-lo-LAN comnection.
(.m_”"":[wm {Use Preshared Keys) = Select the Digital Certificate to use.

Coertificate © Enfire certificate chmn

I & Identity certificale only Choose how 1o send the digaal certificate 1o the IKE peer,

Preshared Key [cisconpres Enter the preshared key for this LAN-to-LAN connection.
Anthentieatbon | E 5P MDA HRAAC 178 =] Specify the packel suthentication mechanizm 1o use.
Encryption |30DE5-168 = Specify the encryplion mechani=m 1o sse.
IKE Proposal | KE-30E 5-MUS x| Select the IKE Proposal 1o use for this LAN-to-LAN conmection.
Choose the routing mechanizm lo use Parsmeiers below are lgnored I
Renting (Nane L Network Autodiscovery is chosen
Lacal Metwark
Specify the local network address lizt or the [P address and wildcard mask
H-tiirhllullhul‘mgnmulmm:jhﬂ“_. LAN-bo-LAN o iy
IP Address[192.188.100

Note: Enter a wildeand mask. which b the reverse of a subned maslk. A

wildeard mask has 15 in bil positions to ignore, Os in bit positions to maich.
Wikdeard Mask 000255 For example, 10.10.1,0/0,0,0.255 = all 10,10, 1 mn addresses.

Remote Netwark
Specify the remote network address list or the [P address and wil deard mask
MNetwork List | Use IP Addiess Wildearnd mask belvw » | Sor this LAN-omLAN ¢ Py
IF Address[103200

Note: Enter a wildeand mask, which s the reverse of a subnet mank. A
Wikicard Mask B5.757 756 wildeand mask has 15 in bl positions to ignore, 0% in bil positions 1o malch,

For example, 10010, 1.000,0.0.255 = all 10, 10. ].onn addresses.
_tovty | Comcel |

2. Configuration(Z4X| 124 0|44) > System(A|A &) > Tunneling Protocols(E{'dd Z2E&) >
IPSec > IKE Proposals(IKE Al|2h 2 0|&§3t0o] 228t of7ieH+~E Mg LICtIKE M etM IKE-
3DES-MD5E& MEHG T A|QHAMof| CHEH AMEREH D7 ~& & QIELICt LAN-to-LAN MIME T
M5t24H™ ApplyE Z2IFLICH Ol ZAZ[aso|Mo| o7& Chaa 2 &t

Modify a configured IKE Proposal,
Proposal Name IKE-30E5-MDS Specify the name of this IKE Proposal.
Authentication Mode Preshared Keys =] Select the authentication mode to use.
Authentication Algorithm |MOSHMAC 128 = | Select the packet authentication algorithm to use.
Encryption Algorithm 305168 *| Select the encryption algorithm to use.
Diffie- Hellman Group | Group 2 {1024-bits) =] Select the Diffie Hellman Group 1o use.
Lifetime Measurement | Time =] Select the lifetime measurement of the TKE keys.
Data Lifetime [10000 Specify the data lifetime in kilobytes (KB).
Time Liletime 8400 Specify the time lifetime in seconds,
Apply | Cancel |

3. Configuration(Z4I| 22} 0| M) > Policy Management(&%Y +2|) > Traffic Management(E.2HE|
#2|) > Security Associations(2. 2+ 24Z)E 053504 MlMoi CH3H 24 El IPSec SAE MEHSI
T LAN-to-LAN M|Mofl CHaH AME4 S IPSec SA Oi7HEd~E & QI8 LICH 0| ZAm|aao|MolME
LAN-to-LAN M|4 0|Z 0| "Checkpoint"0|2 2 IPSec SA7} "L2L: M2 EQIE



bjve Megde

This section lets vou add, configure, modify, and delete [PSec Security Associations (5As). Security Associations use [KE Proposals o
negohiate [KE parmmeters.

Click Add 1o add sn 8A, or select an SA and click Madify or Deleve.

IPSec SAs Actions
ESP.DES MDS
ESP 3DES-MD6
ESP/E -JDES- ML v
ESP-90ES-NOME Add |
ESPLITP-TRAMSPORT
ESP-3DES-MDS-DHT wllly

_Deletn |

CtS2 0| SAS| OH7HEH=lL|Ct

Modity a configured Security Aszociation

SA Name JL2L: Checkpoint Specify the name of this Security Association (SA).
Inheriiance |From Fule = Select the gramulanty of this SA

[PSec Parameiers
Authentication Algorithm |ESPMOS HMAC 128 =) Select the packet authentication algorithm to use.

Encrypiion Algerithm [3D€5 168 =] Select the ESP encryption algorithm to use.
Encapsulution Mode |[Tomel =) Select the Encapsulation Mode for this SA.
Perfect Forward Secrecy Disabled = Select the use of Perfect | orward Secrecy
Lifetime Measurement | T =) Select the lifetime measorement of the [PSec keys

Data Lifetime 10000 Speciy the data lifetime in kilobytes (KB).

Time Liletime B0400 Specily the time lifetioe in secomds,

TEE Paramelers
IKE Peer [172.18.124.157 Specify the K1 Peer for a LAN-1o-LAN [PSec connection
Negotiation Mode [Main = Select the IKF Negotiation mode 10 use.

Digital Certificate |Mane {Lise Prashared Kays) *| Select the Digital Centificate 1o use,
~ Entire certificate cham

Cortificate Transmisshon :1 Identity certificate only Choose how 1o send the digital certificate to the IKE peer,
IKE. Propasal |IKE-3DES-MDS = Select the TKFE Proposal to use as [KF initiator.
Aoply | Cancel |
I ZQIE NG 74
AEe VPN x| agolMnt s HAME F5H7| fIsH HER{= 2| E'—: TEO| MIEQIE
NGOi| HolElL|ct O3 c}E o] & Checkpoint NG &2 X 7|9} &7 A x|5t0od ZAm|2®| O]

9| Checkpoint NG M2 2t2 & L|C}.

1. Checkpoint NG HER|F 2} £+& = EeliElg2 2t 3 3l5t= VPN Concentrator I EHIE 2
gt F 7He| HESIF 74X E PHELICH A E M 5tEd™ Manage(# 2l) > Network
Objects(HIE%Ia Z47) B MEHE CFS New(ME BHS7() > Network(LI E QI 3) 8 M43 LICH
Mt HER3 HEE =8t O OKE F=ELICECHE ool A= CP_inside(Checkpoint
NGe| L& HES|3) ElJ CONC_INSIDE(VPN Concentrator®| LIE U ES|3F)2t= WERS



Aol EErE 2o ELIC

Metwork Properties - CP_inside

General | MAT |

Marme: CP ingside

IF &ddress: |10.32.0.0

Met Mask: [255.265.128.0

Comment;  |CFIMNSIDE

Calar; I - |

|' Broadcazt address:

* Included " Mot included

QK. I Cancel Help




Network Properties - CONC_INSIDE x|

General | MAT |

M ame: COMC IMSIDE

IP &ddress: [192.168.10.0

Met Mazk: [255.265.255.0

Comment:  |Concentrator network,

Calar: -

Broadcast address:
|7'f:' |ncluded ™ Mot included

] I Cancel Help

2. Manage(# 2]) > Network Objects(LIE 2|3 7HA[) = O|S 5t New(ME BHE7[) >
Workstation(/ 2 AE|0|4d)& AE45t0{ VPN C|HO|A, Checkpoint NG & VPN
Concentrator0i| CHeF I AE|O|M 7HME HMELICHED: X7 MIEZRE NG HH F0f
MME MIEZQIE NG T AH|O|M HAE MS8E = ULt ¥IAHOMS
Gateway(7I0|E9)|0]) & Interoperable VPN Device(& % 28 7t58H VPN C|HIO|A)2 MH
St SM2 MEISt T OK(&Ef2)E S =&LICHCHE oo M= ciscocp(Checkpoint NG) &
CISCO_CONC(VPN 3000 Concentrator)2t= 7Hx| Zlgte Hod ELIcH
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Workstation Properties - CISCO_CONC Snnaas x|

T General

T opalogy
MAT Mame: |IZIS CO_CONC

WEM

Advanced IP Address:  [172.18.124131 Get addiess |

Comment:  [VPN Concentrator

Color: Ii,

T ype: " Host % Gateway

Check. Point Praducts
[~ Check Point products installed:  Version I NG I

[CTWFPMN-1 & Firetw/all

COFloodG ste-1

Policy Server

(I anagement Station |
Object Management

£ Managed by this Manegement Server ([nternal

= Managed by another Management Server (Esterna

¥ Interoperable PN Device

oK Cancel |  Hep |

3. Manage(#2l) > Network Objects(LIE 3 74A|) > Edit(Td Zl)2 0|5 5104 Checkpoint NG ¥
I AE| 0] 2] Workstation Properties(2/ 2 AE|0|M & 4) &2 AL|CH O] oflol AHE ciscocp).
& 2l1Z0f U= MEY ALE0 M Topology(EEEX|)E MEHE OIS 2358 HERIE MY

ghLich QIETI0|A 448 M2 Edit® 22 LICH0| ool A CP_insidels M EQIE

TOoE 2O

NGe| LHF HELZ LIt



=
=]
[

I AE|O|ME internal 2 X|

M3t CP_inside 2IE{H|O|A Fof IP A E X|H

Workstation Properties - ciscocp E[
General Topology
T opology
MAT Get Interfaces |
z": ot Name [IPAddiess ... | Network Mask . | P Addresses behinc
M“ =" ar':" E10080 10.32.50.50 2552551280  CP_inside
anagemes E 10081 17218124157 2552552550  Esternal
[+ Advanced
1] | o
pd. | Em. Remova Show |
Show all IP2 behind G atewsy
VPN Domain
{* AllIP Addresses behind Gateway based on Topology Shawe
infotmation, s
" Manually Defined | j Shiow
[~ Esportable for SecuFiemote
oK Cancel |  Hep |
. Interface Properties(QIE{H 0| A £4) FolMH I AE|O|ME internal(LHF) E X5t M
S MBS CHS MAHEE IP FAE XIYELICH &Rl2 FRFLCH EAE EEZX| ME 5



Interface Properties x|

General T'I'F"I'h:'EL'r'IE!n:uS I

Topalogy

™ External [leads out ta the internet]

IP &ddrezzes behind this interface:
™ Mot Defined

™ Metwork defined by the interface |P and Met kazk
* Specific: LL CP inside -

A nk-5poafing
v Perform Anti-Spoofing bazed on interface topalogy

Spoof Tracking: € Mone & Log € Alert

] I Cancel Help

5. Workstation Properties(-r-l-__-L/\ Ef| 0|44 &) 32| Checkpoint NGO|A QIE{LIc 2 HAAE|E= Q|

S QIE{H|0|AE ME43H S Edi(BE)E 22/5tod QEHOlA S48 NI EE2X|
g 9|22 X|YstaH 242 HEE S Hele B2sc



Interface Properties x|

General T'I'F"I'h:'EL'r'IE!n:uS I

i lnternal (leads to the local network)
|F &ddreszes Bebind this mtertace;
" hotDefined
 hetwork defined by the interface [P and et ki ask

| Specific: j

A nk-5poafing
v Perform Anti-Spoofing bazed on interface topalogy

Spoof Tracking: € Mone & Log € Alert

] I Cancel Help

6. Checkpoint NG2| Workstation Properties(& 2 AE|0|M £4) oM & 2
g S0 VPNE MEHASHCIS &5 3} &l 215 2 2[&oi CHst IKE OH7H
IKE §4g F45te{™ EditE 2Lt



Workstation Properties - ciscocp

7. VPN Concentrator?| &1t Ux|StE 8 IKE 84S MHEELICE. 0| of|of A 3DES2| & 535 &
M 2 MD52| S Al SMHE MEHEHLICE



IKE Properties |

General |
— Suppart key exchange encryption with: - — Support data integrity with; —
o= o
B3 30ES ™ SHal
— Support authentication methiods;
I Fre-Shared Secret Edit 3ecrets...
[ Public Key Signatures Specifi..
I YER & Firew sl authentication for Secul emate [Hybrd Mode)

Advanced ... |
ak. Cancel Help |
8. Pre-Shared Secrets(At™ 37 & %)0] EH°F R1E S M2 MEIE CI= Edit Secrets(£29F +=7
)& Z2l5t04 VPN Concentratorl| AHM B33 (2t SEETE A SR 7|18 A™HELICH
Edit(HENE Z2I5to EA|EI OIE 7|E ?=IE.'°+ CtZ Set, OK(AY, &2hE F=EfLIC
Shared Secret il
— Shared Secrets List:
Peer Marme shared Secret
CISCO_COMC s E di
Bemove
Enter zecret: ICiEEDrtprLﬂEE Set
QK. | Cancel | Help
9. IKE &4 &0i A Advanced...B 22!t Ct& S HEELICt.Support aggressive 2. =0

CHet S M MEY #I*EI'L—IEI' Metlof cHEt Support key e xchange(?l nE X)) M2 M
EfghL|Ct 2t 2 £|T OK, OKE =28t



Advanced IKE properties |

[ Use UDP encapsulation

UDP PR PSEC encaps. j

Support Diffie-Hellman groups

[Group 1 (762 bit]
W Group 2 [1024 bit
[Group 5 [1536 bit

Fekeying Parameters

Renegotiate [KE secunty associations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |3600 ::I Seconds
[ Benegotiate IPSEC Security associations every | 50000 ::I k.Butes

Mizc
[~ Support IP compression for SecureClient
[T Support aggresive mode
v Support key exchange for subnets

Q. I Cancel Help

10. Manage(# 2l) > Network Objects(HIE 3 7HA]l) > Edit(HE)Z 0|5 stod VPN
Concentrator2| Workstation Properties(&| 3 AE|0|M &) 22 LIt VPN THQRIE
SO = Holste{H & 21 9| ME & 501 M TopologyE MEHEFLICEH O] M=
CONC_INSIDE(VPN Concentrator2| LIS L EZ)7F VPN EH QRIS 2 Ho|EL|Ct



Workstation Properties - CISCO_COMI
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Workstation Properties - CISCO_COML

12. VPN Concentrator2| $4xH Z1I| 1240|ME BIHSIES IKE 92 MHEELICE Ol oo M=
3DESC| &5 3l SM 2 MD52| & Al S4M2 MAEHLICH



IKE Properties P

General |
— Support key exchange encryption with: 1 — Support data integrity with; —
02,
B3 3DES [~ SHAL
— Support authentication methods:
W Pre-Shared Secret Edit Secrets. .
[ Public Key Signatures I atehitig Critera....
[ WPH- % Firew sl authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

13. A BR 2 20f C§3t 1 SM@ M3 OHS Edit Secrets® 225104 ALK 39 718 A
B LICH Ed(TE)E 225101 EAIEI CH2 712 Q248 O3 Set, OK(ME, 2O)E 22

Shared Secret EI
— Shared Secretz Lizt:
FPeer Mame Shared Secret
CIZCOCP e Edi
Hemaove
Enter zecrat: |n:i3n::u:|rt|:|rules Set
Ok | Cancel | Help
et

14. IKE &4 &0{ X Advanced...B Z2/6t1 Ct3 MHES WHEELICHIKE &40l 24§ 8t Diffie-
Hellman 21 && MEHgIL|C} Support aggressive 2 =01 C H?_F SME e FABLICHME
Sioi| CHEt Support key exchange(Z| Lt X|¥) SME MEigILICH 22 5|™H OK, OKE 28



15.

St |_| |:_|.

Advanced IKE properties

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

Dﬁrnup 1 [¥63 bit)

[w|Group 2 [1024 bit)
[Group 5 [1536 bit)

Hekeying Parameters

RHenegotiate IKE secunty azzociations 14410

::I Firtes

Fenegotiate IPSEC Securnty azzociations eveny 3600

::I Seconds

[ RBenegotiate IPSEC Securnty associations every | 50000

Misc

::I k.Butes

™| Support [P compression far SecureClient
[T Support aggresive mode
v Support key exchange for subnets

k. I Cancel Help

Aol Ch3t 2= 5 FAIS
Editor(&2H TE]7|)

Action = Encrypt, Track = LogO0i| CHi

2ol M

445t2474 Rules > Add Rules > Top= MEAEILICE. Policy
¢7} CP_inside(Checkpoint NG2| L& HE2|3)0[|1 CH4 0|
CONC_INSIDE(VPN Concentrator2| LHE HE3)Ql #=I2 A ErLICt Service = Any,

MME F718H B2 Action(Rf )2 Or*A

E’él)

)H EH St L| |:|.

5t 2t & A™EELICH 739| Encrypt Action(& £ 3 &)

A QEXZ HEOoZ 2|51 Edit Properties(5 4
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16. |

KEE MEHStT EditE f2&LICH

General |

— Encryption zchemes defined: —

@E<

& [Faz) Pz

Edit..

Encryption Properties

X

] Cancel

Help

17. IKE Properties(IKE £ 4) F0 M VPN Concentrator #i&tol| &
.Transform(?'_"%ci'
Algorithm (&
VPN Concentrator(CISCO CONC)2}

= Mxist
=2 =2o0oH-d

EfJohE

°*" 2|%&)2 3DESZ & &fLict.dlo|E
UX|SIESE
Lich&t2 £|H &elg 2 2IghLct

|° o= o = L—l E—l’
M€ Encryption + Data Integrity(ESP)2 ’S’SEI'L—IEI- Encryption
FAME MD5Z A ErLICH

Allowed Peer Gateway(51&

£l I|o{ A o]




18.

IKE Properties

General

Transfarm

0 Enn:ryptlnn + Data Integrity [ESF'}

™ Data lntegrity Only [&H)

Erncryption &lgorithrn:

D ata [ntegrity

Comprezsion method:

Allowed Peer Gateway:

3DES -
MD5 |
Mone |
0] clsco_cone -

™ Use Perfect Forward Secrecy

Uze DH Group:

| Group 1 (768 kit

Kl

[~ Perfarm [P Poaol HAT

OF.

Help |

Checkpoint NG7| T+

&L

Ct

rlIIo

1 Policy(Z*) > Install(d %|)

m[ﬂmwmmemmmmb

go/xom | & L | TN R
5B (=it | &l . Uninstaal. .. =]
S YA o] [ | =N S Vickress Tramsiation - Standerd | i 0o - Standard | T Deshenn Security - Stardard |
=1 S, Metwork Oijects Tristl Lisars Duatasbiaris... .
e I o I B
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[ cicecp Gt Properies... b f*;f“ aere (] ercr i W w0 -
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ek o _INSIDE n AL P i * Ay * dry D) accepd @] Log [E] retersrarr=
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[ oman
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18] mckdress Range
:ﬂ Gabeveiy Chusher ‘] J lj
ﬂ [revumrid Syt [ | E |':
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Install Policy X

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:
Compiled OF.

o 1=

ol YA ARt A= ERE S S El=E HAIXIZE LIELIHE ET1E S 2lsio HAtE 2= E

Install Policy

Standard. W Secunty Policy Script generated into Standard. pf -
Standard:

Compiled OF.

Inztalling YFH-1Fietwfall-1 policy On: ciscocp ...

YEM-T/Firetwall-1 policy installed succeszsfully on cizcocp. ..

WPM-1Firetwfall-1 policy [nstallation for all modules was successful

f Ny

L|C}

Ct=& &eIgfLCt.

At&stod Am|aefo|Mo| M= 2Sst=X] el

JE

g
mjo

LES|3 S4&1 50l

EE+o|tﬂ HER|Z 7to| SAI2 HIAESIZ{H AL U EQZ F 5tLtolA CHE Z2to(8! HES
32 pingS AlxHEr = 9)@4[} o| 741|223 0[A40 M= Checkpoint NG %(10.32.50.51)0lA VPN
Concentrator | E 2/ 3(192.168.10.2)2 £ ping0| & E}&LICEH




[ €\ WINNT \System32' cmd.exe

C
C
L:
o
L
C
C
C

:\»ping 192.168.10.2
Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time{10ms TTL=253
Reply from 192.168.10.2: bytes=32 time<{10ms TTL=253

Ping statistics for 192.168.10.2:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times 1n milli-seconds:

Minimum = Bms, Maximum = 10ms, Average = Sms

FEHE & 24™ Policy Editor(* ME7[)2 0]& 504 Window(%}) > System Status(A|AE] &



o CISCOCP - Chedk Point Systen Stakis

=1 [LFFH
= [ ciscocp 17218124157 | b et
£ FreWal Encrypled: 19
F e Drecrypted 18
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This screen shows stalistics for seszions, To refresh the statishics, click Refiresh. Select a Group to filier the sessions, For more
informeation on a session, click on that session’s name, To log out a session, click Logowt in the table below, To test the nebvwork
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ZI 8 2 MZEQIEQ| ¢4 0|2 MEHEILICY.
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Rekey Time Interval 36400 seconds
I F5ec Session
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Events(O|HE) > Classes(Ec4)2 0|S&LICt AZF=of CHai AUTH, AUTHDBG, IKE, IKEDBG,
IPSEC 2! IPSECDBGE &443}6l041-1322 7|E8LICt. C/IHOE E{H BLEE > EEE
Jts8 o|HIE 218 MEISEHL|CE.

1 09/11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=506 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 128

3 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=507 172.18.124. 157
processi ng SA payl oad

4 09/11/2002 20: 36: 03. 610 SEV=8 | KEDBG 0 RPT=508

Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure agai nst global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

10 09/ 11/2002 20: 36:03.610 SEV=8 | KEDBG 0 RPT=509
Phase 1 failure agai nst global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2

Cfg'd: Qakley Goup 1

13 09/11/2002 20: 36: 03.610 SEV=7 | KEDBG 0 RPT=510 172.18.124. 157
Cakl ey proposal is acceptable

14 09/11/2002 20: 36:03.610 SEV=9 | KEDBE 47 RPT=9 172.18.124. 157
processi ng VID payl oad

15 09/11/2002 20: 36: 03.610 SEV=9 | KEDBG 0 RPT=511 172.18.124. 157
processing | KE SA

16 09/ 11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=512
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure agai nst global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (Initiator authenticated)

22 09/ 11/ 2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=513
Phase 1 failure agai nst global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2

Cfg'd: Qakley Goup 1

25 09/11/2002 20:36:03.610 SEV=7 IKEDBG/28 RPT=9 172.18.124.157
IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 3

26 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=514 172.18.124. 157
constructing | SA SA for isakmp

27 09/ 11/2002 20:36:03. 610 SEV=8 | KEDBG 0 RPT=515 172.18. 124. 157
SENDI NG Message (nsgi d=0) wi th payl oads :
HDR + SA (1) + NONE (0) ... total length : 84

29 09/ 11/ 2002 20:36:03.630 SEV=8 | KEDBG 0 RPT=516 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184



31 09/11/2002 20:36:03.630 SEV=8 | KEDBG 0 RPT=517 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

33 09/11/ 2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=518 172.18.124. 157
processi ng ke payl oad

34 09/11/ 2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=519 172.18.124. 157
processing | SA KE

35 09/11/2002 20:36:03.630 SEV=9 | KEDBG 1 RPT=91 172.18.124. 157
processi ng nonce payl oad

36 09/11/2002 20:36:03.660 SEV=9 | KEDBG 0 RPT=520 172.18.124. 157
constructing ke payl oad

37 09/11/2002 20:36:03.660 SEV=9 | KEDBG 1 RPT=92 172.18.124. 157
constructing nonce payl oad

38 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=37 172.18.124. 157
constructing C sco Unity VID payl oad

39 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=38 172.18.124. 157
constructing xauth V6 VID payl oad

40 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 48 RPT=19 172.18. 124. 157
Send 10S VID

41 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 38 RPT=10 172.18. 124. 157

Constructing VPN 3000 spoofing | 0S Vendor |D payl oad (version: 1.

capabilities: 20000001)

43 09/11/ 2002 20: 36: 03. 660 SEV=9 | KEDBG 46 RPT=39 172.18.124.157
constructing VID payl oad

44 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 48 RPT=20 172.18.124.157
Send Altiga GNVID

45 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 0 RPT=521 172.18.124. 157
Generating keys for Responder...

46 09/11/2002 20: 36: 03. 670 SEV=8 | KEDBG 0 RPT=522 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

48 09/11/2002 20: 36: 03. 690 SEV=8 | KEDBG 0 RPT=523 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 60

50 09/11/2002 20:36:03.690 SEV=9 | KEDBG 1 RPT=93 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

51 09/11/2002 20:36:03.690 SEV=9 | KEDBG 0 RPT=524 172.18.124. 157
Goup [172.18.124. 157]
processi ng hash

52 09/11/2002 20:36:03.690 SEV=9 | KEDBG 0 RPT=525 172.18.124. 157
Goup [172.18.124. 157]
conputing hash

53 09/ 11/ 2002 20:36: 03. 690 SEV=9 | KEDBG 23 RPT=10 172.18.124. 157
G oup [172.18.124. 157]



Starting group | ookup for peer 172.18.124.157

54 09/ 11/ 2002 20: 36:03. 690 SEV=8 AUTHDBG 1 RPT=10
AUTH Open() returns 9

55 09/ 11/ 2002 20: 36:03.690 SEV=7 AUTH 12 RPT=10
Aut henti cati on session opened: handle = 9

56 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 3 RPT=10
AUTH Put AttrTabl e(9, 748174)

57 09/ 11/ 2002 20: 36:03. 690 SEV=8 AUTHDBG 6 RPT=10
AUTH_GroupAut henti cate(9, 2f1b19c, 49c648)

58 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 59 RPT=10
AUTH_Bi ndSer ver (51a6b48, 0, 0)

59 09/ 11/ 2002 20:36:03. 690 SEV=9 AUTHDBG 69 RPT=10
Aut h Server e054d4 has been bound to ACB 51a6b48, sessions = 1

60 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 65 RPT=10
AUTH_Cr eat eTi mer (51a6b48, 0, 0)

61 09/11/2002 20:36:03.690 SEV=9 AUTHDBG 72 RPT=10
Reply timer created: handle = 4B0018

62 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 61 RPT=10
AUTH_Bui | dMsg(51a6b48, 0, 0)

63 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 64 RPT=10
AUTH_St art Ti mer (51a6b48, 0, 0)

64 09/11/2002 20: 36:03.690 SEV=9 AUTHDBG 73 RPT=10
Reply timer started: handle = 4B0018, timestanp = 1163319,
ti meout = 30000

65 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 62 RPT=10
AUTH_SndRequest (51a6b48, 0, 0)

66 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 50 RPT=19
| nt DB_Decode( 3825300, 156)

67 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=19
| nt DB_Xnt (51a6b48)

68 09/11/2002 20: 36:03.690 SEV=9 AUTHDBG 71 RPT=10
xmt_cnt =1

69 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=20
| nt DB_Xnt (51a6b48)

70 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 49 RPT=10
I nt DB_Mat ch(51a6b48, 3eb7ab0)

71 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 63 RPT=10
AUTH_RcvRepl y(51a6b48, 0, 0)

72 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 50 RPT=20
I nt DB_Decode( 3eb7ab0, 298)

73 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 48 RPT=10
I nt DB_Rcv(51a6b48)

74 09/ 11/2002 20: 36: 03. 790 SEV=8 AUTHDBG 66 RPT=10



AUTH_Del et eTi mer (51a6b48, 0, 0)

75 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 74 RPT=10
Reply timer stopped: handle = 4B0018, timestanmp = 1163329

76 09/ 11/ 2002 20: 36: 03. 790 SEV=8 AUTHDBG 58 RPT=10
AUTH_Cal | back(51a6b48, 0, 0)

77 09/11/2002 20:36:03. 790 SEV=6 AUTH 41 RPT=10 172.18.124. 157
Aut henti cati on successful: handle = 9, server = Internal,
group = 172.18.124. 157

78 09/ 11/ 2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=526 172.18.124. 157
Goup [172.18.124. 157]
Found Phase 1 Group (172.18.124.157)

79 09/11/2002 20: 36: 03. 790 SEV=8 AUTHDBG 4 RPT=10
AUTH Get Attr Tabl e(9, 748420)

80 09/11/2002 20:36:03.790 SEV=7 | KEDBG 14 RPT=10 172.18.124. 157
Goup [172.18.124. 157]
Aut henti cation configured for Internal

81 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 19 RPT=19 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: | P Conpression = disabl ed

82 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 19 RPT=20 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: Split Tunneling Policy = Disabled

83 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 2 RPT=10
AUTH_Cl ose(9)

84 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 1 RPT=94 172.18.124. 157
Goup [172.18.124. 157]
constructing 1D

85 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 0 RPT=527
Goup [172.18.124. 157]
construct hash payl oad

86 09/11/2002 20:36:03.790 SEV=9 | KEDBG 0 RPT=528 172.18.124. 157
Goup [172.18.124. 157]
conputing hash

87 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 46 RPT=40 172.18.124. 157
Goup [172.18.124. 157]
constructing dpd vid payl oad

88 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=529 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 80

90 09/11/2002 20:36:03.790 SEV=4 IKE/11l9 RPT=10 172.18.124.157
Group [172.18.124.157]
PHASE 1 COMPLETED

91 09/11/2002 20:36:03.790 SEV=6 | KE/ 121 RPT=10 172.18.124. 157
Keep-alive type for this connection: None

92 09/11/2002 20:36:03.790 SEV=6 | KE/ 122 RPT=10 172.18.124. 157
Keep-al i ves configured on but peer does not
support keep-alives (type = None)



93 09/ 11/ 2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=530 172.18.124. 157
Goup [172.18.124. 157]
Starting phase 1 rekey timer: 64800000 (ms)

94 09/ 11/ 2002 20:36:03. 790 SEV=4 AUTH 22 RPT=16
User 172.18.124.157 connect ed

95 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 60 RPT=10
AUTH_Unbi ndSer ver (51a6b48, 0, 0)

96 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 70 RPT=10
Aut h Server e054d4 has been unbound from ACB 51a6b48, sessions = 0

97 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 10 RPT=10
AUTH_| nt _Fr eeAut hCB(51a6b48)

98 09/ 11/ 2002 20:36:03. 790 SEV=7 AUTH 13 RPT=10
Aut henti cati on session closed: handle = 9

99 09/11/2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=531 172.18.124. 157

RECEI VED Message (nsgi d=54796f76) wi th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 156

102 09/ 11/2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=532 172.18. 124. 157
Goup [172.18.124. 157]
processi ng hash

103 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=533 172.18. 124. 157
Goup [172.18.124. 157]
processi ng SA payl oad

104 09/ 11/ 2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=95 172.18. 124. 157
Goup [172.18.124. 157]
processi ng nonce payl oad

105 09/ 11/ 2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=96 172.18.124. 157
Goup [172.18.124. 157]
Processing I D

106 09/ 11/2002 20:36:03.790 SEV=5 | KE/ 35 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Received renmpte | P Proxy Subnet data in | D Payl oad:

Address 10.32.0.0, Mask 255.255.128.0, Protocol 0, Port O

109 09/ 11/2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=97 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

110 09/ 11/2002 20: 36: 03. 790 SEV=5 | KE/ 34 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Recei ved |l ocal |IP Proxy Subnet data in |ID Payl oad:

Address 192. 168. 10. 0, NMask 255. 255.255.0, Protocol 0, Port O

113 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=534
QM | sRekeyed ol d sa not found by addr

114 09/11/2002 20:36:03.790 SEV=5 IKE/66 RPT=8 172.18.124.157
Group [172.18.124.157]
IKE Remote Peer configured for SA: L2L: Checkpoint

115 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=535 172.18.124. 157
G oup [172.18.124. 157]



processi ng | PSEC SA

116 09/11/2002 20:36:03.790 SEV=7 IKEDBG/27 RPT=8 172.18.124.157
Group [172.18.124.157]
IPSec SA Proposal # 1, Transform # 1 acceptable

117 09/ 11/2002 20: 36: 03. 790 SEV=7 | KEDBG 0 RPT=536 172.18. 124. 157
Goup [172.18.124. 157]
I KE: requesting SPI!

118 09/11/2002 20:36:03. 790 SEV=9 | PSECDBG 6 RPT=39

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000,
seq 10, err 0, type 2, node 0, state 32, label 0, pad O,

spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hnmacAl g O,
lifetype O, lifetimel 17248580, lifetine2 0, dsld 300

122 09/ 11/ 2002 20:36:03. 790 SEV=9 | PSECDBG 1 RPT=139
Processi ng KEY_GETSPI nsg!

123 09/ 11/2002 20:36:03. 790 SEV=7 | PSECDBGE 13 RPT=10
Reserved SPI 305440147

124 09/ 11/ 2002 20: 36: 03. 790 SEV=8 | KEDBE 6 RPT=10
I KE got SPI from key engine: SPI = 0x1234a593

125 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=537 172.18. 124. 157
Goup [172.18.124. 157]
oakl ey constucting qui ck node

126 09/ 11/2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=538 172.18. 124. 157
Goup [172.18.124. 157]
constructing bl ank hash

127 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=539 172.18. 124. 157
Goup [172.18.124. 157]
constructing | SA SA for ipsec

128 09/ 11/ 2002 20:36:03.800 SEV=9 | KEDBG 1 RPT=98 172.18.124. 157
Goup [172.18.124. 157]
constructing i psec nonce payl oad

129 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=99 172.18.124. 157
Goup [172.18.124.157]
constructing proxy ID

130 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=540 172.18.124.157
Group [172.18.124.157]

Transmitting Proxy Id:

Remote subnet: 10.32.0.0 Mask 255.255.128.0 Protocol 0 Port 0
Local subnet: 192.168.10.0 mask 255.255.255.0 Protocol 0 Port 0

134 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=541 172.18. 124. 157
Goup [172.18.124. 157]
constructing gm hash

135 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=542 172.18. 124. 157
SENDI NG Message (nsgi d=54796f76) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 152

137 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=543 172.18. 124. 157
RECEI VED Message (nsgi d=54796f76) wi th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

139 09/11/2002 20: 36: 03.800 SEV=9 | KEDBG 0 RPT=544 172.18.124. 157



Goup [172.18.124. 157]
processi ng hash

140 09/ 11/2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=545 172.18. 124. 157
Goup [172.18.124. 157]
| oading all |PSEC SAs

141 09/ 11/2002 20: 36: 03. 800 SEV=9 | KEDBG 1 RPT=100 172.18. 124. 157
Goup [172.18.124. 157]
Generating Quick Mbde Key!

142 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 1 RPT=101 172.18. 124. 157
Goup [172.18.124. 157]
Generating Quick Mbde Key!

143 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=546 172.18.124.157
Group [172.18.124.157]

Loading subnet:

Dst: 192.168.10.0 mask: 255.255.255.0

Src: 10.32.0.0 mask: 255.255.128.0

146 09/11/2002 20:36:03.800 SEV=4 IKE/49 RPT=7 172.18.124.157
Group [172.18.124.157]

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)
Responder, Inbound SPI = 0x1234a593, Outbound SPI = 0x0d4£37959

149 09/ 11/2002 20: 36: 03. 800 SEV=9 | PSECDBG 6 RPT=40

| PSEC key nessage parse - msgtype 1, |len 606, vers 1, pid 00000000,
seq 0, err O, type 2, node 1, state 64, |abel 0, pad O,

spi  0df 37959, encrKeyLen 24, hashKeyLen 16, ivlien 8, alg 2, hmacAl g 3,
lifetype O, lifetinmel 17248580, lifetine2 0, dsld O

153 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=140
Processi ng KEY_ADD mnsg!

154 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=141
key_msghdr 2secassoc(): Enter

155 09/ 11/ 2002 20:36:03.800 SEV=7 | PSECDBG 1 RPT=142
No USER filter configured

156 09/ 11/2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=143
KeyProcessAdd: Enter

157 09/ 11/ 2002 20:36:03.800 SEV=8 | PSECDBG 1 RPT=144
KeyProcessAdd: Addi ng out bound SA

158 09/ 11/ 2002 20: 36: 03.800 SEV=8 | PSECDBG 1 RPT=145
KeyProcessAdd: src 192.168.10.0 nmask 0.0. 0. 255,
dst 10.32.0.0 nmmsk 0.0.127. 255

159 09/ 11/2002 20:36:03.810 SEV=8 | PSECDBG 1 RPT=146
KeyProcessAdd: FilterlpsecAddl keSa success

160 09/11/2002 20:36:03.810 SEV=9 | PSECDBG 6 RPT=41

| PSEC key nessage parse - msgtype 3, len 327, vers 1, pid 00000000,
seq 0, err O, type 2, node 1, state 32, |abel 0, pad O,

spi 1234a593, encrKeyLen 24, hashKeylLen 16, ivlien 8, alg 2, hmacAl g 3,
lifetype O, lifetimel 17248580, lifetine2 0, dsld O

164 09/ 11/ 2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=147
Processi ng KEY_UPDATE nsg!

165 09/ 11/2002 20: 36: 03.810 SEV=9 | PSECDBG 1 RPT=148



Updat e i nbound SA addresses

166 09/ 11/2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=149
key_msghdr 2secassoc(): Enter

167 09/ 11/2002 20:36:03.810 SEV=7 | PSECDBG 1 RPT=150
No USER filter configured

168 09/11/2002 20: 36: 03.810 SEV=9 | PSECDBG 1 RPT=151
KeyProcessUpdat e: Enter

169 09/11/2002 20: 36: 03.810 SEV=8 | PSECDBG 1 RPT=152
KeyProcessUpdat e: success

170 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 7 RPT=7
| KE got a KEY_ADD nsg for SA: SPI = 0x0df 37959

171 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 0 RPT=547
pitcher: rcv KEY_UPDATE, spi 0x1234a593

172 09/11/2002 20:36:03.810 SEV=4 IKE/120 RPT=7 172.18.124.157
Group [172.18.124.157]
PHASE 2 COMPLETED (msgid=54796£76)

#Ed e

. Cisco VPN 3000 Series Concentrator X[ H 0| x|
. Cisco VPN 3000 Series E2}0|HE x| HO|X]

. IPSec X|¥ H|O|X]
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