AY Y = fUS AI83510{ X BEE MPE
H

=it

k>

74

A 2T ALE

ST AE

AEElE FE 24

E7| 7=

HiZE HE

=

HE |3 Ctolo{T 2

?.A'l

RIPV2E Al 5}': VPN 3000 Concentrator 43
So}0|Q1E QiurEr 742 AFQ|

HE 23 &% RRIINEMS2]| VPN 3002 22} 0|¢HE ™M8)
LAN-to-LAN HIE Q|3 RIS ZHM

LAN-to-LAN U E 2|3 RRI

H5 4=
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RRI(Reverse Route Injection)= #Z VPN Z20|21E EE= LAN-to-LAN A|/0i| CHSH OSPF(Open
Shortest Path First) ZZ E 2 & RIP(Routing Information Protocol)E A&5t= LIS 2tRE{ Q| 2t
L& E|o|g2 ®<E ol AH2ELIC} RRIE VPN 3000 Concentrator Series X 3.5 0| 4f(3005 -
3080)0fl = =| A& LICEH RRIE VPN Concentrator7t OFL|ZF VPN £2I0|MIEZ FZ L2 2 VPN
3002 St={o{ E2to|EN| ZE|X| &t &LICH VPN ConcentratorZt RRI ZZE & 4+ &L
Ct. VPN 3002 t=E90{ 22t0|HEE 7|2 VPN ConcentratorZ WE Q|3 &% HZE CHA| 4F¢]
5ted™H ZEO| {7 3.5 O|& 2 Al&alof & LCt.



MEF ME
2F A%

Ol EMoflCHEt &§E 2

Y
o
20
o>
C
o

AISElE THE 24

o

MO

Me| HE = Chg AZESo] & st=9o] HXE Z|Ere 2 §hLCh.

. Cisco VPN 3000 Concentrator with Software HH% 3.5
. Cisco |I0S® A ZE Q0 2lZ2|A 12.2.32 Al&SIE= Cisco 2514 2 E
. Cisco VPN 3002 Hardware Client with Software EHZ 3.5 0|4}
O| EMO| MEE EXM 24 B7Z40| C|HIO|AE ECHZ MRS LICE O] EAM0| AIREI R E

C
AAEH

Ol&E ZF_7I2P5|(7I§) ?_‘ULIILEJIOI/\:‘QE AIE.*EI%QLIEP A HEXHII 55 52 82, 2E
FFo{o &AMl S-S 0|2l S5XIstAl7| HHEFLICH

7| &
2] FElof| CHEH REMIBH LI S Cisco 7|2 Bl E7| FEIS A X SHAIAIL.
HiZ e

RRIE ChZ 47 K| S Ho = AISE & Q&LICH

. VPN £2ZE|o{ 2CI0|HEE= L EIP FTALE SAE ZZE AL

- VPN 3002 st=9f01 E2I0|E = NEM(Network Extension Mode)2 At&3+04 @145t
EHERT FAE A& LICH (PAT(Port Address Translation) Z=.2| VPN 3002 3t= -?-|
Z2t0|1E= VPN EZ2I0|HEXME XMEIELICt)

- LAN-to-LAN &4 HEQ|3 Hol= e FELCH (BFY HERXT == HEST S5Y
= &Lct)

. RRIE VPN 22}0|E Eof Cist 27 B2 E N3ELict.
RRIE A3t B2 RIP EE= OSPFE AF®35104 O|g{8t A2 E ¢ 2l = U&LICH O™ BT Q|
@]

VPN Concentrator ZEE A28 LAN-to-LAN MMM HIEQIT RIS HME AI2E £ &L
Ch. 22{L} Ol ZZMAOME RIPE Z 1 BIRE Z2EZ 20 ALE £ QlaLch

1 Ot AR M2 ¥ M7 25 RRI B2 E 22|22 RRIE VRRP(Virtual Router
Redundancy Protocol)2t &7 At& & = gi&LICH O|2 Q& 2t E A7t e de = U&Lct

T o 2 O&=2 T AAE
S=% 122 Cisco B2 ID CSCAw3015601 4 Of 2Xofl CHEH AHMIF HEE &g £+ laLic
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Ol EMoME ChE HERXHT dEE AFSELICH

192.168.15.0/24 192 .168.6.0/24
A | A
VPN Client 1 VPN 3002 VPN 3060 h
. Client Concentrator
A27 A33
132 \ 172.18.124.0/24
VPN 3030b
1 Concentrator
‘ 5 192.168.1.0/24
A0 ‘

T4

ol EMoM=E Chg 7 HE AASELICH

ol E AIagdo|M

2514- b#show version

Cisco Internetwork Operating System Software

IOS (tm) 2500 Software (C2500-1K80S-L), Version 12
RELEASE SOFTWARE (fc1)

Copyright (c) 1986-2001 by cisco Systens, Inc
Conpi | ed Wed 18-Jul -01 20: 14 by pwade

| mge text-base: 0x0306B450, data-base: 0x00001000

2514- b#write terminal
Bui | di ng configuration..

Current configuration : 561 bytes
!
version 12.2
servi ce tinmestanps debug uptine
service tinmestanps | og uptine
no servi ce password-encryption

2(3),




!
host nane 2514-b
!
i p subnet-zero
!
ip ssh time-out 120

ip ssh authentication-retries 3

!

interface EthernetO

i p address 192.168. 1. 10 255. 255. 255.0
!

interface Ethernetl

no i p address

shut down

!

router rip

version 2

network 192.168.1.0

!

ip classless

iproute 0.0.0.0 0.0.0.0 192.168.1.1
ip http server

!

line con O

line aux 0

line vty 0 4

!

end

RIPV2E A3 = VPN 3000 Concentrator T4

RRI && ZZE 22|24 ZZ VPN Concentrator(W E 23 CHO[0{T2240{ A VPN 3030bZ EA|E
)2l 7H! QIE{mH O A 0| A 0|'7:|:||'-C-’-E RIP(Z|4)E gd3taliof ELICH HERT XIS AME ALE
5t2{™ CIHI2E 4 Ol RHI2E RIPE 25 EMstslof & L|Ct £2I0|E RRI= VPN
Concentrator(0dl: VPN, L2TP(Layer 2 Tunnel Protocol), PPTP(Point-to-Point Tunneling Protocol)
S)ol|l AZ5t= Z= VPN ZZ2I0[HUE A AL E = JU&LICH




T Cisen Systems, Inc, ¥PH 300 Concentrator [192, 168.1,1] - Micrasalt Internet Exploees peovided by Cisoo 1T Packaged 56 5.5 SR 1= S|

| Be Edt Wew Fgvotes  Joos  Hep ‘-
| dBack » -+ - @ﬂﬂ ﬂsum (] Parvaries dl-l-.-ur,-H:é‘_vHE e |
Address |&] Hitp-[172.18.124. 132 sccess. bl =] &,_-ﬁ.llmn!

TR VN 3000

- Concentrator Series Manager Logged in: admin
Configuration | Administration | Blonitoring

EIF Parameters
Artmibate Valne Descrption
Inbound R]T[lm Select the method of mbound BIP processng for tus

irterface

{]“m'd||RIF‘uE Tty :] .E-:h.-l:l:ﬂw methed of cutbound BIF processmg for thes
interface

Apply | Cancel |

Gisgd SyaTeug
'] Fiters and Arcess Poloes [ 7 ' Irkemet p

HClO|HE e F= ¢l

Z2}0|21E RRI= VPN Concentrator0l 91Z35t= 2= VPN 2210|HE M AFRE 4 & LCH
Z20|1E RRIE F435t2{™ Configuration(Z1I| 221 0| M) > System(A|AH]) > IP Routing(IP 2}
2 &l) > Reverse Route Injection(4 & A2 &)S 2 0|5 3104 Client Reverse Route
Injection(Z20|¢E AU E F=2 &el) SMS MEAFFLICH

2t 1: VPN Concentrator0ll = 192.168.3.1 - 192.168.3.2542| 22} 0|HE Z40t ofL|2} O E L A}
SX7F HOolE[o] QU&LICH AHME 2t E Elo|E HE = EHQUE|AE RIPV2E EEFAAIL.




jl-ihl o Sysbems, Tnc, ¥ 3000 Concentrator [192. 168.1.5] = Microsalt Intermnet Emmhm'n: .._ 1 :::. 5 SR ‘J.m.ﬁl

EETEE =
_:#-M--h lﬂﬂﬂ'rﬂ!mm [EjFavorkes ( Pristary | - S6 A - .
Addresss [@] retp:7172.18.124. 132 acemss bimi E| ¥ Go ||"""‘"‘"'

P VN 3000

-~ Concentrator Series Manager Logged in: admin
Conliguration | Administration | Blonitoring

Configure system-wids Beverse Route Igiection paramesters. This feature adds specific rowtes to the
reuting takle for distribubon wa BIF or OEFF fo neighbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

Check to add aon-b

Chent Reverse Fonte Imjecnon mterface) chent host
bakole

Metwork Extenzion A B0 e Hardu

Feverse Ronte Injecnon ORI SR
takle

« Add or modd

| and subnet m

Following star

PG n.mn

Addvens Poal 192.168.90.¢

Hold Dovn Routes + Enter each ne

submet mask
+ TFyrou are usn

i mask, wou e
f mask
Cizce Srivius -] :
. | | Ll—i
] Hetp 72 10.124, 1 X systemppimi bl [ Intemnet ¥

HEL|3 &% RRIINEMS| VPN 3002 E2H0[E TR)

VPN 3002 Client™| CH3H Network Extension RRIE T 435t24™ Configuration(74) > System(Al&
&) > IP Routing(IP 2t %)) > Reverse Route Injection(&4 & Z=E 42)2 2 0|5 5+04 Network
Extension Reverse Route Injection(lEQ{3 &% AL E A= 4e)ol Cist S MHMs MEHFLICE.

A7 HEQ3 &% RRIZF 255248 VPN 3002 22t0|1E 7L 3.5 0|4 I EE AlsHsHof & L|Ct
CIRE E|o|8 HE = EQI/EHAE NEM RRIE & XSHAAIL.




A Cisco Systens, Inc, ¥PR 3000 Concentrator [192.168.1.5] - Microsalt Internel Explocer provided by Cisco T Pack; 5 =18 x|

sl S il 7
ik + = - (@ 4] A Dseach [fFavorkes Pristary | e O R - 1o

Address [4] hetp:(1172.18.124, 1 52/ access bl x| oo ||unks ®
2 ! VPN 3000
. ; Concentrator Series Manager Logged in: admin

Configuration | Administration | Monitoring

figuration | System | IP Rowling | Reverss Rowle Injeciion

Configure system-wids Beverse Route Igjection parameters. This feature adds specific rowtes to the

routing table for dhstribubion wa BIF or OSFF fo neghbounng routers for path discovery. Click on
Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

Check to add aon-b

Chent Reverse Fonte Imjecnon [ mterface) chent host
bakole

Metworl: Extension A B0 e ity

EIEENRCN ConnEctl

Foeverse Bonte Tmpesnon
Tnj Lakle

 Add or modd
| an:d subnet m
Followng star
(TR T T TR
152 168 90.¢
& Enter sach ne
suubnet mask
» I yoal are usy

" mash, woueas
4] 1| mask.

J | of

&] Reverse Route Injeckion Configuration 1 e Inkemet 5

Adidvess Pool
Hold DNovn Bontes

Cigge SriTEus

LAN-to-LAN HER|T A5 ZHA

O| M2 2EZ LANS| L E 3 192.168.6.0/242 K|&5t= 172.18.124.1332| &4 1|07} Q=
LAN-to-LAN M|A4]L|C}. LAN-to-LAN % 2|0f| A(Configuration(T %) > System(AlAE]) > Tunneling
Protocols(E{'e @ Z2E &) > IPSec > LAN-to-LAN > Routing(BHE)2 MEISIH HERT =5
CHA&l HIER3 Ats A0 AASELICH.

I:RIPE HERT A AME AI2E I HE UHERKT FTAE 105 ol AABE = UsL
Ct. O] B2 RRI CHAI 2Bt Xt&S ZHMOo| A ELICEH B E H|O|& HE = Verify / Test LAN-to-
LAN Network AutodiscoveryS & ZstAA|IL.

LAN-to-LAN L|E2|3 RRI

RRIE T43t24™ Configuration(Z1IL| 121 0|4) > System(A|AE!) > Tunneling Protocols(E{'d &
Z2EF) > IPSecE O[S ELICH LAN-to-LAN X 2lof M ECte HIFE AFR 5104 Routing(2H2 &
) ZE & Reverse Route Injection(FY e A2 F)2 =2 4474504 LAN-to-LAN A|Moi| Ho|El Z=2
7t RIP EE= OSPF Z2MA0| ME L= 5 LICH Apply(H&)E Z2sto ™S XM ELICH

£ 1: LAN-to-LAN H2|7| RRIZ A5t S MM E Z<2 VPN 3000 Concentratore LIS 2FE{7}
B HELFoIM He| Hoixd AT S HAHEI(HL UENT E= HESXI S5)E Z1
BtLCt 2R E Ho|E ME = LAN-to-LAN HIEQ|T RRI EQI/EHIAEE X5 AAIL.




A Cisca Systens, Inc, ¥PN 3000 Concentrator [192.168.1.5] - Microsalt Intermet Explorer pe =18 =]
Be EE Yew Fpoes [oos Hep =3
ok = = - Y 2] Y| DSeach [Sjfavorkes Fhstory | e S - o

Address [&] hetp:7172.18.124, 132 acemss bl =] oo ||nks ®
B ! VPN 3000

. Concentrator Series Manager Logged in: admin

Configuration | Administration | Bonitoring

¥ e !In 060D Eater the name for thas LAN-to-LAR =
5 = CoOAnECHon
Interface [Ethemet 2 (Public) (172.16124132) =] tl“'ﬂ:ﬁi;ﬂ“;i" this LAI-
Enter the IF address of the remote
Peer [172.10.124133 peer for this LAN -to-LAN
connection
{"lI:I;?-::-I [Mane {Use Freshared Keys) :J Select the Digttal Cerificate to use
g ¢ Profocal Certificate & Entre certficats chain Choose how to send the digtal
S T— Transmission © Idenbty certficate only certificate to the TEE peer
i TN - Enter the preshared key for this =
L e Preshared Key |osco123 LAN-to-LAMN connection
| Ch8 BarCing
i S
—litiser ¥enacpme Anthentication [ESPMOSHMAC-128 =) Specily te packermilhisle: son
—E oy Managesen mechanism to usze
A dhimii s athon =
- . : = Specili the encryphon mechamsm to
(BT Encryption I?DES 168 ] e
= Select the [EE Froposal to use f
IKE Propesal [IKE-IDES-MDS X thiz LAN -to-LAL connechon.
Cheose the routng mechamsn to
¢ $ Routi m uze Parameters below ave ignored
TR s if Network Antodiscovery is
chosen |
&] Chek o expand nesked kems g Inkemet o
CLI ZE0{A 7445t24T4 ¢4 LAN-to-LAN VPN LIEQ|3 90| HEE A& F2l OSPF HER 30|
Folste{® 22 0| HIEX| Holg HE AL,
BER 4=
2R ZEc ¥F UES3 E= VPN E210|E Zoi thiet 2| At2| EAIRIE AFSEILICE. o
E =0{ ®Z VPN I|0{7} 192.168.2.0/24 HEQIE S1te A ZZ LANOM siIE HIEQIZE
2o|st £~ Q= diHe I:I=| 7|.x| HH OI|_||_—_|.
-2 T AAL O HIL- = .

. LI BHRE{(of; ME

|_O

E{ 741|322 0]|4M 9] 2514-b)0ll= VPN Concentrator®| & FAE 7}

2|7|= 192.168.2.0/24 &

Concentrator0 A O] 7|2

AN O|lA
2 = USE

- HERIZ XS AME AL

RS IPELp) =
X|Hstx| ot= 32 0l &

Me

=

A

LICI. RRIE AlEH5HK| o

A OlA
2 = U&

L|Ct. 2Lt ol A| 5t VPN E{0| 7t S &
192.168.2.0/24 L EQIIE 2 HEXIZ FEAIELIC ZHEHS| Y

topis A
L—IEP.

fE= VPN

£ 80l

5, 27 WEQTE

HE{=oi ciEt 2t X[Alo| 7| HE EH'd2 AIRE == gi&LICH 192.168.2.0 &4 Ul
EQF7 EHEE AESIH XIS AME S HERXIE HE S CHS 2tRE ZE2 M| A0 &
grLiCt. o= RIPO{BH 2 E|L|Ct 0] BRoll= OSPFE Ar % # A&LCt

. Address Pool Hold Down Routes& A& 35tH E{Z0| i 4 Ha A HELT 25 E
Hd2 22 T ULS Y HolE HE/ZE E0F I—IEP

FAE
Routing(IP 2}<

2R St Z2E 743524 Configuration(FHI| 124 0] M) > System(AIAH]) > IP
Bl) > Reverse Route Injection(Q4E FE &'2)S 2 0]

A

ir ©
—_— ==

s3to 5
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| Bl B pew Fgtss I b | |
| ek = = - (P ) A | Pteach (WFevorees (Prasory | e S - 1 _
| Adress 8] hetp: 1172.18.124, 1 32 access bl x| oo ||s =

) VPN 3000

- Concentrator Series Manager Logqged in: admin

Conliguiation | Administration | Monitoring
LR el it B~ =
—ikerincas
—HSyEiem
—Fhaeery Confipure system-wide Reverse Route Iyfection parameters. This feature adds specific rowtes to the
| unneing Profogat reuting takle for <hstnbubon wa BIP or OEFF fo neghbounng rowters for path discovery. Clhek on
ey Generate Hold Down Foutes to generate hald dowm routes based on configired address poals
—igfic Roflas
—lalnll Oninwevs Check to add nea-b
m: -y Chent Reverse Fonte Ijection [ interface) clent host
e Talile
L everss Rous bigction Metwork Extension ek 30 Wit ‘ur;u
Hanamement Frmocols Reverse Ronte Injecfion bl R R
—EIF
— HTTENHTTRS - = Add or fodd
———TF TP 192 .168.2.0/255.255.255.0 d and subnet m
—Leind Fellaveing star
e FLEL BT
——GhE Comaniins
= — A
o Hold Iovm Bontes subnetmaik
—EHvenlE + IF wouw are usy
{Ehieneral i mashk, you el
—'E'GIII.EM = 4] 1| mask
Cised Srsrug
MmN . . o
£] S Corfigration [ Intemnet P

RRI2} &7 OSPF A

OSPFE A& 3}24™ Configuration(T4) > System(AIAH]) > IP Routing(IP 2 &) > OSPFZ 0|
S8 CH2 Router ID(IP =A)E Q248fLIC XIS A|AH L AL SME MEIELICEH RRIZZE
OSPF E|0|EZ = Al5t24 VPN 3000 Concentrator®| OSPF ZEMAE KI5 A|AEIoz MXSH
OF gfLct.

2t El B 0|8 ™ME = Verify / Test OSPF With RRIZ & X5t AA|IL.




CHe B Wew Faomes oo Hep

| Bk e - ) 9 4| Dteach [ifFavertes (Prmary Y- S - o

[Tt

=] oo || >

Configuraiion | Sy | IF Routing | OSPF

Configure system-wids paramesters for OSTF (Open Shortest Path First) IF rovting protocsl.

Fuabled &

Router IT {192 168,15
Anbonamens -

Svsrem
Apply | cancel |

Chack to enable OEFF
Enter the Fouter [T

Check to mdicate that thig 12 an Aubonomens System

benmdary router

Main | Help | Suppon [1 ool

Conliguration | Administration | Blonitoning

€] Chek ko expand nested bems

Logged in: admin

| @ Intemet P




;I'ihl o Sysbems, Tnc, ¥PN 3000 Concentrator [192. 168.1.5] = Microsalt Intermnet Euplmwwwiﬂ-dhﬂm‘ﬂ: .._

| B E% Wew Fgwrmes Iods Hep
| ek e = - (D 7 A Dltewh [iFeverkss Gy | e S BT - o

Address [&] hetp: (117218124, 132 acemss bl

- Concentrator Series Manager

Chent Reverse Fonte Imjecnon #

MNenwork Extenzion
Feverse Ronte Imjecnon

Conliguration | Administration | Blonitoring

L i athon fi!
——ieerinces
— = Susiem
Bt Configure system-wids Beverse Route Igjection parameters. This feature adds specific rowtes to the
WIIE!I reuting takle for distribubon wa BIF or OEFF to neighbounng routers for path discovery. Click on
e Generate Hold Dovn Routes to generate hold dowm routes based on configured address poals

] oo ||us ™

B VN 3000

Lagaed in: admin

Check to add non-b
interface) chent host
takle
Check 1o add hardy
extenaon connectiol
takle

» Add or modd

Adidvess Pool
Hold DNovn Bontes

Cisge SriTeus

. i

192 .,168.8.0/255.2855.255.0 d and subnet m

Following star
(TR T T TR
152,168 901
& Enter sach ne
suubnet mask
+ TFyrou are usn

b mash, woueas
4] 1| mask

8] Chek to collapse nested kems |

CtS& & QlIRrL|Ct.

Ol Mol A= T 0IMO| MLHR B SSH=R| B OISHs Ol ALSE % ol &

Output Interpreter E-?‘(%
01 show HE £230| 24

RIPv2 EQIE|AE

VPN 22t0|HE A § 2t & E|o|&

HE NM3gLct

SE DO A (OIT)E 53 show BHES X|HELICE OITE AHS 5t
%

VPN Concentrator0i= & 2 AF2 A} 40|, 22}0|4E Z 192.168.3.1 - 192.168.3.2540| Q&L

Ct.

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

P - periodic downl oaded static route
Gateway of last resort is 192.168.1.1 to network 0.0.0.0

C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

VPN #cI0|E HFd & 2t & B0l

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - IS-ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:21, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
192.168.3.0/32 is subnetted, 1 subnets
R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:21, EthernetO
I---192.168.3.1 is the client-assigned IP address !--- for the newly connected VPN Client.
S* 0.0.0.0/0 [1/0] via 192.168.1.1

T Scl0[MET} HFE F2 2t ElolE

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia- IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets

R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO
192.168.3.0/32 is subnetted, 2 subnets

R 192.168.3.2 [120/1] via 192.168.1.5, 00:00:05, Ethernet0

R 192.168.3.1 [120/1] via 192.168.1.5, 00:00:05, Ethernet0

S* 0.0.0.0/0 [1/0] via 192.168.1.1

\J

7t VPN 2 2}0|Q1E 0] CHEt BAE A2 7} = 7}5|E|=| ot & E|o[Z20i M 192.168.3.0/2401 CHEt
T EZEE M8sle Wo| o #{E = U&LICH &, 20| E RRIE AH&38t= 250712 54
A29 tLo| HERT ER A2 oM MEig 4% A& LICH

=
=
E

n

g2 B8 F2ol A8S BoiFE oLt

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:13, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO



192.168.3.0/24 is subnetted, 1 subnets
R 192.168.3.0 [120/1] via 192.168.1.5, 00:00:14, EthernetO
!--- There is one entry for the 192.168.3.x network, !--- rather than 1 for each host for

the VPN pool. S* 0.0.0.0/0 [1/0] via 192.168.1.1
NEM RRI E9l/EHAE

CHE2 etE Q| 2t € E|olE &Lt

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

R 192.168.15.0/24 [120/1] via 192.168.1.5, 00:00:05, EthernetO

!--— This is the network behind the VPN 3002 Client. 172.18.0.0/24 is subnetted, 1 subnets R
172.18.124.0 [120/1] via 192.168.1.5, 00:00:05, EthernetO C 192.168.1.0/24 is directly
connected, Ethernet0 S* 0.0.0.0/0 [1/0] via 192.168.1.1

LAN-to-LAN HE 9|3 XHE ZM OUE|AE

LAN-to-LAN 24 M 22 & EO|S(UE2T XS HM)

2514- b##show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nmobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - 1S I1Slevel-1, L2 - IS IS level-2, ia - IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:07, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

LAN-to-LAN(HIE 2|3 K& ZHM) & 2t & Ef|o|S(LHF 2t H)

2514- b##show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICGRP, EX - EIGRP external, O- OSPF, |A - COSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets



R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:04, EthernetO

R 192.168.6.0/24 [120/2] via 192.168.1.5, 00:00:04, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO

S* 0.0.0.0/0 [1/0] via 192.168.1.1
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Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/ 24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] via 192.168.1.5, 00:00:11, EthernetO
R 192.168. 6.0/ 24 [120/1] via 192.168.1.5, 00:00: 11, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

192.168.6.0/240| LAN-to-LAN 74 HEQ|3 S E0jA M%EI%QE 0
2 MEHEILICE 192.168.6.x, .7.x 2 8X(2F /24)2] HEQT S£0| e B 2IRE{Q 2IRE
Elo|22 CtSa Z&Lct.

pe

192.168.8.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
172.18.0.0/24 is subnetted, 1 subnets

172.18.124.0 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.6.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.7.0/24 [120/1] via 192.168.1.5, 00:00:02, EthernetO
192.168.1.0/24 is directly connected, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

O XDV
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2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - ISISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic dowl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets
R 172.18.124.0 [120/1] wvia 192.168.1.5, 00:00:05, EthernetO
C 192.168.1.0/24 is directly connected, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.1.5, 00:00:06, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1
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2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RP, M- nobile, B - BGP
D- EICRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - ISISlevel-1, L2 - IS IS level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

172.18.0.0/24 is subnetted, 1 subnets
] 172.18.124.0 [1/0] via 192.168.1.1
C 192.168.1.0/24 is directly connected, EthernetO
R 192.168.2.0/24 [120/1] via 192.168.1.5, 00:00:28, EthernetO
S* 0.0.0.0/0 [1/0] via 192.168.1.1

RRIZ OSPF &PIHAE

2514- b#show ip route
Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - 1S1S L1 - 1S I1Slevel-1, L2 - IS ISlevel-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 192.168.1.1 to network 0.0.0.0

O E2 192.168. 15.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

O E2 192.168.6.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO

C 192.168.1.0/24 is directly connected, EthernetO

O E2 192.168.2.0/24 [110/20] via 192.168.1.5, 00:07:33, EthernetO
192.168.3.0/32 is subnetted, 1 subnets

O E2 192.168.3.1 [110/20] via 192.168.1.5, 00:00:08, EthernetO

S* 0.0.0.0/0 [1/0] via 192.168.1.1

ol oilx|el g2 ct=a Z&Lch.
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