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1. Configuration(Tt4d) > System(A|AH]) > Tunneling Protocols(EI'd @ ZZ2E &) > IPSec > IKE
Proposals(IKE X|2t) > Modify(+8)& E45t0{ SHA(Secure Hash Algorithance) 3l 4,
DES(Data Encryption Standard) 2! Diffie-Hellman Group 10|2t= IKE MStMHE A &Lt
A2t =HE J|E 86400%F 2 K X|&rL|Ct AT VPN Concentrator IKE =3 o| @58 HQE
60-2147483647 % JL|Ct


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

i | Help | Suppor | Logout

ifiguration | Administr ation | Monitorine

Configuration | Sysiem | lunheling Pootocols | IPSec | IKE Pioposals | B odit

Propesal Name [1es-=na Specify the name of this TEE Proposal
Authentication Mode [Preshared Kays =] Select the authentication mode to use.
SEPwpsal  Authentication Algorithm [SHATNAC 16 5] e
Encryption Algorithm [DES 55 %] Salect the eneryplion algorithn to use.
Diffie-Hellman Group [Group ) 766 bis) =] Select the Difie Helman Group to use

Lifetime M Im :;Mlﬂuiﬁumnm:fﬂum
Data Lifetime 10000 Specify the data Eetme n kiobytes (EEB)

Specify the tone hfetzne m seconds

2. Configuration > System > Tunneling Protocols > IPSec > IKE Proposals& M= gtL|C}. "des-
sha"& ME45I 1 Activate(B48H)E 22!5t01 IKE AM|eH2 &Mt ct
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q VPN 3000 Main | Help | Support | Logout
2= K Concentrator Series Manager Logged in: admin
Configuration | Administration | Monitoring
CHConfigus ation Al T A
——ierioces

Add, delete, prionhize, and configure [EE Proposals

Select an Inactive Proposal and chck Activate to make ¢ Active. or click Modify,

—E}oyshem
—EHEaners
—EAddress Managsment
Lupneiing Protocals Copy or Delete as appropnate
Select an Active Proposal and chek Deactivate to make it Inactive, or chek Move
_| Up or Move Down to change its pnonty
Chck Add or Copy to add a new Inactive Propesal IKE Proposals are used by
—(EHE Foutrg
—EHier sqerment Brobocols

Secunty Associabons to specify IEE parameters

Active Inactive
—EHemnis
_moenersl Proposals Actions Proposals
—iEHser Mategenert
<< Actiate — Empty —
— P oy Managesent KE-DIES-MOS I
-EHATEnETatian :
i TEms
Move Lip |
e & i |
€] I [T 1 [ ivtemet zone &

3. Configuration > System > Tunneling Protocols > IPSec LAN-to-LAN > Add& M= &fL|C}
.Checkpoint &AE I|0{Z AF83}04 "to_checkpoint"2HE IPsec E{'d 2 MM EHLICH A 2
7 710| A2 &l 71§ UFLICH Authentication(Q!5)0l| A ESP/SHA/HMAC-160S =435}
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AN T2 124, 35 acoess. il |

felp | Support | Logowt

Configguration | Admisvistr ation | Maondiorin

Configuration | Sysiem | Tunheling Pootocols | IPSec LAN-1-LAN | Modil

Moddfy an [PSec LAM-to-LAN connechon

Enter the name for thas LAM-to-LAN
CONBECTOn

Select the mierface to put ths
LA to-LAN connection on

Enter the [P address of the remote peer
for thas LAN-to-LAN conmechon

Digital Certificate |Mone (Use Preshared Feys) i Select the Dngital Certificate 1o use.

Enter the preshared key for ths
e LAN-to-LAN conmsetion

. Specify the packet suthentication
Authentication [ESP/SHANMAC 160 =] iorm bo s,
Specify the encryption mechareem to
e

Select the [EE Proposal to use for ths
LA -to-LAN commecton

Name [to_checkpoint

Interface [Ethemet 2 Public) (172 16.12435) =]

Peer [172.18.124.157
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R vPN3000

‘Q_ - Concentrator Series Manager Logged in: admin
Capniligquration | Admsinvistr stian | Manitoring
G Lomhgar Local Network =
Spealy the local network address bst or
MNetwerk List |L'=-= IF Addres aVildcard-mask bebow ﬂ the IF addrese and waldcard mask for
thus LA -to-LAN comechon

Note: Enter & wildeand mask, which
it the réverse of a submet mask. A
wildcard mask has 15 m bat posisons to
gnore, 03 m b posmons to match For
Wildeard Mask [0.0.0.255 examaple, 10.10.1,0/0.0.0.255 = all

10.10.1 nan addresees

IP Address |192.168.1.0

Remote Metwork

—laledice
it Emtam
—EHEalE
—EAddi Maragamand
—EF Tynrglagy Frdersly
—EEIE
e | L TE"
—FHE Bsuling
— b N 0 £ T F i il
— e
—}anarsl
={Ehin Masaggmant
Specly the remote network address st
%w

Metwark List |Use IP Addrese®Wildcard-mask below =] or the [P address and wildeard mask
for thas LAN-to-LAN conmechon

IP Address [10.32.50.0 Note: Enter a wildeard mask, which
is the reverse of a subnet mask. A
wikdcard mask hae 15 m ba posinons to

gnore, (3 m be postons to match F
B oniiring . U3 I 08 po - o
Wildeard Mask [0.0.0.255 example, 10.10,1,0/00,0,255 = al
Cisto Srsiims 10.10.1 nzm addresees a
Appty | Cancel | =
T | Drocusmeni: Done B e |

4. Configuration > Policy Management > Traffic Management > Security Associations >

IPsec AlZt £=HE2 7|= 28800 £ SLI|CH. & T: VPN Concentrator IPsec 2| S &8 Q|
E 60-2147483647 % lL|Ct



felp | Suppord | Losgout

iration | Admivistr ation | Monitorip

Lonfigiuratben | Polcy Management | Trafic Management | Secuiity Associations | Mods

Moddfy a confipared Secunty Associabion

SA Name [LiL: to_checkpoint ﬂpunf)hnﬁ:fﬁ: Secwiy
Inberitance [From Rus =] Select the granularty of this SA.

IFSer Parnmeters

Authentication Algorithm [ESF/SHAHMAC 180 ¥]

Encryption Algorithm |DES-E i

Select the Encaprulation Mode for thus
Encapsulation Mode |Tmm| i 3A

Perfect Forward Secrecy In'ﬁﬂh Select the uze of Perfect Forward
Secrecy.

Select the Metume measurement of the

IPSec keys

Data Lifetime [10000 Specdy the data Betime in kilobytes (KE).

Time Lifetime EEEH:IIJ

Lifetime Measurement |Tm i
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VPN 3000
Concentrator Series Manager Logged in: admin

Configqu ation | Administration | Manitoring

E o Al goriihm Im Select the EST encryphion algonthm to

uge

o
Encapsulation Mode [Tomel =] S b
Perfeet Forward Secrecy |Dnsah e il :I Select the use of Pectect Formwaed

Secrecy

Lifetime Mea — Select the Wetime measurement of the

1FSec keys
Data Lifetime ['I. Q000 Specdy the data Hetme i kdobotes (EB)
Time Lifetime [a B0 Specdy the tene Hetime m seconds

IEE Parameters

Specly the [KE Peer for a LAN -to-LAN

IPSec connechon

IKE Peer [|172.18.124.157

Negatiation Mode [Man =] Select the [EE Negotiation mode to uge
Digital Certificate [None (Use Preshared Keys) =] Select the Digital Certificate to use
IKE Proposal Im Select the [EE Proposal to use
Cisco Svsnims Appty | Cancel |
=
o == | Document: Done ok e [
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Checkpoint 4.1 &85 74

Checkpoint 4.1 23242 L 45tE{H OIS HHE R ESMAIL.

1. IKE 2! IPsec 7|& =¥ ¥ Z+of Ct2 7| i Z ol Properties(%4d) > Encryption(& &)=
MEHSL04 Checkpoint lifetimeS 447245104 VPN Concentrator 7|22t 2 & QIgrL|Ct VPN
Concentrator 7|2 IKE =82 86400% (14402 )LICt.VPN Concentrator 7|2 IPsec =&
28,800 JL|Ct



Properties Setup

High&wailsbilty | IPPoalMAT |  Accesslists |  Desktop Securty |
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SN Defender ] LDAF Encryption l ConnectControl ]

SKIF td anual IFSEC

[ {Enable Egpartable SEIF _

L LTI I — 5 Pl a"':":atl':'n range [hE:.:]:
Change SKIP Session key
Every |1 n Seconds [0 for infinity) From |1 a0
or

Every  [10485760  Bytes (0O for infirity] To fi

143

Reneqgotiate [KE Securnty &zzociations eveny |'| 4410 minubes

FHenegatiate IPSEC Security Aszociationg eveny |EEEEIEI seconds

aF. Cancel Help

2. Manage(# 2l) > Network objects(LIE 23 7HX) > New(E = Edit) > Network(LEL|F)E M
EHStod AT EQIE F ol U= LIS ("cpinside") WIE X3 0i| CHE 7HX|IE FHELICE O|= VPN
Concentrator2| "3 HE 3"} & x|3HoF & L|Ct



Metwork Properties |

Gerneral | MAT |

Mame:

P Address: [10.32.50.0 Get address |

Met Masgk: |£05.205.255.0

Comment: Calar: I ] 1r|

|' Lacation: |' Broadcast:

% |ntemal ¢ Esxtemnal it Allowed O Dizallowed

ak. Cancel Help

3. Manage(#2l) > Network objects(LIE 3 7H*) > Edit(HE)E MEH5t04 VPN
Concentrator 7} Peer(IL|0d) O§7} 2401 7kX| 11 RL= 7|0 E ) Ol("RTPCPVPN" Checkpoint)
A= ZQIEO| JHAME HEELICH ?|X|(Location) 0| A LHE (Internal)& MEHEFLICE Type(RE
)OIl M Gateway(HIO|EQO))& MEHEFL|CH Modules Installed(Ad x| El 2 E)0A VPN-1 &
FireWall-12 &3} 7 Management StationS & QIgtL|C}



Workstation Properties |

General | Interfaces | SNMP | NAT | Certificates | vPN | authe 4| »

Mame: RTPCPVPM
IP &ddress: |172.18.124.157 et addreszs
Camment: Firewalled gateway to internet
— Locatior: Type:
% |nternal & External ’7 ™ Host 1 Gateway
— Modules [nztalled
¥ WPM-1 & Firg\aall-1 Version: |41 ¥ Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

W Management Station Color: I- 1r|

aF. Cancel Help

4. Manage(# 2l) > Network objects(L| E {3 7HX]l) > New(=E= Edit) > Network(LIE<3)E 4
B350 VPN Concentrator F0ll = 2|8 ("inside_cisco") HE X o CHEt FHME & LICH
. 0| VPN Concentrator2| "2Z" L E /3 2} Y x|5HoF &L|Ct



Metwork Properties |

General | MAT |

HEIITIE.': inzide cizco

P Address: [192.166.1.0 Get address |

Met Masgk: |£05.205.255.0

Comment: Color: I ] vl

|' Lacation: |' Broadcast:

" Intemal @ Esxtemnal it Allowed O Dizallowed

ak. Cancel Help

5. Manage(&2l) > Network objects(LIE 3 7H]) > New(MZ BHE 7]) > Workstation( 32
Elo|M)2 AME48t0o{ Q|F ("cisco_endpoint") VPN Concentrator 7|0/ E | 0]of| CHEH 7HX|E &=
7+&HLICH VPN Concentrator "Public" QIE{H O|A I L|CH 2 X|0l M & MEHFHLICE.
Type(58)0 M Gateway(H O|E|O[)& MEAEFL|CH & 11: VPN-1/FireWall-1 &QlgtE MEASH
x| OtAAI2.

6. Manage(#2l) > Network objects(LIE 2|3 74A) > Edit(H &) E ME45+0{ Checkpoint
gateway endpoint(2& "RTPCPVPN") VPN B2 T Z&IE LIt Domain(TZ M@)o A Other(7|
EHE MEHSH CF2 EECHR S5 0{ A Checkpoint HIERIT 2] LHE ("cpinside) & MEHEILICH,
Encryption schemes defined(& 2|El f 35t #|7|)0l| A IKEE MEHS CHF Edit(+H)E F=F



Workstation Properties |

Generall Interface&l SHMF'I MNAT I Certificates  WFM |.-'3-.uthE 14 | "I
— Domain: — Encryption zchemes defined:
" Valid Addresses(of Interfaces) r I;%.I Wanual IPSEC
v [Other: r SKIP
M [ Fevz
[T Exportable for SecuRemote Edi... |
= rathic Eantiel Eegamg
IV it rathie Eental Legais
aF. Cancel Help
LICt.

7. VPN Concentrator2| DES-56 %! Encryption Algorithm0il S2|3t =5 DES 2535} 9| IKE &4
2 #HEgLCt

8. VPN Concentratorof| A{ SHA/JHMAC-160 & 1 2|&0i S2|5l24™ IKE £4E SHA1 SHAc 2
B4 88 LICt Aggressive Mode & MEY F|ABFLICH Supports Subnets(MEL! X[ §)E HEHEHL
Ct.Authentication Method(2!E ') ot2H0od| A Pre-Shared Secret(At S 7 &3)2 MELIFH
L|C}. O|= VPN Concentrator Authentication Mode, Preshared Keys2t & & L|C}



Generall Interfacesl SHMF‘I MAT I Certificates  WFM |.-'-‘-.uthE 1 | "I
|

General I
— K.ey Megatiation Encroption Method[z]: - — Hash Method: —
I~ MD3

r CAST
I = apes I SHAL

— Authentication Method:
I Fre-Shared Secret Edit Secrets...
[T Public Key Signatures [Earfigune..

[T Supports Aggresive Mode W Supports Subnets

ak. Cancel Help

9. &lX| VPN Concentrator Preshared Key0ll S 2|5t 5 AT S/ 7| MHE3t2{™ Edit
Secrets® & 2I&tLICtisakmp 7| 4 FA dlolAa3 HolA3



Workstation Properties

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
Gereral |
Shared Secret I
— Shared Secrets List:
Peer Marne Shared Secret

cizco endpoint

Bt

E dit

Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

10. Manage(# 2l) > Network objects(LIE 2 7H&]|) > Edit(TAE) & ME45}04 "cisco_endpoint"
VPN B2 W& L|CH Domain(= M)A Other(ZIEHE B4t CHS Cisco HEXHZ 2| LY
2 ("inside_cisco"2t1 &)E MEIELICE Encryption schemes defined( 2| El & &3} | 7)o
M IKEE MEfE CH2 Edit(= ™) E S=IFLICH



Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——

™ Dizabled I T Manual IPSEC

" Walid Addresses(of Interfaces) W [

& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |

= rattic Eantrel g g
I | Titrrar irafhic: Eental Legais

aF. Cancel Help

11. VPN Concentrator@| DES-56, Encryption Algorithmzt & x|5t=5 IKE &4 DES &
B Z g LC.

12. VPN Concentrator0il A SHA/HMAC-160 & 7 2|& 01 S2|5t2{M IKE 542 SHAT1 A2
HZAELICHOHS AY e HEELICH Aggressive ModeE MBY FAEFLICH Supports
Subnets(MEY X|2)E ME4ELICH Authentication Method(215 &) of2i0d| A Pre-
Shared Secret(At™ 37 &3)2 MEHFILICE Ol AP &/ 7|2 VPN Concentrator
Authentication Mode(VPN &&7| 218 2ZE)ot SURFLICH

P

]
ol
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Generall Interfacesl SNMF‘I MAT I Certificates  WPM |.-5'-.uthE 1 | |
|

- Haszh Method: -

General |
— K.ey Negotiation Encryption bethod(z)
I~ MD5
M SH&1
W Pre-Shared Secret Edit Secrets...
[T Public Key Signatures [Eatfigure..
[T Supports Aggresive Mode W Supports Subnets
ak. I Cancel Help
13. *'Xﬂ VPN Concentrator Preshared Key0ll 82|t & Al 3R 7|18 MH5t2{™ Edit
Secrets& E=2/&LICt
IKE Properties |
General |
Shared Secret
—Shared Secrets List:
shared Secret
HTPCFYER s Edi
Remowve
ak. Cancel
aF. Cancel Help
14. Policy Editor(Z32H T4 Z!|7|) 2ol A Source(A 2 )2t Destination(CH4H) € 2 5 "inside_cisco"
2 "cpinside"(FHE)E Z&5t= HEIS M URLICH Service=Any, Action=Encrypt &
Track=Long= AHLICH



"_i'""'FITFl_.'F“o.I"PH = Check Pont Policy Editos Hi=]E |

File Edt Yiew Manage Poboy ‘Window Help

HSRO ¢ BS5JB CR & BTl e BEEWR
55 Secuity Policy - Standard | 43 Addvess Translation - Standard | F¥ Bandwidih Folicy - Standard |

m Source |D351ina’fiun| Service | Action

il - % inside_cisco % cpingide P E [
ﬁ cpinside ﬁ ingide_cisco @ ! By Ereet !lln -
1] | 3|
For Help. press F1 |RTPCPYPH ReadMwiite | | -

15. Action(2 ) X5 ot 2o A =44 Encrypt(®f £2t) ot O|2 S Z =I5t Edit properties(% 43 H
E)E MEfsto] @55 MRS A |C

[ty Policy - Standard [#5 Address Translation - Standard | (& Bandwidth Policy - Standard | Eﬁ;
P P Host Pt Ldap-Servers @ s accept ‘ EI

P PV HOST e Logical-Servers | ™ load_agent

A

E inside_cisco % cpnsicle @ Any

% Chinzide %‘ inside_cisco

4 dest-unreach
i':g_""' echo-reply
'g! echo-reguest
:::.E :fmp-nmln
D= o-reply
e INO-1E0

| .
icHp E
B) any &) any 5% mask-reply | @ roea N 3
v

[ P ——




Enciyption Properties

General l

Encryption gchemes defined:

- = [

T manual IPSEC

IPSEC

~ SKIP

) [fg PWT

................................

................................

ak. Cancel Help

1 YRS
L|CH. )

= 2|8 Cisco

ol

17. IKE Properties(IKE &) Z0{A O[2{8t £%4E2 VPN Concentrator IPsec B2t

2 MEHSH
|

]l?_ >||
POI'
ne

B4 88 LICt Transform(£4%) 0l A Encryption + Data Integrity (ESP)& 1=t 3!
1 2|&2 DES, olo|E FZ242 SHA10[0{of &M, {2 E m|o{ HoIESO
70| E9J0|("cisco_endpoint"2t 1 &H)oqok efL|Ct. &olg F=gfLict

IKE Properties

General l

Tranzform:
% + Encryption + D ata Integrity [ESP)

" Drata Integrity Only [&H]

Encryption &lgorthnn: DES [l

D ata [ntegrity

Alloved Peer [ateway:

[ Usze Perfect Forsard Secrecy

aF. Cancel Help

18. Checkpoint& T438t & Checkpoint M0 A{ Policy > Install2 4Ei5t0 HHE Al S M

g LICH.

Ct=& &eIgfLCt.

23X of T+ ol CHall ALS 7HsE &

o
>
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r
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Checkpointo| &t 3} T H|Qlol| Q148 od2] LHE HEX AT T HE A2, sl ClHIo|lAE &0|2
2 Eci=in 2t2d5lod 0|2 KIS 2 2988 4= &LICH VPN Concentrator7F x|t 8§ AL
x| etom™ EH'do| Aufg 7540l =&LICH & £0410.0.0.0/24 2 10.0.1.0 /242| LHE HES
A7t B0 T EEEE FHE ZF2 10.0.0.0/232 2 Q= £ Q&LCt

VPN 3000 Concentrator C|H{1

758t VPN Concentrator C|HHZ0f|& IKE, IKEDBG, IKEDECODE, IPSEC, IPSECDBG,
IPSECDECODEZ} Z & LIC}. 0| Configuration(Z1IL| 2124 0|4) > System(A|AH]) > Events(O|
HIE) > Classes(Zi2)H A AEELICH.

mm“

]Q{ ¥ 3N 2 od S & B
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! VPN 3000

Concentrator Series Manager Logged in: admin
i il alien | Addervivvistr atlom | Bonilorin

Savel

Thaz section lets you configure special handing of specilic event classes
Chek the Add button to add an event class, or select an event class and chck Modify or Delete

Bok here to cophEure peneral event parameters

Configured
Event Classes Artians

W -

HFEDBG

HKEDECODE

PSEC A |

FoECDBG

FSECDECODE 4]“”".1
@ __Delete |

sE gtgﬁmwgﬁﬁ

L

Cisco Srerume

- == | Ciet 1o colapes rected dem Lk N 09 TR ]




Configuratinn | S

Class Name |IFE
Enable ¥

Severity o Log [15 3]
Severity to Console [15 3]
Severity to Syslog [None =]
Severity to Email [Nore 3]

Severity to Trap [fone =]

Monitoring(2 LIE{2)) > Event log(O|HIE. 21) > Get Log(21 7}X27()0lA CIHZE &
L[CF.

Halp  Suppor Iy T

Adrminitr alion | Monilorin

This screen lets you moddy an event class configured for specaal handing

Check to enable special handling of this class
Select the range of seventy values to enter m the
log

Select the range of seventy values to &splay on the
console

Select the range of seventy valuss 1o send to a
Swilog server.

Select the range of seventy values to send via emad
to the recipaent bt

Select the range of seventy values to send to an
SHMP system

1

Iy



21812 =] ke
Y ) o
&= B Concentrator Series Manager Logged in: admin

Select Filter Optians
Event Class All Clagtes =] Severities t
—EH e Manggenert -
—E ey Matwoestan]
i faliminisds gl ion
Hdanfene Clent [P Address I:I:ILI:I Elr-rlhl"['lgillﬂ[l "'I
——Einiif [
——verd Log Direction | Ctcest o Newest ¥)
i Syt Sleug
M| @q| P> | PP | Getlog | Sevelog | ClearLog |
:I 1 82/13/2001 14:21:28.530 SEV=§ IKEPECODE/0 RFT=180 172.18.124.157
113 TENINE ISAKHF HEADER i Vermion 1.0 )

Inlciator Cookis(B) @
Pesponder Cookis(8):

EF €1 3C 27 07 T4 1B IS5
OO 00 00 0D 00 0D DO 0D

ile-mE |rw S | e

E‘iil!ﬂ'-l-ﬁﬂl-tllh

WP

S .0 0 A &M a3 ¥ 88 &
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Cisco VPN 3000 Concentrator

1 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/O RPT=180 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 00 00 00 00 00 00 00 00
Next Payload : SA (1)

Exchange Type : Oakley Main Mode
Flags : 0

Message ID : 0

Length : 164

7 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=406 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 164

9 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=407 172.18.124.157
processing SA payload

10 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=181 172.18.124.157
SA Payload Decode

DOI : IPSEC (1)
Situation : Identity Only (1)
Length : 92

13 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=182 172.18.124.157
Proposal Decode:

Proposal # : 1
Protocol ID : ISAKMP (1)
#of Transforms: 2

Length : 80


//www.cisco.com/warp/customer/471/cp-3000.html#long
//www.cisco.com/warp/customer/471/cp-3000.html#long
//www.cisco.com/warp/customer/471/cp-3000.html#long

16 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/O0 RPT=183 172.18.124.157
Transform # 1 Decode for Proposal # 1:

Transform # : 1
Transform ID : IKE (1)
Length : 36

18 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/O0 RPT=184 172.18.124.157
Phase 1 SA Attribute Decode for Transform # 1:

Encryption Alg: DES-CBC (1)

Hash Alg : SHA (2)

Auth Method : Preshared Key (1)
DH Group : Oakley Group 2 (2)
Life Time : 86400 seconds

23 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/0 RPT=185 172.18.124.157
Transform # 2 Decode for Proposal # 1:

Transform # : 2
Transform ID : IKE (1)
Length : 36

25 02/13/2001 14:21:28.530 SEV=8 IKEDECODE/O0 RPT=186 172.18.124.157
Phase 1 SA Attribute Decode for Transform # 2:

Encryption Alg: DES-CBC (1)

Hash Alg : SHA (2)

Auth Method : Preshared Key (1)
DH Group : Oakley Group 1 (1)
Life Time : 86400 seconds

30 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=408 172.18.124.157
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 1

35 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=409 172.18.124.157
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 1

38 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=410 172.18.124.157
Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

41 02/13/2001 14:21:28.530 SEV=7 IKEDBG/0 RPT=411 172.18.124.157
Oakley proposal is acceptable

42 02/13/2001 14:21:28.530 SEV=9 IKEDBG/1 RPT=107 172.18.124.157
processing vid payload

43 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=412 172.18.124.157
processing IKE SA

44 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=413 172.18.124.157
Proposal # 1, Transform # 1, Type ISAKMP, Id IKE
Parsing received transform:
Phase 1 failure against global IKE proposal # 1:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2



Cfg'd: Oakley Group 1

49 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=414 172.18.124.157
Phase 1 failure against global IKE proposal # 2:
Mismatched attr types for class DH Group:
Rcv'd: Oakley Group 2
Cfg'd: Oakley Group 1

52 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=415 172.18.124.157
Phase 1 failure against global IKE proposal # 3:
Mismatched attr types for class Encryption Alg:
Rcv'd: DES-CBC
Cfg'd: Triple-DES

55 02/13/2001 14:21:28.530 SEV=7 IKEDBG/28 RPT=3 172.18.124.157
IKE SA Proposal # 1, Transform # 2 acceptable
Matches global IKE entry # 1

56 02/13/2001 14:21:28.530 SEV=9 IKEDBG/0 RPT=416 172.18.124.157
constructing ISA_SA for isakmp

57 02/13/2001 14:21:28.530 SEV=8 IKEDBG/0 RPT=417 172.18.124.157
SENDING Message (msgid=0) with payloads
HDR + SA (1) ... total length : 84

58 02/13/2001 14:21:28.630 SEV=8 IKEDECODE/O RPT=187 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : KE (4)

Exchange Type : Oakley Main Mode
Flags : 0

Message ID : 0

Length : 152

64 02/13/2001 14:21:28.630 SEV=8 IKEDBG/0 RPT=418 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

66 02/13/2001 14:21:28.630 SEV=8 IKEDBG/0 RPT=419 172.18.124.157
RECEIVED Message (msgid=0) with payloads

HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

68 02/13/2001 14:21:28.630 SEV=9 IKEDBG/0 RPT=420 172.18.124.157
processing ke payload

69 02/13/2001 14:21:28.630 SEV=9 IKEDBG/0 RPT=421 172.18.124.157
processing ISA_KE

70 02/13/2001 14:21:28.630 SEV=9 IKEDBG/1 RPT=108 172.18.124.157
processing nonce payload

71 02/13/2001 14:21:28.650 SEV=9 IKEDBG/0 RPT=422 172.18.124.157
constructing ke payload

72 02/13/2001 14:21:28.650 SEV=9 IKEDBG/1 RPT=109 172.18.124.157
constructing nonce payload

73 02/13/2001 14:21:28.650 SEV=9 IKEDBG/38 RPT=7 172.18.124.157

Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.

es: 20000001)

75 02/13/2001 14:21:28.650 SEV=9 IKEDBG/1 RPT=110 172.18.124.157
constructing vid payload

0.

0,

capabiliti



76 02/13/2001 14:21:28.650 SEV=9 IKE/0 RPT=26 172.18.124.157
Generating keys for Responder...

77 02/13/2001 14:21:28.650 SEV=8 IKEDBG/0 RPT=423 172.18.124.157
SENDING Message (msgid=0) with payloads

HDR + KE (4) ... total length : 192

78 02/13/2001 14:21:28.770 SEV=8 IKEDECODE/O RPT=188 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : ID (5)

Exchange Type : Oakley Main Mode
Flags : 1 (ENCRYPT )
Message ID : 0

Length : 68

84 02/13/2001 14:21:28.770 SEV=8 IKEDBG/0 RPT=424 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 64

86 02/13/2001 14:21:28.770 SEV=9 IKEDBG/1 RPT=111 172.18.124.157
Processing ID

87 02/13/2001 14:21:28.770 SEV=9 IKEDBG/0 RPT=425 172.18.124.157
processing hash

88 02/13/2001 14:21:28.770 SEV=9 IKEDBG/0 RPT=426 172.18.124.157
computing hash

89 02/13/2001 14:21:28.770 SEV=9 IKEDBG/23 RPT=7 172.18.124.157
Starting group lookup for peer 172.18.124.157

90 02/13/2001 14:21:28.870 SEV=7 IKEDBG/0 RPT=427 172.18.124.157
Found Phase 1 Group (172.18.124.157)

91 02/13/2001 14:21:28.870 SEV=7 IKEDBG/14 RPT=7 172.18.124.157
Authentication configured for Internal

92 02/13/2001 14:21:28.870 SEV=9 IKEDBG/1 RPT=112 172.18.124.157
constructing ID

93 02/13/2001 14:21:28.870 SEV=9 IKEDBG/0 RPT=428
construct hash payload

94 02/13/2001 14:21:28.870 SEV=9 IKEDBG/0 RPT=429 172.18.124.157
computing hash

95 02/13/2001 14:21:28.870 SEV=8 IKEDBG/0 RPT=430 172.18.124.157
SENDING Message (msgid=0) with payloads
HDR + ID (5) ... total length : 64

96 02/13/2001 14:21:28.870 SEV=7 IKEDBG/0 RPT=431 172.18.124.157
Starting phase 1 rekey timer

97 02/13/2001 14:21:29.030 SEV=8 IKEDECODE/O RPT=189 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode

Flags : 1 (ENCRYPT )



Message ID
Length

104 02/13/2001 14:21:29
RECEIVED Message
HDR + HASH (8) + SA
th 160

(1)

107 02/13/2001 14:21:29
processing hash

108 02/13/2001 14:21:29
processing SA payload

109 02/13/2001 14:21:29
SA Payload Decode

DOI

Situation

Length

112 02/13/2001 14:21:29
Proposal Decode:
Proposal #
Protocol ID
#of Transforms:
Spi
Length

116 02/13/2001 14:21:29

(msgid=7755aall)

7755aall
164

.030 SEV=8 IKEDBG/0 RPT=432 172.18.124.157
with payloads

+ NONCE (10) + ID (5) + ID

(5) + NONE

.030 SEV=9 IKEDBG/0 RPT=433 172.18.124.157
.030 SEV=9 IKEDBG/0 RPT=434 172.18.124.

157

.030 SEV=8 IKEDECODE/O RPT=190 172.18.124.157

IPSEC (1)
Identity Only (1)
52

.030 SEV=8 IKEDECODE/O RPT=191 172.18.124.157

1
ESP
1
DA 16 3F E3
40

(3)

.030 SEV=8 IKEDECODE/O RPT=192 172.18.124.157

Transform # 1 Decode for Proposal # 1:

Transform #
Transform ID
Length

118 02/13/2001 14:21:29

1
DES-CBC
28

(2)

.030 SEV=8 IKEDECODE/O RPT=193 172.18.124.157

Phase 2 SA Attribute Decode for Transform # 1:

Life Time
HMAC Algorithm:
Encapsulation

121 02/13/2001 14:21:29

28800 seconds
SHA (2)
Tunnel (1)

.030 SEV=9 IKEDBG/1l RPT=113 172.18.124.157

processing nonce payload

122 02/13/2001 14:21:29
Processing ID

123 02/13/2001 14:21:29

.030 SEV=9 IKEDBG/1l RPT=114 172.18.124.157

.030 SEV=5 IKE/35 RPT=14 172.18.124.157

Received remote IP Proxy Subnet data in ID Payload:

Address 10.32.50.0,

125 02/13/2001 14:21:29
Processing ID

126 02/13/2001 14:21:29

Mask 255.255.255.0,

Protocol 0, Port O

.030 SEV=9 IKEDBG/1l RPT=115 172.18.124.157

.030 SEV=5 IKE/34 RPT=14 172.18.124.157

Received local IP Proxy Subnet data in ID Payload:

Address 192.168.1.0,

128 02/13/2001 14:21:29

IKE Remote Peer configured for SA: L2L:

129 02/13/2001 14:21:29
processing IPSEC SA

130 02/13/2001 14:21:29

Mask 255.255.255.0,

Protocol 0, Port O

.030 SEV=5 IKE/66 RPT=4 172.18.124.157
to_checkpoint

.030 SEV=9 IKEDBG/0 RPT=435 172.18.124.157

.030 SEV=7 IKEDBG/27 RPT=1 172.18.124.157

total leng



IPSec SA Proposal # 1, Transform # 1 acceptable

131 02/13/2001 14:21:29.030 SEV=7 IKEDBG/0 RPT=436 172.18.124.157
IKE: requesting SPI!

132 02/13/2001 14:21:29.030 SEV=8 IKEDBG/6 RPT=6
IKE got SPI from key engine: SPI = 0x4d6e483f

133 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=437 172.18.124.157
oakley constucting quick mode

134 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=438 172.18.124.157
constructing blank hash

135 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=439 172.18.124.157
constructing ISA_SA for ipsec

136 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1l RPT=116 172.18.124.157
constructing ipsec nonce payload

137 02/13/2001 14:21:29.030 SEV=9 IKEDBG/1 RPT=117 172.18.124.157
constructing proxy ID

138 02/13/2001 14:21:29.030 SEV=7 IKEDBG/0 RPT=440 172.18.124.157
Transmitting Proxy Id:
Remote subnet: 10.32.50.0 Mask 255.255.255.0 Protocol 0 Port O
Local subnet: 192.168.1.0 mask 255.255.255.0 Protocol 0 Port 0

141 02/13/2001 14:21:29.030 SEV=9 IKEDBG/0 RPT=441 172.18.124.157
constructing gm hash

142 02/13/2001 14:21:29.030 SEV=8 IKEDBG/0 RPT=442 172.18.124.157
SENDING Message (msgid=7755aall) with payloads

HDR + HASH (8) ... total length : 156

144 02/13/2001 14:21:29.270 SEV=8 IKEDECODE/O0 RPT=194 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 7755aall

Length : 60

151 02/13/2001 14:21:29.270 SEV=8 IKEDBG/0 RPT=443 172.18.124.157
RECEIVED Message (msgid=7755aall) with payloads
HDR + HASH (8) + NONE (0) ... total length : 52

153 02/13/2001 14:21:29.270 SEV=9 IKEDBG/0 RPT=444 172.18.124.157
processing hash

154 02/13/2001 14:21:29.270 SEV=9 IKEDBG/0 RPT=445 172.18.124.157
loading all IPSEC SAs

155 02/13/2001 14:21:29.270 SEV=9 IKEDBG/1 RPT=118 172.18.124.157
Generating Quick Mode Key!

156 02/13/2001 14:21:29.270 SEV=9 IKEDBG/1 RPT=119 172.18.124.157
Generating Quick Mode Key!

157 02/13/2001 14:21:29.270 SEV=7 IKEDBG/0 RPT=446 172.18.124.157
Loading subnet:
Dst: 192.168.1.0 mask: 255.255.255.0



Src: 10.32.50.0 mask: 255.255.255.0
159 02/13/2001 14:21:29.270 SEV=4 IKE/49 RPT=6 172.18.124.157
Security negotiation complete for LAN-to-LAN Group (172.18.124.157)

Responder, Inbound SPI = 0x4d6e483f, Outbound SPI = 0Oxdal63fe3

161 02/13/2001 14:21:29.270 SEV=8 IKEDBG/7 RPT=6
IKE got a KEY_ADD msg for SA: SPI = Oxdal63fe3

162 02/13/2001 14:21:29.270 SEV=8 IKEDBG/0 RPT=447
pitcher: rcv KEY_UPDATE, spi 0x4d6e483f

163 02/13/2001 14:21:29.670 SEV=8 IKEDECODE/O0 RPT=195 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 7755aall

Length : 60

170 02/13/2001 14:21:29.670 SEV=6 IKE/Q RPT=27 172.18.124.157
Duplicate Phase 2 packet detected!

171 02/13/2001 14:21:29.760 SEV=8 IKEDECODE/0 RPT=196 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): EF 61 3C 27 07 74 1B 25
Responder Cookie(8): 24 18 40 Al 3B E4 95 26
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 7755aall

Length : 60

178 02/13/2001 14:21:29.760 SEV=6 IKE/Q0 RPT=28 172.18.124.157
Duplicate Phase 2 packet detected!

179 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=448
pitcher: recv KEY_SA ACTIVE spi 0x4d6e483f

180 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=449
KEY_SA_ ACTIVE o0ld rekey centry found with new spi 0x4d6e483f

181 02/13/2001 14:21:29.880 SEV=7 IKEDBG/9 RPT=5 172.18.124.157
IKE Deleting SA: Remote Proxy 10.32.50.0, Local Proxy 192.168.1.0

182 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=450 172.18.124.157
IKE SA MM:f2ea8e68 rcv'd Terminate: state MM_ACTIVE_REKEY
flags 0x000000e6, refcnt 1, tuncnt O

184 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=451 172.18.124.157
IKE SA MM:f2ea8e68 terminating:
flags 0x000000a6, refcnt 0, tuncnt O

185 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=452
sending delete message

186 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=453 172.18.124.157
constructing blank hash

187 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=454
constructing delete payload



188 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=455
constructing gm hash

189 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=456
SENDING Message (msgid=87b7clad4) with payloads

HDR + HASH (8) ... total length : 80

191 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=457

172.18.

172.18.

172.18.

IKE SA MM:241840al rcv'd Terminate: state MM_REKEY_ DONE

flags 0x00000082, refcnt 1, tuncnt 1

193 02/13/2001 14:21:29.880 SEV=6 IKE/O0 RPT=29 172.

Removing peer from peer table failed, no match!

194 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=458
sending delete message

195 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=459
constructing blank hash

196 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=460
constructing ipsec delete payload

197 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=461
constructing gm hash

198 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=462
SENDING Message (msgid=63f2abb8) with payloads
HDR + HASH (8) ... total length : 68

18.124.

172.18.

172.18.

172.18.

124.

124.

124.

157

124.

124.

124.

157

157

157

157

157

157

200 02/13/2001 14:21:29.880 SEV=7 IKEDBG/9 RPT=6 172.18.124.157
IKE Deleting SA: Remote Proxy 10.32.50.0, Local Proxy 192.168.1.0

201 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=463
IKE SA MM:241840al terminating:
flags 0x00000082, refcnt 0, tuncnt O

202 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=464
sending delete message

203 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=465
constructing blank hash

204 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=466
constructing delete payload

205 02/13/2001 14:21:29.880 SEV=9 IKEDBG/0 RPT=467
constructing gm hash

206 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=468
SENDING Message (msgid=d6a00071) with payloads
HDR + HASH (8) ... total length : 80

208 02/13/2001 14:21:29.880 SEV=4 AUTH/22 RPT=13
User 172.18.124.157 disconnected

209 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=469
pitcher: received key delete msg, spi 0x2962069b

210 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=470
pitcher: received key delete msg, spi Oxdalé63fe2

211 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=471
pitcher: received key delete msg, spi 0x4d6e483f

172.18.

172.18.

172.18.

172.18.

124.

124.

124.

124.

157

157

157

157



212 02/13/2001 14:21:29.880 SEV=8 IKEDBG/0 RPT=472
pitcher: received key delete msg, spi Oxdalé63fel

213 02/13/2001 14:21:29.890 SEV=8 IKEDBG/0 RPT=473
pitcher: received a key acquire message!

214 02/13/2001 14:21:29.890 SEV=4 IKE/41 RPT=6 172.18.124.157
IKE Initiator: New Phase 1, Intf 2, IKE Peer 172.18.124.157
local Proxy Address 192.168.1.0, remote Proxy Address 10.32.50.0,
SA (L2L: to_checkpoint)

217 02/13/2001 14:21:29.890 SEV=9 IKEDBG/0 RPT=474 172.18.124.157
constructing ISA_SA for isakmp

218 02/13/2001 14:21:29.890 SEV=8 IKEDBG/0 RPT=475 172.18.124.157
SENDING Message (msgid=0) with payloads

HDR + SA (1) ... total length : 84
219 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=197 172.18.124.
ISAKMP HEADER : ( Version 1.0 )

Initiator Cookie(8): FE 75 39 26 66 21 F6 F8

Responder Cookie(8): 67 1D 73 71 AE 2B 88 2E

Next Payload : SA (1)

Exchange Type : Oakley Main Mode

Flags : 0

Message ID : 0

Length : 84

225 02/13/2001 14:21:30.430 SEV=8 IKEDBG/0 RPT=476 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + NONE (0) ... total length : 84

227 02/13/2001 14:21:30.430 SEV=8 IKEDBG/0 RPT=477 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + SA (1) + NONE (0) ... total length : 84

229 02/13/2001 14:21:30.430 SEV=9 IKEDBG/0 RPT=478 172.18.124.157
processing SA payload

230 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=198 172.18.124.
SA Payload Decode

DOI : IPSEC (1)
Situation : Identity Only (1)
Length : 56

233 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=199 172.18.124.
Proposal Decode:

Proposal # : 1
Protocol ID : ISARMP (1)
#of Transforms: 1
Length : 44

236 02/13/2001 14:21:30.430 SEV=8 IKEDECODE/0 RPT=200 172.18.124.
Transform # 1 Decode for Proposal # 1:

Transform # : 1
Transform ID : IKE (1)
Length : 36

238 02/13/2001 14:21:30.440 SEV=8 IKEDECODE/0 RPT=201 172.18.124.
Phase 1 SA Attribute Decode for Transform # 1:

Encryption Alg: DES-CBC (1)

Hash Alg : SHA (2)

DH Group : Oakley Group 1 (1)

157

157

157

157

157



Auth Method : Preshared Key (1)
Life Time : 86400 seconds

243 02/13/2001 14:21:30.440 SEV=7 IKEDBG/0 RPT=479 172.18.124.157
Oakley proposal is acceptable

244 02/13/2001 14:21:30.440 SEV=9 IKEDBG/0 RPT=480 172.18.124.157
constructing ke payload

245 02/13/2001 14:21:30.440 SEV=9 IKEDBG/1 RPT=120 172.18.124.157
constructing nonce payload

246 02/13/2001 14:21:30.440 SEV=9 IKEDBG/38 RPT=8 172.18.124.157
Constructing VPN 3000 spoofing IOS Vendor ID payload (version: 1.0.0,
es: 20000001)

248 02/13/2001 14:21:30.440 SEV=9 IKEDBG/1 RPT=121 172.18.124.157
constructing vid payload

249 02/13/2001 14:21:30.440 SEV=8 IKEDBG/0 RPT=481 172.18.124.157
SENDING Message (msgid=0) with payloads

HDR + KE (4) ... total length : 192

250 02/13/2001 14:21:30.540 SEV=8 IKEDECODE/O RPT=202 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): FE 75 39 26 66 21 F6 F8
Responder Cookie(8): 67 1D 73 71 AE 2B 88 2E
Next Payload : KE (4)

Exchange Type : Oakley Main Mode
Flags : 0

Message ID : 0

Length : 152

256 02/13/2001 14:21:30.540 SEV=8 IKEDBG/0 RPT=482 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

258 02/13/2001 14:21:30.540 SEV=8 IKEDBG/0 RPT=483 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 152

260 02/13/2001 14:21:30.540 SEV=9 IKEDBG/0 RPT=484 172.18.124.157
processing ke payload

261 02/13/2001 14:21:30.540 SEV=9 IKEDBG/0 RPT=485 172.18.124.157
processing ISA_KE

262 02/13/2001 14:21:30.540 SEV=9 IKEDBG/1 RPT=122 172.18.124.157
processing nonce payload

263 02/13/2001 14:21:30.560 SEV=9 IKE/0 RPT=30 172.18.124.157
Generating keys for Initiator...

264 02/13/2001 14:21:30.570 SEV=9 IKEDBG/1l RPT=123 172.18.124.157
constructing ID

265 02/13/2001 14:21:30.570 SEV=9 IKEDBG/0 RPT=486
construct hash payload

266 02/13/2001 14:21:30.570 SEV=9 IKEDBG/0 RPT=487 172.18.124.157
computing hash

267 02/13/2001 14:21:30.570 SEV=8 IKEDBG/0 RPT=488 172.18.124.157
SENDING Message (msgid=0) with payloads

capabiliti



HDR + ID (5) ... total length : 64

268 02/13/2001 14:21:30.740 SEV=8 IKEDECODE/O RPT=203 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): FE 75 39 26 66 21 F6 F8
Responder Cookie(8): 67 1D 73 71 AE 2B 88 2E
Next Payload : ID (5)

Exchange Type : Oakley Main Mode
Flags : 1 (ENCRYPT )
Message ID : 0

Length : 68

274 02/13/2001 14:21:30.740 SEV=8 IKEDBG/0 RPT=489 172.18.124.157
RECEIVED Message (msgid=0) with payloads
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 64

276 02/13/2001 14:21:30.740 SEV=9 IKEDBG/1l RPT=124 172.18.124.157
Processing ID

277 02/13/2001 14:21:30.740 SEV=9 IKEDBG/0 RPT=490 172.18.124.157
processing hash

278 02/13/2001 14:21:30.740 SEV=9 IKEDBG/0 RPT=491 172.18.124.157
computing hash

279 02/13/2001 14:21:30.740 SEV=9 IKEDBG/23 RPT=8 172.18.124.157
Starting group lookup for peer 172.18.124.157

280 02/13/2001 14:21:30.830 SEV=8 IKEDECODE/O RPT=204 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): FE 75 39 26 66 21 F6 F8
Responder Cookie(8): 67 1D 73 71 AE 2B 88 2E
Next Payload : ID (5)

Exchange Type : Oakley Main Mode
Flags : 1 (ENCRYPT )
Message ID : 0

Length : 68

286 02/13/2001 14:21:30.830 SEV=6 IKE/0 RPT=31 172.18.124.157
Duplicate Phase 1 packet detected!

287 02/13/2001 14:21:30.830 SEV=6 IKE/0 RPT=32
MM received unexpected event EV_RESEND_MSG in state MM_I_DONE

288 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=492 172.18.124.157
Found Phase 1 Group (172.18.124.157)

289 02/13/2001 14:21:30.840 SEV=7 IKEDBG/14 RPT=8 172.18.124.157
Authentication configured for Internal

290 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=493 172.18.124.157
Oakley begin quick mode

291 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=494 172.18.124.157
Starting phase 1 rekey timer

292 02/13/2001 14:21:30.840 SEV=4 AUTH/21 RPT=15
User 172.18.124.157 connected

293 02/13/2001 14:21:30.840 SEV=8 IKEDBG/6 RPT=7
IKE got SPI from key engine: SPI = 0x08201539

294 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=495 172.18.124.157
oakley constucting quick mode



295 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=496 172.18.124.157
constructing blank hash

296 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=497 172.18.124.157
constructing ISA_SA for ipsec

297 02/13/2001 14:21:30.840 SEV=9 IKEDBG/1 RPT=125 172.18.124.157
constructing ipsec nonce payload

298 02/13/2001 14:21:30.840 SEV=9 IKEDBG/1l RPT=126 172.18.124.157
constructing proxy ID

299 02/13/2001 14:21:30.840 SEV=7 IKEDBG/0 RPT=498 172.18.124.157
Transmitting Proxy Id:
Local subnet: 192.168.1.0 mask 255.255.255.0 Protocol 0 Port 0
Remote subnet: 10.32.50.0 Mask 255.255.255.0 Protocol 0 Port O

302 02/13/2001 14:21:30.840 SEV=9 IKEDBG/0 RPT=499 172.18.124.157
constructing gm hash

303 02/13/2001 14:21:30.840 SEV=8 IKEDBG/0 RPT=500 172.18.124.157
SENDING Message (msgid=23bcl1709) with payloads

HDR + HASH (8) ... total length : 184

305 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/O RPT=205 172.18.124.157

ISAKMP HEADER : ( Version 1.0 )
Initiator Cookie(8): FE 75 39 26 66 21 F6 F8
Responder Cookie(8): 67 1D 73 71 AE 2B 88 2E
Next Payload : HASH (8)

Exchange Type : Oakley Quick Mode
Flags : 1 (ENCRYPT )
Message ID : 23bcl709

Length : 164

312 02/13/2001 14:21:31.000 SEV=8 IKEDBG/0 RPT=501 172.18.124.157
RECEIVED Message (msgid=23bcl709) with payloads

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
th : 156

315 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=502 172.18.124.157
processing hash

316 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=503 172.18.124.157
processing SA payload

317 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/O RPT=206 172.18.124.157
SA Payload Decode

DOI : IPSEC (1)
Situation : Identity Only (1)
Length : 48

320 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/O RPT=207 172.18.124.157
Proposal Decode:

Proposal # : 1

Protocol ID : ESP (3)

#of Transforms: 1

Spi : DA 16 3F E4
Length : 36

324 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=208 172.18.124.157
Transform # 1 Decode for Proposal # 1:

Transform # : 1

Transform ID : DES-CBC (2)

total leng



Length : 24

326 02/13/2001 14:21:31.000 SEV=8 IKEDECODE/0 RPT=209 172.18.124.157
Phase 2 SA Attribute Decode for Transform # 1:

Life Time : 28800 seconds
Encapsulation : Tunnel (1)
HMAC Algorithm: SHA (2)

329 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=127 172.18.124.157
processing nonce payload

330 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1l RPT=128 172.18.124.157
Processing ID

331 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1l RPT=129 172.18.124.157
Processing ID

332 02/13/2001 14:21:31.000 SEV=9 IKEDBG/0 RPT=504 172.18.124.157
loading all IPSEC SAs

333 02/13/2001 14:21:31.000 SEV=9 IKEDBG/1 RPT=130 172.18.124.157
Generating Quick Mode Key!

334 02/13/2001 14:21:31.010 SEV=9 IKEDBG/1 RPT=131 172.18.124.157
Generating Quick Mode Key!

335 02/13/2001 14:21:31.010 SEV=7 IKEDBG/0 RPT=505 172.18.124.157
Loading subnet:

Dst: 10.32.50.0 mask: 255.255.255.0

Src: 192.168.1.0 mask: 255.255.255.0

337 02/13/2001 14:21:31.010 SEV=4 IKE/49 RPT=7 172.18.124.157
Security negotiation complete for LAN-to-LAN Group (172.18.124.157)
Initiator, Inbound SPI = 0x08201539, Outbound SPI = 0Oxdal63fe4

339 02/13/2001 14:21:31.010 SEV=9 IKEDBG/0 RPT=506 172.18.124.157
oakley constructing final quick mode

340 02/13/2001 14:21:31.010 SEV=8 IKEDBG/0 RPT=507 172.18.124.157
SENDING Message (msgid=23bcl1709) with payloads
HDR + HASH (8) ... total length : 76

342 02/13/2001 14:21:31.010 SEV=8 IKEDBG/7 RPT=7
IKE got a KEY_ADD msg for SA: SPI = Oxdal63fed

343 02/13/2001 14:21:31.010 SEV=8 IKEDBG/0 RPT=508
pitcher: rcv KEY_UPDATE, spi 0x8201539

344 02/13/2001 14:21:31.890 SEV=8 IKEDBG/0 RPT=509
pitcher: recv KEY_SA ACTIVE spi 0x8201539

345 02/13/2001 14:21:31.890 SEV=8 IKEDBG/0 RPT=510
KEY_SA_ACTIVE no old rekey centry found with new spi 0x8201539, mess_id 0x0
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