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1. RADIUS A‘I H-|01|A‘| NT Password Expiration Parameters(NT H|ZH#HE Ot2 O§7HHT)E 5
St 2 F435l24™ Configuration(74d) > User Management(At& X} F_*EI) >
Groups(:l.l)E OI 5t0d SE0AM &2 M= 51 Modify Group(ZL & £8)2 Z=I&Lict.
of2H odl= "ipsecgroup"Ol2teE IE S M5t WS E0iELICH

Configuration | User Managemen | Growp
Save Mendndly

This section lets you confipee groups A group is a collection of users treated as a smgle enbiy.

Chele the Add Group button 1o add a group, or select a grop and chek Delete Group o Modify Growp. To moddy otter group pareneters, chck Modify Auth. Servers, Modify Acet.
Servers Maodify Address Pools or Modify Client Update

Current Groups Actions

2. IPSec B2 2 0|5 35l0{ Authentication 540l CH3H Expiry7} /= RADIUS7t MEAE|QI= K]
EHolgtLct

Arribute Value [Therit? Deseription
IPSec SA[ ESP-IDES-MDS =l F  |Select the group's TFSec Secunty Assocaton
TEE Rﬂm | supponed by cemboate | | P [Select whether o not to vabidate the identty of the peer usng the peer's certificate
TEKE Keepalives| = F  |[Check to emable the wie of IRE keepalives for members of ths group
R”"‘“"”“"‘fﬁ:; | F  |Check to reauthensicate the user on an TRE (Phase. 1) releey
Tusmnel Type|| Ramals Amasé F  [Select the type of beemel for doe growp. Update the Bemeote Access parameters below az needed

Remate Access Parameters

Group Leck| ™ F  |Lock users mbo os grogp.
AuthenSeation m r Select d'nf Mm meethid for members of thin group. This parsmeter doen ot apply to Individusl Teer
Mane —
IPCum.p PLADLES K Salect the method of [P Cuqr::mn far membars of ths Foup
" Check to mitiate the exchange of Mode ConBgurabion parameters with the chent Thes mast be checked f version 2.5 {or)
Svds Coully = g'Dl'lﬂnmun . earber) of the the Aluga/Cisco chent are beng used by members of thes growp
A —

3. VPN 3002 Hardware Clients0|A] O] 7|5 & & 435}5l24™ HW Client(st =901 E2}0[|¢1E)
EHo 2 0| S 3104 Require Interactive Hardware Client Authentication(CHEHE st=<lo{ 210
ME CIF ER)0| FASIE|=X] & QIFt CHF Apply(XHE)E F=I8HUCH

Hardware Client Parameters

Attribute ¥aklue Imherit? Diescription

Hequire Interartive Hardware Client| =
Muthentication|

Hequire Individaal User Authentication) [
0

User Tdle Timent)

Cizen [P Phone Bypass| [

Check to requre the hardware client to be mieractwely authentscated ab each commechon atempt.

(Check bo requre users behmd a hardware chent to be authenbcated
Enter the sesnon idle treout in sostes. Tae O for ne tmeout

Chech to allow Ciscs IP Phones te bypaiz Indindual Taer Authenticaton bebend a bardware
izt
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1. Concentratoroi A RADIUS AH

MH g F435t2{H Configuration(Z1Z|22{| 0| M) >

System(A|AE]) > Servers(MH) > Authentication(2/%) > Add(F7}H 2 OIS &rLct

Configuration | System | Servers | Authentication

Thas secteon lets you configure parameters for servers that muthenticate users

You should have a propery configared RADIUS, HT Domam, or S0 server to access, or you can configure the miemal server and add users to the intemnal database.

Chek the Add button to add a server, or select & serwer and chick Modily, Delete, Move, or Test

2. Add(FE7}H &tEH0l M RADIUS ME{ol| s sHE Zt2 &=

ool MHE CHS 22 AFSELICH
Server Type: RADIUS

Authentication Server: 172.18.124.96

Server Port = 0 (for default of 1645)

Timeout = 4

Reties = 2

Server Secret = ciscol23

Verify: ciscol23

Anthentication
Servers Actions
Indzamil (Irdemial) Add I
Modity |

{]

Test

I Add(F7t)E S=gfLict.otzl

ofi

Configuration | System | Servers | Authentication | Add

Confizure and add a user authentication server.

Server Type I RADILS '!

Authentication Server [172.1812496

Server Port |l'l
Timeout |4
Retries |2

Server Secret |""’"""“

Add | cancel |

Selecting fafermal Server will let you add users to the mternal user database,
Enter IP address or hostname.

Enter 0 for default port (1643)

Enter the tmeout for thas server (seconds),

Enter the number of retnes for this server,

Enter the BADTUS server secret.

EFe-enter the secret.
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Authenticate using = RADIUS (Cisco VPN 3000)
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[]E IUser
Setup
TES
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Shared Profile
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1. Configuration(Z1Z| 124 0|M) > System(A|AH]) > Servers(A ) > Authentication(2I&)2 2
O|S&LICt RADIUS MHHE MEHSH T Test(EHIAE)E =|ELICH

This section lets you configure parameters for servers that authenbcate users

Tou chould have a properly confgured BADITS, MT Dognain, of SDI server to access, of you can configare the mternal server and add uszers to the miernal database

Thck the Add batton to add a server, or select a sereer and click TL‘TnﬂiF}', Delete, Mave, or Test
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Configuration | System | Servers | Authentication | Test

Enter a username and password with which to test. Please wait for the operation to complete or timeout.

User Name |jfrahim

Password |““'°"""""‘“"

ok | cancel |

3. 2180 2 HPEHI *"""El_l A< "Authentication Successful(@!1E 43&)"0|2t= HIA|X|E gtotof

@ Authentication Successful
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fl0oman Us... Security Gro.., I N jehir
EDEnterprise ... Security Gro..,

€Group Foll...  Security Gro... LogonHows | LogonTo. |
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f ISR _JAZL., liser I Acsauintis e sl e

£ DAAM_IAZ .. User :
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ﬁkrbl:gt Liser E Usermust change password ab nexd lngon j
E0netShow ... Security Gro... ™ User cannot change password

;E.u.s andl.. L;e:;w Gro... " Password never axpires
ﬂ‘schema A.. Security Gro.., [T Store password using reversible encryption ﬂ
Telnterriet... Liser b
| Account expires
1+ Mewar
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