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E = Support T Help
aseo | hreat Grid Appliance Administration Portal

@ Logout
# Configuration ~ Cperations - Status - Support ~ L b
RADIUS DTLS Configuration
Authentication Mode 4. Either System Or RADIUS Authentication j
RADIUS Host @ 10.48.17.135
RADIUS DTLS Port @ HELP @ 2083
nOxvUhoHaivg+B
RADIUS CA Certificate & HELP ---END CERTIFICATE-—-—
“
& " = QFriRNEHrKa
RADIUS Client Certificate @HELF @ END CERTIFIGATE - y
ZTOKEYdwaktimOluw==
RADIUS Client Key QHELP R END EC PRIVATE KEY----- 4
£
Initial Application Admin Username @ HELP & radek

2t 1:RADIUS X2 X8t & TG 0{Z2I0|1AE KT Ad5HoF &FL|C}.
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Details

radek

Login
Name radek /
Title rd
Email rolszowy@cisco.com /
Integration none vy
Role admin |
Status mﬂ Inactive
RADIUS Username @ [ radek]
[ Private . Public

Default Ul Submission
Privacy @
EULA Accepted@ No
Vg
- False
. False

CSA Auto-Submit Types @
Can Flag Entities @ True
Enable Direct SSO Setup @ | True
10Et7. RADIUS M& 2152 gdstELict
el Z=Ho| 83dMo2 20I5tH 24 A[AR| Q15 S 25| HIE M35t 0 RADIUS 7|EE @1F
ot AT = A SM0| LIEFELICEH
; £ Support 7 Help
wiliat]ia
cisco 1 Nreat Grid appiance Administration Portal ™ Logout
# Configuration = Operations ~ Status ~ Support ~ - -
RADIUS DTLS Configuration
RADIUS Authentication Mot Enabled
Authentication Mode S Authentication Permitted
ation Permitted
@ 10.4B8.17.135
zho|Olx|, relxt 2 2& =

RADIUS Host
CIS2 &elghuct.
TGt CHA| #AMEH 2T 5t oM 212! Ho|X|=
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el Threat Grid

Authentication Required

Authenticate using RADIUS:

Authenticate using System Password:
@ | RADIUS Login

& | Systemn Password

Authenticate

& | RADIUS Password or

Authenticate

This site iz best viewed in: Internet Explorer 10+, Firefox 14+, Safari 6+, or Chrome 20+




st ren]n,
CISCO

Threat Grid

| ¢ Use your RADIUS username and password. ‘

RADIUS username

RADIUS password

Forgot password?

=X st

r

ENE e £ e 78 24 O Z&LICHISE, HEL3 294 2! ThreatGrid.
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- ISE0 M ServiceType=AdministrativeE ThreatGrid2| Q15 @Ho Z BtEH5t=X|

.Operations(2 %) >RADIUS>Live Logs on ISE(ISEQ] EI0|H £E1)2 0|Sst1 M HEE &
QIghLCt.
Tirrse Status Detalls  Repeal... |dantty Authentication Policy  Autharization Palicy Authorizati...  Natwork Device
j Sty TheaatGrid % Aathorization Policy
Fab 20, 2020 03-40-38 TES AN a a rachek ThreatGerid »= Defaut ThreatGrid == ThreatGrid Admin TG opadmin ksac-thresigridZ-clean
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Authentication Details

Source Timestamp
Received Timestamp

Policy Server

2020-02-20 09:40:38.753

2020-02-20 09:40:38.753

wcecot-ise27-1

Event 5200 Authentication succeeded
Username radek
User Type User

Authentication Identity Store

Authentication Method

Authentication Protocol

Internal Users

PAP_ASCI|

PAP_ASCII

Service Type Administrative
Network Device ksec-threatgrid02-clean
Device Type All Device Types
Location All Locations

Authorization Profile

Response Time

TG opadmin

13 milliseconds

. 0|28t Q0| ZAIZ|X| to™ ISEX|AM THZ! HZ{E & EHLICH Operations(2Y
)>Troubleshoot(2A| 3Z)>Diagnostic Tools(T!IE T=7)>TCP Dump(TCP & X)Z 0|&3}0{
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TCP Dump
Monitor the packet headers on the network and save to a file (up to 5 Minutes)
Status ﬂ Monitoring... (approximate file size: 8192 bytes)
Host Name wcecot-ise27-1 j
Network Interface GigabitEthernet 0 j
Promiscuous Mode ~ * On Off
Filter ip host 10.62.148.171
Example: 'ip host helios and not iceburg'
Format = Raw Packet Data j

Dump File
HIOIE =7} B7IFUSE &lslor S LICHAIMIEF LIS S 24T Wiresharkoll M pcap IS 044
A2,
L7 HIAIX]

2|8k & "We're sorry but something was wrong"O|2t=

- ThreatGrido|l M HE S 2=
7t EAlE| HO|X[7t ChS 1t ZHo| EA[ELICEH
[ Support 7 Help
= Logout

el .
aisco 1 hreat Grid appaance Administration Portal
Status - Support ~

o Configuration = Operations =

We're sorry, but something went wrong.

The server experienced an error while processing your request. Please retry your request later,

If this problem persists, contact support.
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= Z2I0|E QB A0 RSA 7|1E 7I% 0ol AF2 3K
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