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O| sudo openss req -in server.csr -pubkey -noout -outform pem | sha256sum B4 Certificate Signing Request TF 0| A Z 7 7|2] SHA-
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0| sudo opensdl pkey -in server_key.pem -pubout -outform pem | sha256sum@3 &2 712l 7| UM S7H 7|2 SHA-256 M2 42 =48
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0| sudo openssl x509 -in server_cert.pem -pubkey -noout -outform pem | sha256sumE 2 22 El Q1B M ZhUolA S71 712] SHA-256 &l
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admin@ctb-manager:~$ sudo openssl req -in server.csr -pubkey -noout -outform pem | sha256sum 3e8e6b0d39
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admin@ctb-manager:~$ ssh-keygen -yf server_key.pem ssh-rsa {removed for brevity} admin@ctb-manager:~$
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o SSH(Secure Shell)E S5l CTB Manageroll 22218t LCH MR| Sof £ AHE A XK= T2l "admin® AFS XFQILICEH

«  HAZ sudo opensd req -x509 -newkey rsa:{ key_len} -nodes -keyout server_key.pem -out server_cert.pem -sha256 -days 3650 -
subj /CN={ctb_manager_ip} Al&4stL|C}.
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admin@ctb-manager:~$ sudo openssl req -x509 -newkey rsa:4096 -nodes -keyout server_key.pem -
[sudo] password for admin:
Generating a RSA private key

..................................................................................... ++++
............................................................................ -+t
writing new private key to 'server_key.pem'
admin@ctb-manager:~$
o server_cert.pem IFUE cat server_certpem WHOZ BT LIS ol EALS0] el BIAE HE7 |2 24 T AH
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admin@ctb-manager:~$ cat server_cert.pem
————— BEGIN CERTIFICATE-----
{removed_for_brevity}

————— END CERTIFICATE-----
admin@ctb-manager:~$
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admin@ctb-manager:~$ sudo cat server_key.pem
————— BEGIN PRIVATE KEY-----

{removed_for_brevity}
————— END PRIVATE KEY-----

admin@ctb-manager:~$
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Upload TLS Certificate o

Choose the file that contains the certibicate (in PEM format) and the fle that contains the
private key (in PEM format], and click Upload

Certificate Private Koy

+ Choose file ' | % Choose file |

Cerfificate defails

Cancel
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Upload TLS Certificate >

Choose the file that contains the certificate (in PEM format) and the file that contains the
private key (Iin PEM format), and click Upload.

Certihcate Private Key

! Gt parm ! iy, parm
« Certificate details

subject Name

10.209.35.152

Issuer Mame
b 10, 2009.35.152

n
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1. ssh& S8l ZF broker w=0i| 22215t 1 HH S sudo ctb-manage &A1& gf LICtH

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual lecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

[sudo] password for admin:

o HAXIZF EAZH SMcg MEELICH

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(o) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c
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== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

3fcbcd3c

subject=CN = 10.209.35.152

issuer=CN = 10.209.35.152

Validity:

notBefore=Mar 28 13:12:43 2023 GMT
notAfter=Mar 27 13:12:43 2024 GMT

X509v3 Subject Alternative Name:

IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem



done

== Starting service

CA (Certificate Authority) gt 2 215 A
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« H™S openss req -new -newkey rsa:{ key len} -nodes -addext "subjectAltName =
DNS:{ cth_manager_dns name} ,IP:{ ctb_manager_ip}" -keyout server_key.pem -out server.csr A&ligtL|Ct §5lE A< OMX|2 &
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« 2048, {key_len} 4096, 81929t ZHO| MEHE 7Ol 7| ZO|2 & HEFLICE.

admin@ctb-manager:~$ openssl req -new -newkey rsa:4096 -nodes -addext "subjectATtName = DNS:
Generating a RSA private key

You are about to be asked to enter information that will be incorporated
into your certificate request.

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be Tleft blank.

Country Name (2 Tetter code) [AU]:US

State or Province Name (full name) [Some-State]:North Carolina

Locality Name (eg, city) []:RTP

Organization Name (eg, company) [Internet Widgits Pty Ltd]:Cisco Systems Inc
Organizational Unit Name (eg, section) []:TAC

Common Name (e.g. server FQDN or YOUR name) []:ctb-manager

Email Address []:noreply@cisco.com

Please enter the following 'extra' attributes
to be sent with your certificate request

A challenge password []:

An optional company name []:
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Upload TLS Certificate ot

Choose the file that contains the certibicate (in PEM format) and the Ale that contains the
private key (in PEM farmat], and click Upload.

Certificate Private Key

F Choose fie | F Choose file

» Certiicate delails
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Upload TLS Certificate s

Chaode the Bl ol containg the cerlifcate (in PEM formatl) and e 8 Bhal containg the
pirivase ey (in PEM formmat), and chick Upboad.

Certihate Private Key
B ctb-mansger pem W server by

« Certihcate details

Subject Name
i Frinangs Marth Cancling
HTE
gandizal CERCD SyFieird Inc
Fams Ctb-Mmanager
sardat ' TAL
lwuier Mame
CHOOTAC

Subject Alternate Mame ctb-manager
10.208.35.152

Cancel Lo

«  "Upload(PZE) HES MEISt0 M CIZSAME HEE=FLICH ¥ U7 & 60% F0i| AIXASZ CHA| AZFE|, CHA| Al
A E E Yyl 20l Lo

+ CTB Manager Node &l 2&0] 2015t1 2 0|5 35t0{ Af Bt ZH2 QIE M M| A Settings > TLS Certificate & &



Lt HELSXIE A stod QIEM MEAS S BT Urd Mz ol e RAE HEE BLICH

Broker I E OO0 E

CTBEERI =E0| M ID QBM7I AU2H L CTBEEZH LEE 522 YO|0o|ESHofF &rLC}.

1. ssh& S8l ZF broker = =0i| 22215t HAH S sudo ctb-manage &A1& g LICtH

admin@ctb-broker:~$ sudo ctb-manage

We trust you have received the usual Tecture from the Tocal System
Administrator. It usually boils down to these three things:

#1) Respect the privacy of others.
#2) Think before you type.

#3) With great power comes great responsibility.

[sudo] password for admin:

o MAIXKIZ EAIEH S4McS H=fEHLICEH

== Management Configuration

A manager configuration already exists for 10.209.35.152
Options:

(0) Associate this node with a new manager

(c) Re-fetch the manager's certificate but keep everything else

(d) Deactivate this node (should be done after removing this node on the manager UI)
(a) Abort

How would you 1like to proceed? [o/c/d/a] c

« QUBM MHFAEO| MEE QUBAM| gfat UR|stEX| Helstn ABME SQlst= T M= LICy. MH|ATH RIS 2
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== Testing connection to server exists

== Fetching certificate from 10.209.35.152
Subject Hash

fa7fdofb

subject=C = US, ST = North Carolina, L = RTP, 0 = "Cisco Systems Inc", OU = TAC, CN = ctb-manager,
issuer=DC = CiscoTAC, CN = Issuing CA

Validity:

notBefore=Jun 13 16:09:29 2023 GMT
notAfter=Sep 11 16:19:29 2023 GMT

X509v3 Subject Alternative Name:
DNS:ctb-manager, IP Address:10.209.35.152

Do you accept the authenticity of the server? [y/n] y

== Writing /var/lib/titan/titanium_proxy/ssl1/titanium.pem
done

== Starting service
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stname ctb-manager

Expires Sep 11, 2023, 0B:19 PM UTC

Certificate details

Subject Name
Country or Region us

e/Province North Carolina
Locality RTP

Organization Cisco Systems Inc

Common Name ctb-manager
irg 1t TAC

Issuer Name

Common Mame Issuing CA
Domain CiscoTAC

Subject Alternate Name  ctb-manager

10.2098.35.152

@@  + Each connected broker node needs to trust this certificate.
» If a broker node is not communicating with the manager node, re-register the broker node by doing the
following:
= Use 55H or the VM Server console to log in to the appliance using the admin credentials.
= Run this command: ctb-manage

https:f[10.209.35.162[sattings
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admin@ctb-manager:~$ sudo grep -ic begin /var/lib/titan/titanium_frontend/ss1/cert.pem [sudo] password
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