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1. SDME Y1 Configure(T4d) > VPN > WebVPN2 2 O|S#fLICt.Create WebVPN(WebVPN
M) 42 2251 Create a new WebVPN(A| WebVPN 44) BIC|2 HE S MEEHL|CH M
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P Cleco Router and Sacurity Device Manoger [SOM): 172.22.1.151
Flle Edit View Tools Help

(4 Home “‘1‘% Configrs Meordkor | Heﬁ!‘. EEH s&a—. I-I?;

ZQ'-.-PM e
Site-le-ile VPN Croata WehPH | EatViebvPN |

CiscoSysTEMs

I E::T:E: g’::”':“ DK can guide you Through WekNPH configuraion 1asks. S2lecialask; then chck
[~ ¥ ! Lawnch the selected fask’ bution
- Chmiamic Mullipainl WP
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Lis Case SCenario
[ [ Wﬂ:h'.-"f' W Galeways
|

L™ Packages
53-"._.ﬂ WPK Cermponenls

Recommended Tasks

45 i ol srebled onvour rouber . s some Vb PN services Eryaal iy DS
FeguFe DRS 50 wehork, 8 B2 reconmmended That you ensble DNS.
o Creale a new Web VPN

Lz {his wezard b0 creade & newy Web VPN,
" faid & mew policy to an existing Web WP for 2 new group of users

Lk 1 wizord B0 crdsd e & nerey poicy’ [0 8 axdsting WebYP for @ nesy groun of Liecs. For eeampia
Troriian P trssntion ¥ou can creale separss pobolss for difsrent depsriments nyour company.

" Configure advanced fealures for an e:xisting WahVPN

; e Lbem thiz wezard b0 conligure athanced festures such ax thin clerd, Tul lunel, snd Ceoo Secum
Comliy of Senice Deskiop 1o an existing VHebvEH,

T .
A T Launch e gelecied bsk
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S5L VPH Client (SVC) =
Windows 2000 or 17222130 = https
Windows XP
Cisco Sacure Daskiop
- WebVPN Gateway Secure Access

52.153.0.3 Sarver Famn
Citrix
Applications
iaciniosh Internet Cisco 3825
_ &= CIFS
1l Cache Cleaner
ilg: 172,22.1.50

S&L Enabled Web
Browser
hitps:/{192 168.0.37/sales

3. WebVPN HO|EQ0|Q] IP 4, MHH|AS| 1RF 0| &
Next(Ct=)E& =|ghct

WehYPH Wizard

wﬂh“rp” wi I IP Address and Name
. This s the IP address users will enter to access the WebVPR portal page, If multiple WebVE R
senices are configured in this rouler, the unique name is used to distinguish the service.

IF Address: |192168.0.37 E| Name: |cisco

[~ Enable secure SOM access through 192.168.0.37

Digital Certificate
When users cannect, this diaital cedificate will be sent fo their web browser o authenficate the

| router.

Cerificate: |'I'P=salraslgrm|:i-5??19311n :I

% Information

URL to login 1o thiz YWeabVPMN sefic e hitps1 92,1 68.0. 3T/Cisca

::Elsu:k‘ Haxtﬂ Finish E Danr:el| Halp ]

4. 0| WebVPN HO|EQ|O[of CHEt Q1B S 2IoH At At HHE BHE = USLICLEZ A™E =
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WehY¥PH Wizard Iﬁ]

User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iy to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal AL sarvar

" FIft on an external A8 semver and then locally on this router

" 1Use the ASA authentication method list  |=dm v sauth w9 <]

Create user accounts locally on this router,

Llzsemame Add..
EdiL.,.
ausnmi

sales
NEWEISCo

u:EIsu:[-cl Next = | Finish | Ganca]l Help I

. Add an Account(AI& F7}1) 0 A M AL RLof| CHEH HIH HEE @246t T OK(EQHNE 2




Ju

Pl

Ol mok

C
mu 1

Add an Account

Enter the username and password

x]

Username: user_f
Password
Fassword =Mone=
Mew Password: e
confirm Mew Password: |*L"L"L"L"L"””r

W Encrypt password using MDA hash algarithim

Privilege Level: |1 hd

]38 [:| Cancel | Help

M & User Authentication(AF& A ©15) H 0| X|0f| A Next(CHS)



WebhYPH Wizard m
User Authentication

You can canfigure user accounts locally on this router, You can configure user accaunts on a
AAA server so thal the router can contact this server fo authenlicate users when they iry to log
anh. Spacify how Y¥ebVPN should authenticate the users when they login.

" Extarnal ALA sarver
= Localky on this router

" First on an external A& semver and then locally on this router

™ Use the ASA authentication methad list |0 vor sauth_mi 9 <]

Create wser accounts locally on this router,

Usemame Add... |
wis han Edit .
ausnmi
sales
NEWESCo

=;Elsu:[-c| Haﬂﬂ Fintsh | Ganca]l Help |

7. Configure Intranet Websites(2IE2t 2 ALO|E F4) 3tEH0{ M= WebVPN HO|ES[0] AFHE
K7 AL E = e H MOIEE THE = U&LICHO| A= CSDL| An|azolMo 51
£ 51 A25Z o| HOo|X|IE FAISHAAIR Next(CHZ)E 2B LICH



WehYPH Wizard
wﬂhypﬂwwd Configure ktranet \Weahsites

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contaln one or more websites. Each of these groups will appear in the portal page as
links that users can click to nadgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.

Action | URL List T

It

jalale

=;Elsu:[-c| Meaxt h| Finizh l Gar‘ma]l Halp i
]

8. CH= WebVPN Wizard(2 VPN O AL 30| ™A E{'2 SSL VPN E210|21EE AI8 3T
g MEiE = UX|TH O] EA{Q| H4l2 CSDE &/dg5tst= W LIt Enable Full Tunnel(T
A B #'&5})2 ME4 XA TN ext(Erﬁ)E gt



WehYPH Wizard

T R B ety

Enabling full tunnel downlozads the WebvPR full tunnel client software ta the clignt.

IH wddress ool

Creale a new or select an existing address pool from which clients will be given an IP address
when they connect

[P ediress Rorl e

d (= E R I = =

The full unne| client sofware should be installed on vour reuler, 5o that it can be
downloaded by clients when they connect {o WebYFr service on this rouler, Specifiihe
location of the full tennel softvare install bundle.

e CETI | Brovse.

Drowmload [atest Full Tunnel clisnt install bundle.

Iv [Keeol e Eul unrel Elienl eoffrarainstaie die melfent BE

Click Advanced Tunnel Options_.. to configure split tunneling, solit DS, Drowser prosy
zattings, DS and WINS samvers.

Aovrznced [unnel Lpions... |

=;Elsu:[-c| Haxtall\g Finish E Ganca]l Help |

9. A+E RO A WebVPN 2 HO|X|2| Z&FE MEX XIHE = U&LICLO| ER 7|2 M
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WebhY¥PH Wizard 1§]

Customize WebVPHN Portal Page

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. Atheme defines colors for texts and background and a
logo, You can create new themes, and customize colors, text and logo in EditWebYPR mode,

Thetme! |ETEIal: e

Preview:

Cisco SYSTEMS [2I[E] (&1X]
Web VPN Server '
i Flaali [
Websites
Infernet
Enter Web address (URL): | | Go|
u:EIsu:[-cl Hmﬁ Finizh | Ganca]l Help I

10. O] Al2|=2] o} x|2} 3t340| E AIEILICWebVPN HO|EQ0|of CHEH ZAT|2efo|Md 22FS
E A LICHFinish(OHE)E 28/6tD ZEZEJF EAIZ|H OK(EQHNE =g ct



WebYPH Wizard ]

WebBVPN Senice Mame | Cisco
YWebWPHM Palicy Name - policy_1
¥YWebWPH Galewsay Mame : gateway 1
User Authentication Method List  : Local

Infranet websites: Dizabled

Full Tunnel Configuration
SV Status ‘Mo
IF Address Pool ; =Mone=
Split Tunneling  : Disabled
Split DS :Disabled
Install Full Tunnel Client  Disabled

DS is not enabled on vour router, As same WebVPHN services require DNES o wark, it is]
& : Y recommended that you enable DNS.

ﬁElm:t-:l Haxt =

Finish[}s [Cancal]  Halp |

..............

1Bt A:2EHAH:WebVPN ZHEIAE 0| CSDE & /g3HELct

ok
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F8 Cleco Router and Security Device Manoger (SDH): 172.22.1.151
Flle Edit View Toolz Help
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&. Lbgsa Thise il B0 Coranl @ & i DOBCY 10 8 @oiating VbR for & nesy grou of Leie s, For eampia
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i i L fhiz wezerd B conligure achanced Testures such as thin chenl, Tull lunnel, and oo Secuns
Crmluy ol Senvice [%Duhmurmmdﬂlumm.

Launth e salaciad task

Cisen SysTEME
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Cordguration daliwerad & roular. 10034 UTC Sun Aug 06 2008 ﬂ

2. 15 WebVPN OFE4AFS| A= T O] X|7F E A|EILICHNext(CHS) & =gt



WebhYPH Wizarnd !E

wﬂhvpuwjzﬂd Welcome to the Advanced WebVYPH Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPN. You can use this wizard to do the following:

* Configure links in the porlal page to intranetwebsites and web-enabled
applications such as Microsoft Office Oullook e-mail.

* Conflgure the router to operate nhin client mode. This mode suppots port
| forwanding, which enables users to run client applicalions on their PCs and
| securely connect o corporate sepers,

| * Enable the rauter to dovsmload full-tunnel WebPM clignt softeare on users PCs,
| giving them full-tunnal connecivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the rouier with the URLS for Clirx servers,

i =|'.'_I'|E Ganca]l Halp |

3. Zl=o| EEC2 AKX A WebVPN LU AF2A 122 MEHSHL|CHMEH & =20 12
WebVPN Ot AL 7|S 0| M8 L|C Next(CHS)E & =/ghct



WehY¥PH Wizard

W&I:NFH w Select the WehWPH user group
"N Wizard Select the WebWPN and the user group within that WebWPN for whom you want to configure

additional advanced features.

WehVIPN:

Liser Group; |p-:| licy_1 |

Default Group:  policy_1

=;Elsu:[-c| Haﬂﬂ Finish E Gar‘ma]l Help |

MEH StHO|ME LIEE 7| S0l MEfe = &L|Ct.Cisco Secure Desktop=

4. —|—|=| 7|o — — — =
EOI8HL|CE. 0| oo M= ZEI0|MEE|A BEE MENSHL|CLIYEICIE 7|2 MEisHH ot
2 HEE QUE = e F71 Fo| QRILICICHE HES E=&LCt



WebYPH Wizard

WebVPN Wizard

Select Atvanced Features

Selectthe advanced features you want 1o configure for user graup palicy_1 inWebYFH
Cisco.

Cnnﬂg ure predefined URL links In the partal page Tor Intranet Websites and Wab
enabled applicalions such as Micrasof OfMice Ouliook e-frail,

[~ Thin Client (Port Forwarding)

Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

[ BELYPH Client (Full Tunnel

Installz the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part of the corporate network,

¥ Clsco Secura Deskiop
Installs Cisco Secure Deskiap on client PC.

™ Cormmon Internet Flle System (CIFS)

Enahled users to browse and access files in theirWindows software-based servers in
the corporate network

I~ Mative Citrix Support
Enables users to use a Clirke setver sacurely using ¥Web VPR,

=;Elsu:[-c| Maﬂ:&- nizh E Ganr:all Halp |

5. QIEEI B AtOIE T

SITH0 A AFSRITE ALSE B AHOIE BIAAE 74T £ UsL

CH.OWA(Outlook Web Access)2t Z2 Z|ALS| LHE ¢l ALO|EE FIIHE = Q&LICH




WebhYPH Wizard

WebVPN Wizard

Configure kiranet Websies

You can configure groups of infranet wehsites here. Each group can be given a heading and
cah contain one or more websites. Each of these groups will appear in the portal page as
links that users can click to nandgate to these sites,

Add or select the group ofwebsites you want to display in the portal page.
Action | URL List

It

Lialgle

=;Elsu:[-c| Huﬂﬁ Finish [ Gar‘ma]l Halp i

. Enable Cisco Secure Desktop (CSD)(Cisco Secure Desktop(CSD) & A3}) 3tH0{| A 0| Z4E!
AE0] CHall CSDE & M35tE &= &LICt.Install Cisco Secure Desktop (CSD)(Cisco Secure

=2 T AAHE
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WebhYPH Wizard

X

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (S0 Software on client's PCwhen they connect 1o ¥yebvPN
FE M

WebVPN sessions may leave cookies, browser history files, temporary files, and e-mail
attachments on the client PC even after the session is over. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

""" ¥ Inztall Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.

Location: | Brovse.

Download latest Cizco Secura Deskiop Install burndle,

=;Elsu:[-c| MNext = | Finish F Ganr:al| Help 1

. Select CSD Location(CSD 91%| 41#) @3240f|Af My Computer(Li Z4FEf)& A1=d8fLICH
Browse(0lE7|) HEZ E=&LIct.#el KT AE0|MHH|A CSD I0S T{7|X| Tt S MEH
$fLICH 8ol HE S F2BtLICkOHE BES F2UstLi



WebYPH Wizard

Enahle Cisco Secure Deskiop (CSD)

Installs Cisco Secure Deskiop (CS0) Software an client's PCwhen they connect 1o YvebvPN
FEMEr.

WebVPN sessions may leave cookies, browser history files, temporary files, and &-mail
altachments on the client PC even after the session is aver. Cisco Secure Desktop creates a
secure parliion and encrypts all information stored on client PC. AL session close, itremoves
all data using the US Department of Defence sanitation algorithen and deletas the partition.

b Install Clsco Secure Deskiop (CSD).
Specify the location of Cisco Secure Desktop (G500 install bundle {pko) file.
Location: [ Browse...,

Dowrload latest Cizco Secura Desklop Install bundle,

Select C50 location

Specify the location of Installation bundle.

" Router File System | Browse,
= iy Computer |G1CIECDI1:|wmluad5 Browse. .
Ok E | Cancel | Help |
-:Elackl Next = | Finizh | Gam:a!l Help I

o| @oto| E A|E/LIC}Finish HES S 2/8HLct



WebhYPH Wizard

mﬂﬂ]!" I Summary of the Configuration

WebVPN Senice Name  cisco
YiebWVPHN Policy Name - policy_1

Intranet websites: Disabled

Insiall Cisco Secure Desklop (CSD), :Enabled
Location: CHMEISCOWownloadsisecuredeskiop-ios-3.1 1.32-k3.pky

recommended that you enable DS
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