SDM Zix|ago|Mo] X &E 10S2e| SSL VPN &
2} 0|21E(SVC) of

A0

&t

k>

271

A @ ALg

2T MY

ANEBEIE T8 24
HE 23 ctolo{ T
A T A

E7| 1A

HiZE HE

|0SO|A SVC 4

1EH7. 10S Bl RE{0]| SVC AZ EQo{E Ax| L EAgsL|Ct.
2CHA|. SDM OFEHALE AF2 510 WebVPN ZHEIA E 21 WebVPN HIO|E Q0] A4
3EH7|. SVC ALEXIE I8t AL X} Cl|O|E{HI0|A 74

AT A A ERAH L EETE S E[ALE FEHRILIC

SVC(SSL VPN Client)= 7| L2 HER{3 2o 2ot S4lE et A Ed2 M3
HE BMAE Fst7LE & F ol o AHSAHE HiX|E CHE WebVPN ZHARIAE E M
&Lct.

INE=IN;

TI\I\I

nek

SSL VPN E= WebVPN 7|&2 CH3 10S 2t E ESH &0l A X|HELICH

. 870, 1811, 1841, 2801, 2811, 2821, 2851
. 3725, 3745, 3825, 3845, 7200 2! 7301
CIS ZEO0|AM SSLVPN 7|28 288 £+ U&Lich

- Clientless SSL VPN(WebVPN) - SSL X|# & 22t X7} 7| LAN(Local-Area Network) 2|
HTTP EE= HTTPS & MEHol| A& 8ok 5t= 272 ZEl0|MEE MBS ELCH gt Z2to[
E 2|A SSL VPN CIFS(Common Internet File System) Z2E Z2 &3l Windows It E2}



S A0 CHEE HMAE MZ2ELCH. OWA(OutIook Web Access)= HTTP AM|A 9| of lL|Ct 2
EO|P1E 2|A SSL VPN CHEt AEAMIBH LI 2 Cisco 10S with SDM Configuration 0i0lA 22t
O|HEE|A SSL VPN(WebVPN)E & = or*'AIO

. Thin-Client SSL VPN(Port Forwarding) - /2 Java 7|8t OHEZ/S CIREES D 1 ZTE H

AHESHE TCP(Transmission Control Protocol) OHZ 2|7 0|Ad0| CHEH 2ot HMAE FHE
5P“ 174 22}0|¢EE MBS ELICHPOP3(Point of Presence), SMTP(Simple Mail Transfer
Protocol), IMAP(Internet Message Access Protocol), SSH(Secure Shell) & &GS EH Ot ol A|
A0| o ULICHEA A|ARS| It U0| HAEEE O YHE ALSStE{H AAEXIAH 2ZH #E|
T48H0| RLo{oF B LICE O] SSL VPN 2 UL FTP(File Transfer Protocol) OHZ 2|7 0|1}
22 5 ZE &2 ME5t= ofEE[F o|Mol| M & S35HR| f&L|ct M Z2H0[HE SSL
VPN CHE REAIEE LI 82 SDMIt 874 41 22t0|21E SSL VPN(WebVPN) 10S 744 of| € &
Z 35t &l Al .#10: UDP(User Datagram Protocol)= X|# = X[ Sf&L|C}.

. SSL VPN Client(SVC Full Tunnel Mode)—A 2 S2}0|HEE 47 I AE|0|Mol Ce 2
Eotn R 7|0 HERZ S 2|AA0 CHEE 2EFEH 2ot °”A'||*E S ELCt A I3 AH|
0|Mof SVCE Y7 XM 2 CIRZ L5 HLE 20 MMo| &35|H Z2I0|HEE MHE £ s
L|C}.

O] EXMoiAE SSL VPN E2t0|IE| A AF& & Cisco I0S BHRE{Q| Zdn|az|o|ME Eoq ELICt.

M F AL

LT MY

Ol #8& AlTst7| ™Mol kg 27 Arg 2 SSaloF &Lich

- Microsoft Windows 2000 =& XP

. SUN JRE 1.4 0|4 EE&= ActiveX Ao HEIR X7} Q= ¢l HEIS X

- EE2lO|MEo] CHEt 2ZA 2| Het

- Introduction(Z7H)01l Advanced Security O|0|X[(12.4(6)T O|&) 7t Z& & 2t*E & Lt

. Cisco SDM(Security Device Manager) % 2.3Cisco SDMO| 2t RE{0f o} & ZEE|X| 2f2 4
ALAZEQOREC(SEE DAD SHE) M AZEQo{e] FE AIES HE F i’A'Ql—lEF
. MH|A A[efo| 2= CCO A o[ Qlofof gL|ct.sDMe| x| & F4dof CHE XEMIEH LIS
Cisco 2t E 3! Hot T X| ZE|AHE R TS AL,

. BtREQ| CIX|H QB MAT KA MB 215 M E= 2|F CA(Certificate Authority)E At& 604
Ol 2T A E B5FE &= U&LICEET KA MB 15 Moi| CHet REM[EH LHE2 B+ A& M
B RIBEME HESHAAIRL.

A8ElEFE 24

O| EMo| ME=CIES AZEY0] L stEQ 0| HAE 7|EHo 2 &L},

HO

. Cisco 10S 2H*E{ 3825 series with 12.4(9)T

- SDM(Security Device Manager) EHH% 2.3.1
I 0| EMo HE= S5 3 232  C|Ho|A0AM MMHERIELICHO| 2Mo| A E 2 % C|dt
OlaE Z7IgtEl(7|2) AI|ado|/Me 2 AR ERI&LICEEEM HELFT 58 ¢l 4%, 2
Bo{o| MR FE S 0|2l s K[stA|Z| "HEhLCt

HEL|3 Clojo{a &



//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008071c58b.shtml
//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008071c58b.shtml
//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008072aa61.shtml
//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008072aa61.shtml
//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008072aa61.shtml
//www.cisco.com/en/US/products/ps6496/products_configuration_example09186a008072aa61.shtml
//www.cisco.com/pcgi-bin/tablebuild.pl/sdm
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/products/sw/secursw/ps5318/
//www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtpsscer.html#wp1027188
//www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtpsscer.html#wp1027188

Ol EMoME ChE HERXHT dEE AFSELICH

hitp

17222130
Laptop or PC hitps

K WebVPN Gateway
OWA,
Lirux 192.168.0.37 _ Server Farm |

SSL VPN Client (SVC) 172.22.1.250 —
g—;_ Citrix

Macintosh Internet Cisco 3825
== CIFS
172.22.1.50

S5L Enabled Web
Browser

htips:/192.168.0. 37 /sales

AR T &Y

. SDME EIREE T/EELICHME AHE. M5t 2ot HE 2ol MA T} Qe EFE{0l= SDM
oZz|7|o|Mo| ZefAlo] R2EE|0] UESLICHAZER0{E 721 FA45l24H Cisco EH
E{ 2! SDM(Security Device Manager) CI2Z2E 3 M x| X354 A2.

2. 2| PCOI SVC AIES CIREEFLICLAZER|0{ CIREE 0| A SVC T 7| X| Tt O] FA

22 tHE =+ ?AQLIG Cisco SSL VPN Client(SSEl 12t 3 &). AH[& H 20| U= &7
F CCO 7HI™g0o] Qlo{of &fLct,
. %HPE i, AlZE 2 A|ZFCHE MHEE CHS 2FRE0M C X" QIS ME T/ dgtLIct

—

w

7| &
2 M F=lofl CHE AFMIEH LI 2 Cisco 7|2 Bl FEI2 & ESHAAIL.
HiE e

#IZ0l= SVCI} WebVPN A0l=R0] 2t Elol 2= ELIch 3 2tolol=t 21248 it sveel
Lol pool SO % L2 2 C Bl It o EXE W Eig ABErI0LI Geioleis 2o
of YPMoZ QXSS BHLEE FAB LI

IOS0i|A] SVC T4

O| Mo M= ol EMol|l MHE 7|58 Fdste ol Eet BAHE MIEfLICHo| offx x| ey
O|Mol M= SDM OHHALE AFE 35104 10S 22 E-|01IA-I SVCe| 5 & dstefLct.

|0S 2t E{0lA SVCE FdstedH ChE HHE 2tzstilAl2.

1.10S 2t RE{0M SVC AZ EQo{ Mx| L A5}



//www.cisco.com/univercd/cc/td/doc/product/software/sdm/sdmin12.htm
//www.cisco.com/univercd/cc/td/doc/product/software/sdm/sdmin12.htm
//www.cisco.com/univercd/cc/td/doc/product/software/sdm/sdmin12.htm
//www.cisco.com/pcgi-bin/tablebuild.pl/sslvpnclient
//www.cisco.com/pcgi-bin/tablebuild.pl/sslvpnclient
//www.cisco.com/pcgi-bin/tablebuild.pl/sslvpnclient
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

2. SDM OtEHALE A& 310 WebVPN ZAEIAE 3 WebVPN H|O|E 9 0] 74
3. SVC A XHE 2|8t AEXt CIo|EHIo|A T4
4 NEXH - EETE ZAaA T

1Bt AL 10S 2l E{d| SVC AT EQJo{E &X| & A8t #fLct

|0S 2HRE{0l SVC AL E 901§ HR[ot & d3tstt{™ OIS BHHE 22t AAIL.

1. SDM o Z 2|7 0|42 ¥ Configure(
2. WebVPN& & %5t 11 Packages(Ii7|X) & ME{EL|C}

-
0x
%
[T
Ju
ro
ul
mlo
<
o
Z
1]
Mju
Ju
o
r
o

2 Cigoo SYsTems

@..,.. |m%m (Jwic | @ @ &2

- PRI - B0 WabVPN Cliand Softwans

; “iou muE Install Cleco WabWF N cliend software Tor clients 10 eslablizh a fll funned WebvPH session
s - EasyWPH Server with This router,

| gmwu Gatewars
|Fackages]

B WPN Componenis

—— Ciscn Secunk Desibop Software
“fiou muesd install Ciseo Secure Deskiop sofware forWebVPH clignts io wse & Secure Deskiop.

Instal Stafus: Mot Installed

1T:30:1 4 UTG Thu s 03 2006 of

3. Cisco WebVPN Client Software(Cisco WebVPN Z20|HE £ Z EQJ[0{) Foi M
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- Giecn WebVPN Client Softwane

You miust ingtall Ciaco WebvPN client software for clients 1o estabiish o il turned WelivPM session
Wi This routes,

Select VL bocation
Specity the bocation of brsbalakon bunds.

" Router File System | Brawss |
I+ My Compader |cmmmade Erowes... |

ul-q:;| cancal | Hew |

LMIMIDHHD-

Install Stafus: Mot Installed

VPN AT:33:34 UTG Thu Aug 03 2005
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Cigca Srstems
~ Cison WabNPN Client Softwans
3 au must Ingtall Ciaco YWeEVPN clignt software for cllents 10 estabiish & il funnel YebvPN session
(A Easy VPN Server wilh is router.
A Dymamnic MuBpoint VPN
=R IHETAT S
| igmwuﬂm
B8 WPN Components f 0 elignl in n b
tstall Stabis Wotinstalled 2. Specify the curend location of |
— Eisco Socume Dishton Software
You mud install Ciseo Secure Desitop sofware for WebVPH clients fo wee a Secure Deskiop.
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Cigca Systems

) WP - Cieco WabVPN Cliend Softwarns

3 “iou muE Install Clsco WabWF N cliend software Tor clients 10 eslablizh a fll funned WebvPH session
C& Easy VPN Server wiih Ihis router.

| :'-WWF'H Gabgways

B3 WPN Componenis

bnstall Stabus: instalhed
Linirelall

—— Cigcn Becund Deshbop Software
“fiou muesd install Cisoo Secure Deskiop sofware forWebVPH clignts fo wse & Secure Deskiop.

Install Stabus: Mot Installed
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Fefresh Save Seach Help

Creale WeblVEN | EdiWelVPH
S0M can guide you through WedVPM configuration lasks. Selecl a la=k then click
Launch the selectad (a8 bubon.
Lise Case Scenario
J.v;.%:ma

- Recommended Tasks
HS s ot snablad on your rouer. As some Ve VPN services Bl OIS
medpng DS 10 weork, B & Hhat by DS

= Creste a e Web VPN

Lise this wizerd 10 oreste & rew Web VPR

T Al @ e ooy B0 an sxdsting WebWPN Tor & rew group of usess

L this wrizard {0 cresle & re policy bo an existing VWebvPH for 8 revw group of uers. For example
WOl A Creabe separabe pobcies ior different deparimsnts inoyour company.

7 Cordigure sthanced fealures fod an existing WebPH

Umes this wizerd 1o configune advanced feshres much a5 thin chent, full tunned, and Cisco Secure

Dshbop for an existing WelivPH.

Laurich theggeleclsd tsk
-

How dol: |How Do | Confir mi WebVPN 12 wosking?
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3. Create a New WebVPN(M WebVPN 4d) ZlC|2 HHE S MEHSE CHS Launch the selected
task(MEf 8 =t AlZH)E 2 2|BFLICH WebVPN Wizard CH3F & &F7} LEEFLICH




WebVPH Wizard

Welcome to the Create WebWPN Wizard

The Mew ¥WabVP M wizard lats you to do the following:
* Specify an IP address, name and digital cedificate for the WebvPR.
* Creale users localky, and specify how these users should be authenticated.

* Enable the router to download full-tunnel WebWPH client sofbware to client PCs,
far ful-tunnel connacivity.

* Specify the corporate intfranet sites users are allowed tovisit, and provide a link
1o their e-mail.

* Customize the YWeb¥PH porial page.

[Nestp | cancel |

(]

Help |

4. Next(CHZ)E 22|ghLct




WebVPN Wizard X

IP Address and Name

This is the I[P address users will enter to access the WebVPN portal page. If muliple Web'vPM
semvices are configured inthis rowter, the unigue name is used to distinguish the semvice.

IP Address: |192.168.0.37 [®] name: [sates]

| Enable secure SDM access through 192.168.0.37

Digital Certificate

¥¥hen users connect, this digital certificate will be sent to theirweb browser to authenticate the
routar,

Cerificate; | ;l

A Information

URL to login to this WebVPN service: hitpsf192.168.0. 37/sales

qﬂaur,| Nepd = | | Cancell Help |
L

5. M WebVPN 7HO|E0|2] IP ZAE 9245} T 0| WebVPN ZHE{AEO| T R3t 0|22 Qlaist
LICH S Y8t IP F=A(WebVPN HIO|E0)ofl CHEH ME CHE WebVPN ZAEIAEE BHE £ Q)
X|gt Zt o|&2 mRsHok BLICho| ofolME Che IP FAE AFSELICH
.https://192.168.0.37/sales

6. Next(Ch&)E 225t 3CtH2 0|SFrLCE.
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1. 2EtAIE 228 & WebVPN Wizard User Authentication(WebVPN OFHAF AFE X} Q1F) CHS}
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WebVPN Wizard

User Authentication

" External ARA semver

" Firston an exarnal AAA server and then locally on this router

fou can configure user accounts locally on this router. You can configure user accounis on &
AAR =erver S0 that the router can confact this server to authenticate users when they try o log
on, Specif how WabWPH should authenticate the users whan they login.

" Use the A8 authentication method list: |

Create user accounts locally on this router.

Usaername $d E
wishaw i E
ausnml
cales
newtiscn

< Back | Next= |

= | cancel| Help |

ol Ci3} A RFOIAME 22 dlo|E{HI 0| A AFR RIS F74E 4 QlaLCh.
2. Add(FE7HE 22l6tT A 2R HES Q=i ct



x]

Add an Account

Enter the username and password

Usernamea: laushm|
Fassword
Fassword =Mone=
Mew Password: [

Canfirm Mew Passwaord:

W Encrypt password using MDA hash algarithim

Privilege Level: 19 =
QI | Cancel | Help

_OK(&#9)E 22Istn ol et A8XHE FIHELICH
8 £748 % Next(CHR)E 22U5tT 4B 2 O|S LI
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Configure Intranet Websites WebVPN Wizard(2/EZH! €] AFO|E T4 WebVPN OFEHAL CHEF 4F
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WebVPH Wizard

Auctior

Configure Intranet Websites

fou can configure groups of intranel websites here, Each group can be given a heading and
can contain one or maore websites, Each of these groups will appear in the poral page as
links that users can click to navigate to these sites.

]

Add or select the group ofwebsites you want to display in the portal page.

URL List | Add..

0

<Back | Next> | | cancel| Help |

Add URL List

LIRL List Mame: |WehSerers
Heading: ntranet Wehb i This will appear on Portal page)
List of LIRLs:
Label URL Link Outlook YWeh Acce
hitp M 72.22.1.10 M
Edit...
Delete

]

Help

3. Add(F7hHE 22!5t 1 Website(2l AHO|E)E MEH5l0{ O] 2EI0|UEN =EE & AIOIE

FIhehLch

4. URL 2! 213 MHEE |24t

CHS OK(

5. OWA Exchange Server0i| CH8t HMHAE F7}5l24H Add(F7HE 2 =!6H T E-mail(TXF HI

)& MEHELIt

J




Add URL List

LIRL List Mame: |vWebServers
Heading: Intranet Weh
List of UIRLs:

LIRL Link
hitpi172.22.1.10

Label

Cutlook Weh Acce

+ |

-

] | Cancel | Help |
6. Outlook Web Access £ QIEt2 MEHSI T URL Bllo|E21 213 MEE /248t OIS &elgs 22
Add URL Label: X |
LIRL Label: |OWWASerer
LIRL Link:  [hitpei1 72,221 .20

v CutlookWeb Access

(Example: httpfmyintranet. mycompany.comfpayrall

Help

i Zancel
g 'Fl
AANE =

(HstE BIAAE F7i3 £ gol2 3B O3 08 2
o Y3t 4 A7} LhERELICH
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WebVPM Wizard x|
I+ Enable Full Tunnel

Enabling full tunnel downloads the YWebVPR full tunnel client software to the client.
1P Address Poal

Create a new or select an existing addrass pool frorm which clients will be given an IP address
when fhey connect,

IF Address Pool: Tl

@ Full Tunnel Client Software = already installed in your router.

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options

Click Advanced Tunnel Oplions... to configure split tunneling, split DMNS, browser progy
seflings, DME and WINS servers.

Advanced Tunnel Options... |

<Back | Next> | | cancel| Heip |

8. Enable Full Tunnel(T®]| E{'d & &8t) = QIEto| MEHE|of RI=X| =l ct.
9. 0| WebVPN ZHEHIAE O] ZEIO|HET}I AIEE £ QUEIP $A Z2 HELCHFA ES QE
ot M A 7t S5tH EHREE = Ue T4 Y
10. IP Address Pool(IP &4 E) ZE o U=
IP & M) MEHEL|Ct




WebVPH Wizard

i Enable Full Tunnel

Enabling full tunnel downloads the YéebWPH full tunnel client software to the client

IF Address Pool

Create a new or select an exisling address poal frorm which clients will be aiven an IP address
when they connect,

IP Address Pool; 'i;

Select an existing 1P Pool

Cre:

@ Full Tunnel Client Software i already installe Bkt

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options
Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser progy
seftings, DNS and YWINS serers.

Advanced Tunnel Options._. |

<Back | Next > | | cancel| Hep |

11. Add IP Local Pool(IP 2Z Z F7) g 4 XM 2 o|§2 Y245t Add(F7HE =

=




WebVPH Wizard

iv Enable Full Tunnel

Enabling full tunnel downloads the YebWPH full tunnel client sofftware to the client
given an IP address
Pool Mame: |Inlranal
Add IP address range ;.Ei
Pool Mame; [Irﬂmnet
Start IP address: |1 7222175
End IF address: |1 7233185 =BT proKy
Tunnel Options... I
ok n| cancel | Hep |
=
ok | cancel | Hew |
<Back | Next= | oo | cancel| Help |
12. Add IP address range(IP F4 MR F71) CHsE 4 X0l SVC ECI0|MES| =4 E HRIE
U2StT OK(E2)E S2FLICLE D IP T4 E2 £tRE0l| 2 HAZAE IE{H 0|A HE
of ? N%*HHHE%SI ArEstE{H 0| @7 M2 5F57| 2l M 2t AZE
SEmHl ZAS AASH A QA |}

13. Hels =gt



14.

15.

WebVPN Wizard

i Enable Full Tunnel

Enabling full tunnel downloads the YabWPH full tunnel client sofftware to the client

IF Address Pool

Create a new or select an exisling address poal frorm which clients will be given an IP address
when they connect,

IP Address Pool: Intranet Ly

@ Full Tunnel Client Sofware (= already installed in your router.

¥ Keep the Full Tunnel Client software installed on client's PC.

Advanced Options
Click Advanced Tunnel Options... to configure split tunneling, split DNS, browser progy
seftings, DNS and WINS serers.

Advanced Tunnel Options._.. |

13

<Back | Next > | | cancel| Hep |

¢174 2B}0|21ETI SVCO| EAE S YR Mo 2 XM ST E 5t2{™H Keep the Full Tunnel
Client Software installed on client's PC(Z2t0|HE 9| PCof TA| E{'d ECI0|HE A X EQ)
o dx| Fx|) &elgtE F2IFLct2e0|ET HAAE mlotct E22t0IHETHSVC AZE
o1& CREESES 524 0| SME ME FAF L

AESEEY, AEZIDNS, EEt KX ZEA| M, DNS L WNS Mt 22 12 Ed &
Mg T LI Ciscodll A= =4 DNS 2 WINS AHE F+45t= W0l E&LICHTZ B



WL inel U HLRLNER:

Split Tunneling | Brawser Proxy Setings  DNS and WINS Servers

DNE Servers WINE Sermars
Primary DNE Server: |1?11-'1".1 0o Primary WINS Server; |‘li"?.22.1 A0
Secondary DNS Server: | Secondary YWINS Server: |
Default Dornain: [

CIP{[ | Cancel | Help |

DNS and WINS Servers(DNS %! WINS M) B2 Z2/5t1 DNS & WINS ME{e| 7|2 IP
FAHE UHYLICLAER HER L EEIR M ZE A HE F+J5t21™ Split Tunneling &
£ Browser Proxy Settings B2 Z2/gtL|C}

Advanced Tunnel Options

Split Tunneling | Brawser Proxy Setings | DMS and WIS Servers |
Split Tunneling - : L"&. Split DNS

Select Include or Exclude to configure the Metworks IUge the corporate DNE server to resolve the
shown in the list domain names for the following domains. Other
domains the client ISP DNS server will be used,

" Include Traffic Learn More
" Exclude Traffic
Destination Metwarks:

IP Address Mask Add... |

_Edi |
 Defete |

» . Use semicolons () to separate entries.

o] 4 | Cancel | Help |

16. et SME F 48 F Next(CH®)E S =2IFLICH
17. WebVPN Portal Page(WebVPN Z& H|O[X|)& ALt X|'Hst 7Lt 7|24t 2 MEIELICH

.Customize WebVPN Portal Page(WebVPN Z& AI& X} X[ 10| X|)E AFE 3T WebVPN
Portal Page(WebVPN Z& HHO|X|)7} ZZHol|H| EAIL|E &AlS AL X|HE £+ A&LICH



WebVPM Wizard .

Customize WebWVPN Portal Page

Yiou can customize the WebVPN portal page that is displayed o users. You tan select a
predefined theme for the portal page. Atheme defines colors for teds and backaround and a
loga. You can create new themes, and customize colors, text and loga in Edit YWebVPH mode.

Therme: |Qpen Higinaray :I

Previens:
Cisco SvsTems EEl=
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WebVPH Wizard
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ausnml-3825-01

ausnml-3825-01#show run
Building configuration...

Current configuration :
1

4393 bytes

! Last configuration change at 22:24:06 UTC Thu Aug 3
2006 by ausnml

! NVRAM config last updated at 22:28:54 UTC Thu Aug 3
2006 by ausnml

!

version 12.4

service timestamps debug datetime msec

service timestamps log datetime msec

service password-encryption

1

hostname ausnml-3825-01
1
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boot-start-marker

boot system flash c3825-adventerprisek9-mz.124-9.T.bin
boot-end-marker

!

no logging buffered

!

aaa new-model

!

!--- Added by SDM for local aaa authentication. aaa
authentication login sdm_vpn_xauth_ml_1 local aaa
authentication login sdm_vpn_xauth_ml_2 local aaa
authentication login sdm_vpn_xauth_ml_3 local aaa

authentication login sdm_vpn_xauth_ml_4 local ! aaa
session-id common ! resource policy ! ip cef ! ip domain
name cisco.com ! voice-card 0 no dspfarm !--- Digital

certificate information. crypto pki trustpoint TP-self-
signed-577183110 enrollment selfsigned subject-name
cn=I10S5-Self-Signed-Certificate-577183110 revocation-
check none rsakeypair TP-self-signed-577183110 ! crypto
pki certificate chain TP-self-signed-577183110
certificate self-signed 01 3082024E 308201B7 A0030201
02020101 300D0609 22864886 F70D0101 04050030 30312E30
2C060355 04031325 494F532D 53656C66 2D536967 6E65642D
43657274 69666963 6174652D 35373731 38333131 30301E1l7
0D303630 37323731 37343434 365A170D 32303031 30313030
30303030 5A303031 2E302C06 03550403 1325494F 532D5365
6C662D53 69676E65 642D4365 72746966 69636174 652D3537
37313833 31313030 819F300D 06092A86 4886F70D 01010105
0003818D 00308189 02818100 F43F6DD9 32A264FE 4C5B0829
698265DC 6EC65B17 21661972 D363BC4C 977C3810 !--- Output
suppressed. quit username wishaw privilege 15 secret 5
$1Sr4CWSSeP6ZwQEAAU68WIKkDbR16U. username ausnml privilege
15 password 7 044E1F505622434B username sales privilege
15 secret 5 $1$/LclS$SK.Zt41zF1jSAdKZrPgNK1A. username
newcisco privilege 15 secret 5
$1$Ax1mS7k5PWspXKxUpoSReHo7IQ1 ! interface
GigabitEthernet0/0 ip address 192.168.0.37 255.255.255.0
ip virtual-reassembly duplex auto speed auto media-type
rj45 no keepalive ! interface GigabitEthernet0/1 ip
address 172.22.1.151 255.255.255.0 duplex auto speed
auto media-type rjd45 !--- Clients receive an address
from this pool. ip local pool Intranet 172.22.1.75
172.22.1.95 ip route 0.0.0.0 0.0.0.0 172.22.1.1 ! ip
http server ip http authentication local ip http secure-
server ip http timeout-policy idle 600 life 86400

requests 100 ! control-plane ! line con 0 stopbits 1
line aux 0 stopbits 1 line vty 0 4 ! scheduler allocate
20000 1000 !--- Identify the gateway and port. webvpn

gateway gateway_ 1 ip address 192.168.0.37 port 443 http-
redirect port 80 ssl trustpoint TP-self-signed-577183110
inservice !--- SVC package file. webvpn install svc
flash: /webvpn/svc.pkg ! !--- WebVPN context. webvpn
context sales title-color #CCCC66 secondary-color white
text-color black ssl authenticate verify all ! /---
Resources available to this context. url-list
"WebServers" heading "Intranet Web" url-text "SalesSite"
url-value "http://172.22.1.10" url-text "OWAServer" url-
value "http://172.22.1.20/exchange" ! nbns-list NBNS-
Servers nbns-server 172.22.1.15 master !--- Group policy
for the context. policy group policy 1 url-list
"WebServers" functions svc-enabled svc address-pool
"Intranet" svc default-domain "cisco.com" svc keep-
client-installed svc dns-server primary 172.22.1.100 svc
wins-server primary 172.22.1.101 default-group-policy




policy_ 1 aaa authentication list sdm_vpn_xauth_ml_4
gateway gateway_ 1 domain sales max-users 2 inservice ! !
end
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