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Add WebVPN Gateway

Gateway Mame: Widget35LVPNGWA

v Enable Gateway
IP Address

WebWPM clients will use this IP address and port number to connect
to the WehVFi gateway.

IP Address: 192.168.0.37 |T| Fort: |e1--'-1-3

Hostname: ausnmI—EEIEE—EI‘Il (Optional)

| Enable secure SDM access through 192.168.0.37

Digital Certificate

Digital Cedificate configured under this trustpoint will be sent to the
client for S5L authentication.

Trustpoint: ausnml-3825-01_Certificate ﬂ

W Redirect HTTP Traffic (Optional)

Configure HTTP redirect so that clients accessing the portal page
using HTTP will be automatically redirected ta the secure HTTFS
semvice thatWehVvPMN uses.

HTTP Fort: |BEI

GH[:& | Cancel | Help

4. Gateway Name(HIO|E|0| O|&) 2! IP Address(IP F4) ZEo0i gf2 248t C}S Enable
Gateway(H|O|E<0| #43}) &Qlgteg MEfghL|Ct
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Add WebVPN Context
Group policies use URL Lists to expose corporate URLS 1o the WebWPN users
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Add URL List

LURL List Mame: | InternalWebServers

Heading: WidgetWebServers (This will appear on Portal page)
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| Add WebVPN Context

B \WebYPH Contesd
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The Common Internet File System feature uses MetBIOS name seners 1o expose
the corporate Microsoft Windows File System to WebVPN users.
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| Add WebVPN Context X

B VWebVPN Context Group policies o define WebVPN policies for a group of users.
--------

o HTML Display Seftings A%J Edit .. Dalete |
--------- MetBIOS Mame Server Li

--------- Paort Forward Lists Mame Remark
== URL Lists

-------- Clseo Secure Desklop

lterm Mame [term Yalue

mTﬁ use multiple group policies, configure an AAA server for Cisco
WebVPN,
1 | ] Learm miaore

Ok | Eance'l| Helpl
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Add Group Policy

| General | Clientless | Thin Client | S5LYPH Client (Full Tunnel) |

Clientless Web Browsing

in this list appear to the ¥WebVYPN client in the YWebVPHN portal page.

Action _ LIRL List
(v

[+ Hide URL bar in the portal page [+ Enable Citrix

[v Enable CIFS

the WIS server list.
v Read
Iv Write
MBMS Server List

View...

Add

Commaon Intermet File System{CIFES) allows users to viewr, create, or editfiles on servars
running Microsoft Windows opearating systermns using aweh browser, Use this feature to
accass sharad files in the corporate network from any public network using WebVPM. Spacify

Select a listof URELs from the global list of URLS configured in this WebWVPM context, The URLs

L

6. 245t= URL Listol| CHE Select(MEH) &Holgte MENSHL|C}.
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Add WebVPN Context X |
& [WebVPN Contes] _
L Group Policies Name:; | SalesContext
< HTML Display Seftings Assod -
sociated Gateway:
— NetBIOS Name Server Li y. | WidgetSSLVPNGW1
~- Por Forsard Lists s
~URL Lists 2T I3 |
— Clsto Secure Deskiop Authentication List |Mone |
Authentication Domain: |
[+ Enable Context
Maximum Number of users: |2
VRF Mame: |-=N-::|ne-* L
Default Group Policy: | policy_1 |
L] Ml
oK | cancel |  Heip |
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5. Maximum Number of Users Z/=0f C|HIO|A 2FO|MAO|M 5{25= Z|CH AFE A 2 Ql2d
gct.
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Add an Account

Enter the username and passwaord

|sales_user1

Privilege Level:

| Associate a View with the user

Username:
Password
Password =Mone=
Mew Password: |m=
Confirm Mew Password: |m*

View Mame :

v Encrypt password using MD5S hash algorithm

oK h | cancel Help
4. MEX} HHEa HIZHE E U=eLct
5.0K(&ehE Z&=/8t CH32 OK(E QHE S=IFLCH
6. Save(ME)E 2 =&t CI 2 Yes(0l)E E=I6to{ HE A E MBELICH

21t
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ausnm|-3825-01

Bui | di ng configuration..

Current configuration : 4190 bytes
|

2006 by ausnni

I Last configuration change at 17:22:23 UTC Wed Jul 26




I NVRAM config last updated at 17:22:31 UTC Wed Jul 26
2006 by ausnni

|

version 12.4

service tinmestanps debug dateti ne nsec

service tinmestanps | og datetinme nsec

servi ce password-encryption

|

host nane ausnni - 3825-01

|

boot - st art - mar ker

boot system fl ash c3825-adventerprisek9-ne. 124-9.T. bin
boot - end- mar ker

|

no | oggi ng buffered

enabl e secret 5 $1$Kbl u$508qKYAVpWyv9r Ybr JLi /

|

aaa new nodel

|

aaa authentication |login default |ocal

aaa authentication login sdmvpn_xauth_m _1 | ocal
aaa aut horization exec default |ocal

|

aaa session-id common

|

resource policy

|

ip cef

!

i p donmi n nane ci sco.com

|

voi ce-card O

no dspfarm

|
!--- Self-Signed Certificate Information crypto pki
trustpoint ausnm -3825-01_Certificate enroll nent

sel f si gned seri al - nunber none ip-address none

revocati on-check crl rsakeypair ausnm -3825-
01_Certificate_RSAKey 1024 ! crypto pki certificate
chai n ausnm -3825-01_Certificate certificate self-signed
02 30820240 308201A9 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 29312730 2506092A 864886F7 0D010902
16186175 736E6D6C 2D333832 352D3031 2E636973 636F2E63
6F6D301E 170D3036 30373133 32333230 34375A17 0D323030
31303130 30303030 305A3029 31273025 06092A86 4886F70D
01090216 18617573 6E6D6C2D 33383235 2D30312E 63697363
6F2E636F 6D30819F 300D0609 2A864886 F70D0101 01050003
818D0030 81890281 8100C97D 3D259BB7 3A48F877 2C83222A
ALE9E42C 5A71452F 9107900B 911C0479 4D31F42A 13EOF63B
E44753E4 OBEFDA42 FEG6ED321 8EE7E811 4DEECAE4 319C0093
C1026COF 38D91236 6D92D931 AC3A84D4 185D220F D45A411B
09BED541 27F38EF5 1CC01D25 76D559AE D9284A74 8B52856D
BCBBF677 0F444401 DOAD542C 67BA06AC A9030203 010001A3
78307630 0F060355 1D130101 FF040530 030101FF 30230603
551D1104 1C301A82 18617573 6E6D6C2D 33383235 2D30312E
63697363 6F2E636F 6D301F06 03551D23 04183016 801403El
5EAABA47 79F6C70C FBC61B08 90B26C2E 3D4E301D 0603551D
OE041604 1403E15E AABA4779 F6C70CFB C61B0890 B26C2E3D
4E300D06 092A8648 86F70D01 01040500 03818100 6938CEA4
2E56CDFF CF4F2A01 BCD585C7 D6B01665 595C3413 6B7A7B6C
FOA14383 4DA09C30 FB621F29 8A098FA4 F3A7F046 595F51E6
70038112 0934A369 D44C0CF4 718A8972 2DA33C43 46E35DC6
5DCAE7EO0 B0OD85987 A0D116A4 600C0C60 71BB1136 486952FC
55DE6A96 1135C9D6 8C5855ED 4CD3AE55 BDA966D4 BE183920




88A8A55E quit usernane admin privilege 15 secret 5

$1$j mMBN$2xNf hupbAi ng3BQZMRzr W user nanme ausnm privil ege
15 password 7 15071F5A5D292421 usernane fall back
privilege 15 password 7 08345818501A0A12 usernane austin
privilege 15 secret 5 $1$3xFv$WYUsKDxladDc. cVQF2Ei 0
usernane sal es_userl privilege 5 secret 5

$1$2/ SX$ep4af sCpodeyKaRj i 2mIkX/ ! interface

G gabitEthernet0/0 ip address 192.168.0. 37 255. 255. 255. 0

dupl ex auto speed auto nedia-type rj45 ! interface
G gabitEthernet0/1 ip address 172.22.1.151 255. 255. 255.0
dupl ex auto speed auto nedia-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http

aut hentication local ip http timeout-policy idle 600
Iife 86400 requests 100 ! control-plane ! [ine con O
stopbits 1 line aux O stopbits 1 line vty 0 4 exec-
timeout 40 O privilege |level 15 password 7
071A351A170A1600 transport input telnet ssh line vty 5
15 exec-tineout 40 0 password 7 001107505D580403
transport input telnet ssh ! scheduler allocate 20000
1000 ! !--- WebVPN Gateway Webvpn gat eway

W dget SSLVPNGAL host name ausnmi - 3825-01 i p address

192. 168. 0. 37 port 443 http-redirect port 80 ss
trustpoint ausnm -3825-01_Certificate inservice ! webvpn
cont ext Sal esContext ssl authenticate verify all ! 1---
Identify resources for the SSL VPN session url-list

"I nt ernal WebServers" headi ng "W dget WebServers" url-text
"W dget Web" wurl-value "http://172.22.1.30" url-text
"OM" url-value "http://172.22.1.50/ exchange" ! nbns-

list NBNSServers nbns-server 172.22.1.30 ! !--- Identify
the policy which controls the resources available policy
group policy_1 url-list "Internal WbServers" nbns-1i st

"NBNSServers" functions file-access functions file-
browse functions file-entry hide-url-bar citrix enabled
defaul t-group-policy policy_1 gateway W dget SSLVPNGA
max-users 2 inservice ! end

Zu|aefol Mol Mchz 2HSet=x| & lsitd™ Chg MAE 2=z stdAl2.

- MERIeH B 782 EHIAEELICH SSL X3 8 E2fRX{of
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WebVPN_Gateway_IP_Address= WebVPN MH|A Q| IP FAQILICEH CIBME &
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if the Floating Toolbar does not opan, ¢ick hera 1o opan it

Websites

Corp Web Sites
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Enter Web Address (URL) Go
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£l 5 ol trieret

. SSL VPN Mg &elgrL|Ct. SDM ofZE(710[4 LHof| A Monitor(Z2LIE{E)) HHES 28t Cf
2 VPN Status(VPN 4'E)& & 2/2LICt WebVPN(AIl Contexts)S & &5t XAt ZHEHIAE
E &t O Users(AHE XHE MEHEHLICEH

. 23 HIAIXIE =QIstL|C} SDM O Z 2|70]4 LHoil A Monitor HHE S 22/5t1 LoggingS 2
2|8t C}2 Syslog Big =2IgrLC}.
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H230| WebVPNIH A E|0] Q& LICH CLI(Command Line Interface)0i| A O|2{8H =
Asto] SH LU 7|Et HEE EAIE = U&LICH show B CHEF XHAIEH LI 2 WebVPN
1T 20| M = ol8 FZSHMAIL.

[ mjo

& 1: Output Interpreter Tool(SFE! T 4P sHE)(OIT)2 S show BHE2 X|MEFLICE OITE At
85104 show B&E £2io| EME FLICH

=X =

ol MMM A

|I22lolMd EXE sHEE + AU&LICH

=

#1: SA7| ZI-™ME|= SO Copy File to Server WHE SHSH 7L CIE 22 Z 0|S3HK| OFAA]
Q. HUS FEHetH EbxE U0l Mol KM E £ Q/&LICt

#I: A8XH= WebVPN 2EI0|HEE AFE5104 M IS YECE LU CIRECE = UX|E
WebVPN2| CIFS(Common Internet File System)0i|A{ Copy File to Server & AF235104 It U E
Ho{g == igLch AF&XH7F Mol Tt 2 Hh 24 St Of MIAIX|7F EA|ELICY.

Unable to add the file
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mzefolMd EXE siZstcd™ ChE EAIE 225t AA2

1. 2E0|AUETI B AEHE HIEG5tst=X| =elghlct.
2. 2ClO|UET 7|8 M8 S HYM=X = °._§.*L—|EP.
3. 22}0|1E 7} Netscape, Internet Explorer, Firefox &2& Mozilla & 22t X E At St=X| &
QIgfLct,
BH

o424 C|HH 30| WebVPNI}F @4ZElL|Ct. o|2{8t H2do]| CHEE RHAIEH LI2 & WebVPN CIHZ
H AR E HZTSHAAL.

3 debug BB S AL 5P Cisco ClHIO|A 0] £H Q| Ggkg O0|& 4 UELICH debug BHS
At&3et7| Hof C|HT BP0l CHet 2 HEE HASHAAR.
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