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hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
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1

interface Ethernet0/0

nameif inside

security-level 100

ip address 10.77.241.142 255.255.255.192
!

interface Ethernet0/1

nameif outside

security-level 0

ip address 172.16.1.1 255.255.255.0
!

interface Ethernet0/2

shutdown

no nameif

no security-level

no ip address

!

interface Ethernet0/3

shutdown

no nameif

no security-level

no ip address

!

interface Management0/0

shutdown

no nameif

no security-level

no ip address

!
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
same-security-traffic permit intra-interface

! --—- Command that permits the SSL VPN traffic to enter
!--- and exit the same interface. access-1list 100
extended permit icmp any any pager lines 24 mtu inside
1500 mtu outside 1500 ip local pool vpnpool
192.168.10.1-192.168.10.254

!--- The address pool for the SSL VPN Clients. no
failover icmp unreachable rate-limit 1 burst-size 1 asdm
image disk0:/asdm-522.bin no asdm history enable arp
timeout 14400 global (outside) 1 172.16.1.5

!--— The global address for Internet access used by VPN
Clients. !--- Note: Uses an RFC 1918 range for lab
setup. !--- Apply an address from your public range
provided by your ISP. nat (inside) 1 0.0.0.0 0.0.0.0

!--- The NAT statement to define what to encrypt !---
(the addresses from vpn-pool). nat (outside) 1
192.168.10.0 255.255.255.0

access-group 100 in interface outside

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00
icmp 0:00:02

timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp
0:05:00 mgcp-pat 0:05:0

timeout sip 0:30:00 sip_media 0:02:00 sip-invite 0:03:00
sip-disconnect 0:02:

timeout uauth 0:05:00 absolute

group-policy clientgroup internal




!--—- Create an internal group policy "clientgroup."
group-policy clientgroup attributes
vpn-tunnel-protocol webvpn

!--- Enable webvpn as tunneling protocol. split-tunnel-
policy tunnelall

!--— Encrypt all the traffic coming from the SSL VPN
Clients. webvpn
svc required

!--—- Activate the SVC under webvpn mode svc keep-
installer installed

!--—- When the security appliance and the SVC perform a
rekey, they renegotiate !--- the crypto keys and
initialization vectors, 1increasing the security of !---
the connection. svc rekey time 30

--- Command that specifies the number of minutes from
the start of the !--- session until the rekey takes
place, from 1 to 10080 (1 week). svc rekey method ssl

! --— Command that specifies that SSL renegotiation takes
place during SVC rekey. username ssluserl password
ZRhW85jZgEavVd5P. encrypted

!--- Create an user account "ssluserl." aaa local
authentication attempts max-fail 16

!--- Enable the AAA local authentication. http server
enable http 0.0.0.0 0.0.0.0 inside no snmp-server
location no snmp-server contact snmp-server enable traps
snmp authentication linkup linkdown coldstart tunnel-
group sslgroup type webvpn

!--- Create a tunnel group "sslgroup" with type as
WebVPN. tunnel-group sslgroup general-attributes
address-pool vpnpool

!--- Associate the address pool vpnpool created.
default-group-policy clientgroup

!--- Associate the group policy "clientgroup" created.
tunnel-group sslgroup webvpn-attributes

group-alias sslgroup_users enable

!--- Configure the group alias as sslgroup-users. telnet
timeout 5 ssh timeout 5 console timeout 0 ! class-map
inspection_default match default-inspection-traffic ! !
policy-map type inspect dns preset_dns_map parameters
message-length maximum 512 policy-map global_policy
class inspection_default inspect dns preset_dns_map
inspect ftp inspect h323 h225 inspect h323 ras inspect
netbios inspect rsh inspect rtsp inspect skinny inspect
esmtp inspect sglnet inspect sunrpc inspect tftp inspect
sip inspect xdmcp ! service-policy global_policy global
webvpn

enable outside

!-—-- Enable WebVPN on the outside interface. svc image
disk0O:/sslclient-win-1.1.4.179.pkg 1




!--- Assign an order to the SVC image. svc enable

!--- Enable the security appliance to download SVC
tunnel-group-list enable

images to remote computers.
!--- Enable the display of the tunnel-group list on the

WebVPN Login page. prompt hostname context

Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e : end

ciscoasa#

SVCS} SSL VPN 474 A&

ASASF SSL VPN 42 & ddstedd Ohs HAIE 2t=stAlL.

rr

9l 22 X{2o| Address Z/=0f ASAC| WebVPN QIE{m| 0| A 0] CHEF URL EE

ool
https://<IP address of the ASA WebVPN interface>

3 WebVPN Service - Microsoft Internet Explorer

Address [@j https: {172, 16.1.1j+webypnfindes. htr

File Edit ‘View Favorites Tools Help
\ A | A A . 1A 3
Qe - O - [x] [B] G P Jlrrmons @ (- 2 F B

Cisco SysTems

- WebVPN Service

Flease enter your username and password.
USERNAME: |
PASSWORD:
GROUP: sslgroup_users v
Login Clear
2. MEX0|E A3 E et Cfg 18 E&HR2 SEMM ST 252 MEgLIcH




Flease enter your usermame and password.
USERNAME: :zzluzer
PASSWORD: llllllll|

GROUP: | sslgroup_users w
Login Clear

At 1. SSL VPN 22t
O|HEE C}2E2 = 5t2{M HEE{0] ActiveX 2 ZEQo{7} Ax|E|o{ ®lo{oF &rL|Ct

File Edit Miew Favorikes Tools  Help

- i -, _'..
GEack ML 7 \ﬂ ﬂ i '\‘J s ' Search . Favorites -ﬁ‘}

Address iEj hktps: 172, 16,1, 1/ CACHE ske) 1 finde:x. html

Cised STETEME

. SSLVPN CUENT forWEBVPN

The installer is downloading the Activex.
Please wait. ..

Useful Tips

o| CH3t

HA= 20| M-EE|™ LIEF L|CH
Ciscn SYSTEME

. SSLVPN CUENT for WEBVPN

Please want while the 55L VPH connection is
establishedl.

Ol HAIXR|E 4Z0| MHEEH Lt

,_er,a' Cisco Systems S5L ¥PN Client Recycle B

The 55L WPM connection has been established,

Bt L|CH.
3. 40| dHEIH AREL XY EAIEO| LIEILIE B4 7| olo|E2 S

4n |
[



Cisco Systems SSL VPN Client CH3H &R0l = SSL 2420 CHer HE7H EAIELICH

s Cisco Systems SSL VPN Client %]

Gisch SYSTEME

SSLVPN CLENT for WEBVPN

F Statistics || Boute Details] About ]

Address Information S5L Information
[SE!P-.-'E-'[Z 17216.1.1 j Cipher: ADES SHAA
( Client 192.168.10.1 \ersion: TLS+1
Bytes Tranzport Information
Sent: a4 Local LAM: Dizabled
Recerved: aad [5 plit Turneling: Disahleg
Frames Connection Information
Sent; i Tirne:; (0 0 35
Received: 12

Close Disconnect

2 Cisco Systems 55L VPN Client
Cisch SYSTEME
SSLVPN CUENT forWEBVPN
Statistics About ]
Local LAM Houtes Secure Routes

MHetwork, Subnet b ask hd sl
0.0.0.0 0.0.0.0

m Disconnect




2 Cisco Systems 55L VPN Client

BN, SSLVPN CLENT forWEBVPN
Statistics] Route Detals l

Cisco SYSTEMS

SSLVPN CLIENT
. forWEBVPN

Wersion 1.1.4.179

Create a fully secure connection
anywhere anytime

SECURE REMOTE ACCESS.NMOW.

& Copyright 2004-2008 Cisco Systems, Inc. All rights reserved. Cisco, Cisco Systems
and the Cisco Systems Logo are registered frademarks of Cisco Systems, Inc. andfor
its affiliates in the United States and ceriain other countries.

m Disconnect

Output Interpreter _._-_rL(%EE._l DAt SHE)(OIT)= §7d show BE2 X|HELICHOITE AH& 35104

show B £E3o| EM2 FL|C|.

m
I=I
ﬂ
T
[ul

- show webvpn svc - ASA ZEHA| HIZ2(0i| XZE SVC O|O|XIE EA

ciscoasaf#fshow webvpn svc

1. disk0O:/sslclient-win-1.1.4.179.pkg 1
CISCO STC win2k+ 1.0.0
1,1,4,179
Fri 01/18/2008 15:19:49.43

1l SSL VPN Client(s) installed

- show vpn-sessiondb svc - 34A SSL @120 CHEt HEE E A& LICH

ciscoasa#show vpn-sessiondb svc

Session Type: SVC

Username : ssluserl

Index 1

Assigned IP : 192.168.10.1 Public IP : 192.168.1.1
Protocol : Svec Encryption : 3DES

Hashing : SHAl

Bytes Tx : 131813 Bytes Rx : 5082

Client Type : Mozilla/4.0 (compatible; MSIE 6.0; Windows NT 5.1; SV1)
Client Ver : Cisco Systems SSL VPN Client 1, 1, 4, 179

Group Policy : clientgroup


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Tunnel Group : sslgroup

Login Time : 12:38:47 UTC Mon Mar 17 2008
Duration : Oh:00m:53s
Filter Name
- show webvpn group-alias - C}2 & 2 &0 CHaH & E HES E AR LICH

ciscoasaf#fshow webvpn group- a11as

Tunnel Group: sslgroup Group Alias: sslgroup_users enabled

. ASAS| #XH WebVPN AM|4of CHEt HEE = 2{™ ASDMO{| M Monitoring > VPN > VPN
Statistics > SessionsS AMEHEFL|C}

=Eall WP Conrection Gruph:: Smgsions
T PSec Turnels

Remmle Taoital
. - Tf'ﬂqamg S LAMN-bo-LAMN WiabFPH S5LWPH Chent | E-mel Procoy Total o Jad
= ven Statistics b o 1 0 0 1 12
Cryplo Statistics
Compression Statisti

Encryplion Shatistics
B bl IKEAP Sec Stal

B 16 Sezsion Sumimd
Profocol Statistics JRECE
=l wisnivn ) : (S Eoocdl
B oo Simistics
Ping

= -
=AM sl =
ol oM Hu|aeiold EXE siidste Ol AASE =+ U= SEE MSELICH

- vpn-sessiondb logoff name <username> - X|’3E! AL& Xt O|F 0l CHEF SSL VPN M2 202

Zg =+ A&

ciscoasaf#fvpn-sessiondb logoff name ssluserl

Called vpn_remove_uaulth: success!

webvpn_svc_np_ tear_down: no ACL

NFO: Number of sessions with name "ssluserl" logged off : 1

0F&E7EX[2 vpn-sessiondb logoff sve BEE AF&3504 2& SVC MME SEE = U&LICH
A3 PCItOi7| 2E EE 2|0 M™ 2EZ FMEtE|mH SSL VPN 442 28 + QlaLch

webvpn_rx_ data_cstp

webvpn_rx data_ cstp: got message

SVC message: t/s=5/16: Client PC is going into suspend mode (Sleep, Hibernate, etc)
Called vpn_remove_uauth: success!

webvpn_svc_np_ tear_down: no ACL

ciscoasaf#fshow vpn-sessiondb svc
INFO: There are presently no active sessions
- Debug webvpn svc <1-255> - M HH35t7| 2[5H A AlZt WebVPN O|HIEE XS & LICEH

Ciscoasa#debug webvpn svc 7

ATTR_CISCO_AV_PAIR: got SVC ACL: -1
webvpn_rx_data_tunnel_connect
CSTP state = HEADER_PROCESSING
http_parse_cstp_method ()

.input: 'CONNECT /CSCOSSLC/tunnel HTTP/1.1'



webvpn_cstp_parse_request_field()
..input: 'Host: 172.16.1.1"
Processing CSTP header line: 'Host: 172.16.1.1°'
webvpn_cstp_parse_request_field()
..input: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4, 179'
Processing CSTP header line: 'User-Agent: Cisco Systems SSL VPN Client 1, 1, 4,
179"
Setting user-agent to: 'Cisco Systems SSL VPN Client 1, 1, 4, 179
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Version: 1'
Processing CSTP header line: 'X-CSTP-Version: 1'
Setting version to '1'
webvpn_cstp_parse_request_field()
..input: 'X-CSTP-Hostname: tacweb'
Processing CSTP header line: 'X-CSTP-Hostname: tacweb'
Setting hostname to: 'tacweb'
webvpn_cstp_parse_request_field()
. .input: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
Processing CSTP header line: 'X-CSTP-Accept-Encoding: deflate;g=1.0"
webvpn_cstp_parse_request_field()
..input: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5E8BE70B1486
D5BC554D2"
Processing CSTP header line: 'Cookie: webvpn=16885952@10@1205757506@D4886D33FBF1
CF236DB5E8BE70B1486D5BC554D2 "
Found WebVPN cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1L
486D5BC554D2"
WebVPN Cookie: 'webvpn=16885952@10@1205757506@D4886D33FBF1CF236DB5ESBE70B1486D5B
C554D2"
Validating address: 0.0.0.0
CSTP state = WAIT FOR_ADDRESS
webvpn_cstp_accept_address: 192.168.10.1/0.0.0.0
CSTP state = HAVE_ADDRESS
No subnetmask... must calculate it
SVC: NP setup
webvpn_svc_np_setup
SVC ACL Name: NULL
SVC ACL ID: -1
SVC ACL ID: -1
vpn_put_uauth success!
SVC: adding to sessmgmt
SVC: Sending response
CSTP state = CONNECTED

ASDMO{|A AA|ZF O|HIEE E 24T Monitoring > Logging > Real-time Log Viewer > ViewS
EWSFL|C}CHS ool A= ASA 172.16.1.52 S35l QIE{l0{ A SVC 192.168.10.123F Webserver
10.2.2.2 Zto| MM HE E Hoq ELICI



B Real-time Log Yiewer
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