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C= 2 Office 365 I|E utYo| I = XZHQ|L|C},

<products updated="4/15/2016">
<product name="0365">

<address1list type="IPv6">
<address>fc00:1040:401: :d:80</address>
<address>fc00:1040:401: :a</address>
<address>fc00:1040:401: :9</address>
</addresslist>

<addresslist type="IPv4">
<address>10.71.145.72</address>
<address>10.71.148.74</address>
<address>10.71.145.114</address>
</addresslist>

<address1ist type="URL">
<address>*.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

<product name="LYO">

<address1ist type="URL">
<address>*.subdomain.cisco.com</address>
<address>*.example.local</address>
</addresslist>

</product>

</products>

~ Sgnl PE O| AO|E &S0 http:// EEE https://& ZEAIF|X| OFMAIR. @F 7| gh gLt
é, w.cisco.com= 2HI27| & M E| X[t http://www.cisco.com2 LFE MMeFLICt

A0
Dy
0%

URL 3 A EHA|


http://www.example.com
http://www.example.com

1Et7|. Web Security Manager(
Q[F URL HF)E MEHFLICE

21|
=

E o Zt2|X}) > Custom and External URL Categories(

of
P



Web Security Manager | Security

Authentication
Identification Profiles

SaaSs Policies

Web Policies
Decryption Policies
Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

{ Custom and External LIRI Cateaaories ) *
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Custom and External URL Categories: Add Category

Edit Custom and External URL Category.
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sAllowedIP

Ustorders) [2

Custom and External URL Categories: Add Category

Edit Custom and External URL Category.
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CLI(command-line interface) &= advancedproxyconfig > miscellaneous > Do you want to enable
URL lower case conversion for velocity regex, to enable or disable default regex conversion to
lower case-insensitive matches& A& = U&LICH CH/AEXE FE5te Ol 2AM7t e B2
ArE gL,

« O|24EF URL ' Holof 2|F 20|E = mtUZ 3074 OlstZ MEY = el Z mtelol=
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« ESC|X| %2 URLE O|2| Mo|E URL 7|1 2| & Z & E HEH URL 7IE| 2| UX|
StX| = URLYILICH
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1EtA|. Web Security Manager(® &2 2t

Z2|XH > Access Policies(24All



Web Security Manager Security

Authentication

Identification Profiles

SaaS Policies

Web Policies
Decryption Policies
Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements
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5E+A|. Predefined URL Category Filter(Ar™ Ho|El URL 7HEl| 2|
CHall CHg &2 & otLEE MEIEHLICE.
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Predefined URL Category Filtering
e i g ip ¢ ey

AR from the URL

Use Global Cverride Global Settings

Settings

Black Monitor warn (7 Quota-Based Tirne-Based
5] [2) @
Category Salact st Select all Select all Select all
) Animals and Pets
G ans
{redefined Quota Profile: | 10GEdamLmit ~[)
(0 Astratagy
In Eima Fangs! | MomingShift -
Acs 90
Otherwise: [ el

Image(O|0|X]) - OIZ| Ho|&l e 2ol CHEH Action(2f )2 ME4EHLICEH

=

67|, Uncategorized URLS(E2F | X| &t 2 URL) MMM AFH Aol EE= AFE X X[ URL FHE]|
Dol 35K b= B ALO|Eoi| CHEF 22t0|HUE @Fof CHol =~E 2hde MENEFLICH ol 8™
2 £t URL 3 g AClo|EoM M 8ol 8i3HEl HF o] 7| xtdg ZA™ELICH

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLs: ('[ Monitor V])

@efault Action for Update Categories: ?) [ Most Restrictive v]

127, Web Security Manager(® 22t # 2|X}) > Decryption Policies( 2 S HH)E MEIEL
C}.



Web Security Manager Security

Authentication
Identification Profiles
SaaS Policies

Web Policies

Routing Policies

Access Policies

Overall Bandwidth Limits

Data Transfer Policies
Cisco Data Security
Outbound Malware Scanning
External Data Loss Prevention

Web Traffic Tap Policies
SOCKS Policies

Custom Policy Elements
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Use Global Settings(F A AFE)E MEHE £ gl&LICt
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13 ||§ ANlo{ M-t Hlwsto] 22t0|HE REE AL HIHE Lo
A2 5{E5HK|Et ElE Z2HXE HAgLICE ofEZeto|iA = EEfEE SHS5tD =
o5 1B EcHZof HMA MG aldt Bl A E HTTP(Hypertext Transfer Protocol) 917391 Z3&x{H
M= | S LICH HAZ0| SHEZ| T HMA HAO| MBE|H ECfElo|Mq dHICEE AHE = QU
&LCt.
A HAZ AMXIStD Mol 12 EE MY SHX| & LICt o{Z2t0|HAE AFEREOIA HAAE
T MARiE e gl k&Lt

5E+A|. Uncategorized URLs(E2F £/ X| &2 URL) AMoiM AFH Ho
n2lof £35tK| b= 2 AtO|Eof| CHEt 20| E %o CHal =%

1
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mer 10
I
I
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Ol dd2 E8t URL HF ZE UHO|EAM M HFoF HE &l HFo| 7|2 &yes Zd-E Lo

Specify an action for urls that do not match any category.

Uncategorized URLs: (Decqrpt V)
( Default Action for Update Categories: (2} lMost Restrictive v|

6TtAl HE A E ME X HUELIC

FANEXT] HTTPS(Hypertext Transfer Protocol Secure) 2 20 et £ URL 7IE| 2 2|2 XS
B 2% S5 HH 250 M sHE URL 9H51|__'LE| O|ASE HEFHEH A._‘"E—.éF CHS HMA
YM JE0M SYE URL 7HEI 2| & AHEHSHE S M= CH

ClO|E{ 2o M2 JZof CHst URL ZE{E 75t EHA|

1EtAl. Web Security Manager(# £ ¢+ 2 2|At) > Cisco Data SecurityE ME{gFL|C}




Web Security Manager Security

Authentication

Identification Profiles

SaaS Policies

Web Policies

Decryption Policies

Routing Policies

Access Policies ‘
Overall Bandwidth Limits

Data Transfer Policies

Cisco Data Security

Outbound Malware Scanning
External Data Loss Prevention
Web Traffic Tap Policies

SOCKS Policies

Custom Policy Elements

Ciicktarm and Fytarnal IR Caraanriac



2
184
nx
m]
ATH

Ol HFo| & AMO|Eo| CHEt H2E FE g4 1S LICH X EY URL 7HE| 2o BF M

LES AMA M H|wstod H
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i
Al
12

DU | ZE A= REE 5180t ALt AHEHSEX| eE&LICH T o, 2 BE EEet 22 o
B2 |25 Ao dHol chsll 2= @S A& It

AHEH |2 ZZ Al o] MAD UR|SHE ERTMES LB

5CHA|. Predefined URL Category Filtering(0|2| H2|El URL ZHE| 2| ZE{E) MMoiM ZF FtE|
2lofl CHal CtS &Y & stLtE MEHELICH

Predefined URL Category Filtering

These URL Categories are defined as group membership criteria. All other categories are not applicable for this policy.
Apart from the URL categories listed here, all the URL categories from the global access policy will be inherited in this policy.
Use Override Global
Global Settings
Settings )
Monitor Block
© LX)
Category Select all | Select all | Select all
€3 Tllegal Activities v

EH
=0

O|O|X[ - Cllof& 2ok A HolE URL 2

2
rx

6TH7|. Uncategorized URLs(2 7 EIX| &2 URL) MMoiM 0|2 HolEl E= HEY URL 7HE| 2
off &5Hx| o= 2 AFO|EO] CHEt Y2 = Q&oll CHa &8s stofe MetstL|c,

Ol d&2 8t URL T ZE UHO|EMAM M HFo HSE &l HFo| 7|2 HYs dEE L

Uncategorized URLs

Specify an action for urls that do not match any category.

Uncategorized URLS: ([ Block v])

(Default Action for Update Categories: 9 [ Least Restrictive v




7TEA. HE M E ME H AU LICH

AN\ Fol: o) it 27| &t HIg SR o™ URL TEIZ0lM Allow(518) Ei
Monitor(Z2 LIE{&)) S 0| MEYEl Z42 Web Security Appliancell M A& 8 A =/ ot 37
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1EtA  ||Web Security Manager(2 22t Zt2[Xt) > Outbound Malware Scanning(0t2HH2E 2f
g3 A7) MEELICH

2%H|l  |[Destinations(CH ) FollM Fdsteds HA 5ol Cig 238 =gt

3EtH|  ||Edit Destination Settings(CHaf A% TE]) MMo| EECHR2 M0l A "Define
Destinations Scanning Custom Settings(CH& A7H'd & &3 M3 Hol)"E MEHghLCY.

AEt7H|  ||Destinations to Scan(ZAt e CHa) MMM CHE & SHLEE MEIFHLICE

=¥ M

UZCE HASHE| |DVS AZI0| Y2 E @8 HASHA| ghaLl. BE ¥RE 2
g e ML D b mstod BIHELIC

DVS QIO 2E U2 E QXS AAELICH YEE @&
BE Y2 A ||DVS AT AZH B0l i 2F HAMA FHRMo| CHsH RKHEHE| L T
7HEILICH

KEE AEAE XY DVS ATI2 EH FEH URL ZHEIDE|0f 5t HZ2E 2F

mjo
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URL B Fof CHEt & |AZMELICH YEE T2 DVS AT AZH EHHO|| et HAMA
2 HM HAoi| cHsfl AHEHE/HLE 7HELICH

=R

Edit custom categories list(¥ & ZIE|1 2 S8 %)
0 ZALE URL ZHE D 2|& ME4ELICEH

S5EHA  |'HE A E MEELCH

6CtAl  |[Anti-Malware Filtering oA E& O &0 CHEt 3 & FE2IFLICH

77 ||Anti-Malware Settings(2tE|H 01 44%) 4l 440{| A Define Anti-Malware Custom
Settings(SFE|HA0 HEHE ™ Ho|)E MEAFLICE.

8EtA|  ||Cisco DVS Anti-Malware Settings(Cisco DVS 9HE|H 9o &) MMojA{ o] M2 O &
of CHall Edste OtE|HA 0] AZH QUITIS MEHEFL|CH

9EtAHl  |Malware Categories(¥ A= FHE| 1 E]) MMoi| M ChsH AT E FHE|DEIE 2LIE
28 K| R R|E MEHEFLICEH

o] MMoi| LIFE 7IE|lD2|lE gMdslste A7 ATlof et CHE LCH

108HAH |HE Mg S ME Z AAELICH

Y ZEA UZE QM SIS A8 30| HALE 915 /% DLP AIAHSZ 0|5 £ 9
Sx| o4 E FAsHE ol WS MEI ZEELIL
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1EtHl  ||Web Security Manager > External Data Loss Prevention2 &g L|C},

2EHA| || AE MA JEof CHEt Destinations(CH4H) & ool 213 & Z 2/t




3EtH|  ||Edit Destination Settings(CH4af A% T El) 4lM0{ A "Define Destinations Scanning
Custom Settings(CH& A7 HEH A Ho|)"E MEAFILICEH
ATtHl  ||Destination to scan(AZHE CHA) MMM Ot S M & StLHE MEIFLICEH
« YZEE AAMSHK| OFMAIR. FME DLP(Data Loss Prevention) A|AEI0f ZHA}
E Qo YEE QYEO| MEEIX| AELICH ZE YEE @2 HAMA A i
wstod WIHEL|C
e DEQUZCE ZAASLICH BE UE2E QS AAIE {6 FA4E DLP A|AEIOC
E MEELICH HUEE QT2 DLP AAE ZAF B0 2t HAM|A ZEHod| CHSH
AHEHE[ AL HIHELICH
« XNHEHEY U F URL FHEI|EIE ANQIEt YEEE HAAELICH SH HE
& URL ZHE 2 2]0ll &3t UZ2E QS DLP AZH HAoi| A M lE LICt HAE
URL HFE MEH5H2{™ Edit custom categories listE 2 =& LICt.
5HtA  |HE g2 ME 2 AHBELUICH
Bypass 2! Passthrough URL
S 2CI0|HE E= SHHHM HTTP £5 HTTPS LS R3St 8 §H TS A| 7239

Secure Web Appliance
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Time Range:

21 May 2023 00:00 to 28 May 2023 12:25 (GMT +02:00)

Top URL Categories: Total Transactions Top URL Categories: Blocked and Warned Transactions

Infrastructure and Content Delivery Netw...
Computers and Internet

Business and Industry
CustomURLCategoriesAllowedIP

Social Networking

Advertisements

Search Engines and Portals

SaaS and B2B

News

Cloud and Data Centers

CustomURLCategerie sAllowedIP 0908
( CustomURLCategoriesBLOCKED) il 039

o 2,000 4,000 o 400 800 1,200

Transactions Transactions
Chart Options... | Export... Warned URL Category

| Blocked by URL Category

Chart Options... | Export...

URL Categories Matched a

Items Displayed

URL Category Bandwidth Used Time Spent Blocked by URL Category Transactions Completed Total Transactions =

Infrastructure and Content Delivery Netw... 8.6MB 00:03 0 3,166 3,166
Computers and Internet 86.7MB 00:15 Q 1,382 1,382
Business and Industry 2.8MB 00:00 Q 1,364 1,364
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SSL Configuration

SSL Configuration

Disabling 55Lv2 for all services is recommended for best security. Depending on your network requirements, you may also choose to disable some
versions of TLS for specific services.

Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequential. So to avoid communications errors, always
select a contiguous set of versions for each service. For example, do not enable TLS 1.0 and 1.2, while leaving TLS 1.1 disabled.

Appliance Management Web User Interface: | changing this option will disconnect all active Web User Interface connections on Commit. You will need to fog in

again.
Enable protocol versions: TLS v1.2
OTs via
LJTLS v1.0

Proxy Services: | prouy services include HTTPS Proxy and credential encryption for secure client.

Enable protocol versions: TLS v1.3

ETsvi2
Otsvia
_ITLS v1.0

Disable TLS Compression (Recommended)
TLS compression should be disabled for best security.

Cipher(s) to Use: |EECDH:DSS:RSA:INULL:leNULL:laNU
LL:!EXPORT: !3DES: | SEED: | CAMELLIA, |

Secure LDAP Services: Secure LDAP services include Authentication, External Authentication, SaasS 550, and Secure Mobility.

Enable protocol versions: [ TLS v1.2
TLS vi.1
U s vio

RADSEC Services: | Enable protocol versions: TLS v1.2
TLS v1.1

Secure ICAP Services (External DLP): Enable protocol versions: TLS v1.2
TLS v1.1
LJTLS v1.0

Update Service: |  Enable protocol versions: () TLS v1.2

ol TLS 1.1
TLS v1.0

]

0|0|X| - Yd|0|E MH|A TLSv1.2
AT HE 82 MEStD HAUNELICH

MoilolEf ssL Hm|agioldE HBstEd™ CLIOIAM ChHE BEAE +~FLICH

1EtA|. CLINIM sslconfig® ASHELICH

2EHA|. version2 /245t 1 Enter 7| =& LICH
3EHA|. 4Ci|o|E] MEY

ATHA|. TLSv1.28 ME4EHLCt

5CtA|. EnterE =2 OtHALE SE2&LICH

6EF7l. HE ALY S FHOELICH

SWA_CLI> ssTconfig

Disabling SSLv3 is recommended for best security.



Note that the SSL/TLS service on remote servers may require that the selected TLS versions be sequentia
1.2, while Teaving TLS 1.1 disabled.

Choose the operation you want to perform:

- VERSIONS - Enable or disable SSL/TLS versions

- COMPRESS - Enable or disable TLS compression for Proxy Service
- CIPHERS - Set ciphers for services in Secure Web Appliance

- FALLBACK - Enable or disable SSL/TLS fallback option

- ECDHE - Enable or disable ECDHE Authentication.

[I> versions

SSL/TLS versions may be enabled or disabled for the following services:

LDAPS - Secure LDAP Services (including Authentication, External Authentication, SaaS SSO, Secu
Updater - Update Service

WebUI - Appliance Management Web User Interface

RADSEC - Secure RADSEC Services (including Authentication, External Authentication)

SICAP - Secure ICAP Service

Proxy - Proxy Services (including HTTPS Proxy, Credential Encryption for Secure Client)

Currently enabled SSL/TLS versions by service: (Y : Enabled, N : Disabled)

LDAPS Updater WebUI RADSEC SICAP Proxy

TLSv1.0 N N N N/A N N
TLSv1.1 Y Y N Y Y N
TLSv1.2 N N Y Y Y Y
TLSv1.3 N/A N/A N/A N/A N/A Y

Select the service for which to enable/disable SSL/TLS versions:

1. LDAPS

2. Updater

3. Proxy

4. RADSEC

5. SICAP

6. WebUI

7. ATl Services
(1> 2

Currently enabled protocol(s) for Updater are TLSv1l.1.

To change the setting for a specific protocol, select an option below:

1. TLSv1.0
2. TLSvl1.1
3. TLSvl.2
[1> 3

TLSv1.2 support for Update Service is currently disabled. Do you want to enable it? [N]> Y

Currently enabled protocol(s) for Updater are TLSv1l.1l, TLSv1l.2.

S
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