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* %ASA-6-113015
<#root>

YASA- 6- 113015
: AAA user authentication Rejected : reason = User was not found : local database :
user

= admin : user



YASA- 6- 113015

: AAA user authentication Rejected : reason =

user

= admin : user

P

= X.X.X.X
Y%ASA- 6- 113015

: AAA user authentication Rejected : reason =

user

= admin : user

* %ASA-6-113005

<tfroot>
YASA- 6- 113005

: AAA user authentication Rejected : reason =

YASA- 6- 113005

: AAA user authentication Rejected : reason =

YASA- 6- 113005

: AAA user authentication Rejected : reason =

* %ASA-6-716039

<tfroot>

YASA- 6- 716039

User was not found :

User was not found :

Unspecified :

Unspecified :

Unspecified :

server

server

server

local database :

local database :

X.X. XX 2

X.X. XX 2

X.X. XX 2

user

user

user

* 1 user IP

* 1 user IP

* 1 user IP

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.

YASA- 6- 716039

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.

YASA- 6- 716039

: Group <Df1tGrpPoTlicy> User <admin> IP <x.x.x.x> Authentication: rejected, Session Type: WebVPN.



* %ASA-6-725016
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<#root>

ciscoasa# show aaa-server

Server Group: LOCAL - - - - - >>>> Sprays against the LOCAL database
Server Protocol: Local database

Server Address: None

Server port: None

Server status: ACTIVE, Last transaction at 16:46:01 UTC Fri Mar 22 2024
Number of pending requests 0

Average round trip time Oms

Nurmber of authentication requests 8473575 - - - - - >>>> Unusual increnents

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 0

Number of rejects 8473574 - - - - - >>>> Unusual increnents

<ttroot>

ciscoasa# show aaa-server

Server Group: LDAP-SERVER - - - - - >>>> Sprays against the LDAP server
Server Protocol: ldap

Server Hostname: Tldap-server.example.com

Server Address: 10.10.10.10

Server port: 636

Server status: ACTIVE, Last transaction at unknown

Number of pending requests 0



Average round trip time Oms

Nurmber of authentication requests 2228536 - - - - - >>>> Unusual increnents

Number of authorization requests 0
Number of accounting requests 0
Number of retransmissions 0

Number of accepts 1312

Nurmber of rejects 2225363 - - - - - >>>> Unusual increnents

Number of challenges 0

Number of malformed responses 0
Number of bad authenticators 0
Number of timeouts 1

Number of unrecognized responses 0
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1. CkS of|et Z-o| C{O| LDAP(Lightweight Directory Access Protocol) MEHHE T A3&tL|C}

<#root>
aaa- server
AAA_Sinkhole

protocol | dap

N 23 0 AAA Aol CHEH %7} AT aE01ME FTHeHR] DFAIALR.

2. Ch= oflod| EA|El W*{E DefaultRAGroup,Default WEBVPNGroup == & 25 £ 0| {0/ LDAP
MHE 7t21ZLCt.

<#root>
t unnel - group
DefaultWEBVPNGroup

general -attributes

aut henti cati on-server-group

AAA_Sinkhole

t unnel - group
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