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otolzelo]M EFA:

1. 7|1& HE& 7|89 vPN A K| H

2. IPSec TZ I 7 A

3. VTI(7H B ClE{mo|A) 74

4. 1M EIRE E= SHERE ZTEZEZE 7Y

of 5 51 BHO| HIQIZI=E 0|21 A(egress) IE{HIO| A,

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 10.10.10.10 255.255.255.0

2. IKEv2 ZJ3H:

IPsec P& T2 A& 0| 1EHA|0] CHEF OH7i & G olgf Lt

crypto ikev2 policy 10
encryption aes-256
integrity sha256
group 20
prf sha256
Tifetime seconds 86400
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tunnel - group 10. 20. 20. 20 type i psec-1 2l
tunnel - group 10. 20. 20. 20 i psec-attributes
i kev2 renote-authentication pre-shared-key *****



i kev2 | ocal -aut hentication pre-shared-key *****

object-group network Tocal-network
network-object 192.168.0.0 255.255.255.0

object-group network remote-network
network-object 172.16.10.0 255.255.255.0

access-1list asa-vpn extended permit ip object-group local-network object-group remote-network

5. 25 3} IPSec M| 9t

IPsec M|9H2 X O|8fL|Ct. IPsec MIQHMIME IPsec 40| 2B AH|of CHe &S5 A FZ2AM 21 E|

crypto ipsec ikev2 ipsec-proposal IKEV2_TSET
protocol esp encryption aes-256
protocol esp integrity sha-256

6. 2z M T4
2=t EiE, m|o], o|™Ho 7148t ipsec-proposalE E & 504 IPsec VPN 420 CHEH HAES
HolgrLict. 3t VPN EEfZlE XMElste /Em 0|40 HP.J%'E.'L—“:P.

crypto map outside_map 10 match address asa-vpn
crypto map outside_map 10 set peer 10.20.20.20
crypto map outside_map 10 set ikev2 ipsec-proposal | KEV2_TSET

crypto map outside_nmap interface outside

g3 7lgt BidE d= 7|8 E{d= Ofo|2e|o]4:

1. 7|& E& 7|8t VPN Ax|22l|o| M2 AMZAFLICH
M 7[E G 7[gh VPN HI| a2 o[dE MIHELICE oi7(ol= aiE Z|o{oi CHEr &S =h



. VTI(Virtual Tunnel Interface) T*43:
£ M5t 0{7]0] IPsec

no crypto map outside_map 10 match address asa-vpn
no crypto map outside_map 10 set peer 10.20.20.20

no crypto map outside_map 10 set ikev2 ipsec-proposal IKEV2_TSET

. IPSec T2 E& T MHELICE.

7|& IKEv2 ipsec-proposal EE & transform-set2 £ IPsec

crypto i psec profile PROPCSAL_I KEV2_TSET
set ikev2 ipsec-proposal | KEV2_TSET

VTI(Virtual Tunnel Interface)

interface Tunnel 1

nanei f VPN- BRANCH

i p address 10. 1. 1.2 255. 255. 255. 252
tunnel source interface outside
tunnel destination 10.20.20.20
tunnel node ipsec ipv4

tunnel protection ipsec profile PROPOSAL_I KEV2_TSET

route VPN-BRANCH 172.16.10.0 255.255.255.0 10.1.1.10

Cisco ASAOIA{ VTI(Virtual Tunnel Interface)E AH&35t0
oto|glo|Met Foll= E{'0| 2ts S0|1 SHEH &
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E'd QIE{mo|A o] HENE £ Qlsto] 7t &ENRIX| & QlFfLCt

<#froot>

ciscoasa# show interface Tunnell

Interface Tunnel 1 "VPN-BRANCH', is up, line protocol is up

Hardware is Virtual Tunnel Interface
Description: IPsec VPN Tunnel to Remote Site
Internet address is

10.1.1.2/24

MTU 1500 bytes, BW 10000 Kbit/sec, DLY 500000 usec

65535 packets input, 4553623 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
65535 packets output, 4553623 bytes, 0 underruns

0 output errors, 0 collisions, O interface resets

0 late collisions, 0 deferred

0 input reset drops, 0 output reset drops

Tunnel source 10.10.10.10, destination 10.20.20.20

Tunnel protocol/transport IPSEC/IP
Tunnel protection

I Psec profile PROPCSAL_| KEV2_ TSET

2. IPsec SA(Security Association) & !

IPsec SAS| JEHE = Qloto] B{E0| S HMo =2 HYLIU=X| FHlELICH.

<tfroot>

ciscoasa# show crypto ipsec sa

interface: Tunnell
Crypto map tag: Tunnell-head-0, seq num: 1, local addr:

10.10. 10. 10

IP F4, BEId A4/ Y S ZEstod Bi'd QIE{H o]A0f CHEF MF

AH

[ Jo

EX



local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer:

10. 20. 20. 20

#pkts encaps: 1000, #pkts encrypt: 1000, #pkts digest: 1000

#ipkts decaps: 1000, #pkts decrypt: 1000, #pkts verify: 1000

#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 1000, #pkts compr. failed: 0, #pkts decompress failed: 0

local crypto endpt.:

10.10. 10. 10

/500, remote crypto endpt.:

10. 20. 20. 20

/500

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: OxCOA80101(3232235777)
current inbound spi : OxCOA80102(3232235778)

i nbound esp sas:

spi: OxCOA80102(3232235778)

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2001, flow_id: CSR:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE

out bound esp sas:

spi: OxCOA80101(3232235777)

transform: esp-aes-256 esp-sha-256-hmac no compression

in use settings ={Tunnel, }

slot: 0, conn id: 2002, flow_id: CSR:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (kB/sec): (4608000/3540)

IV size: 16 bytes

replay detection support: Y

St atus: ACTI VE



£33t K| of 2 7ol CiEr 7H2EE Z & St0] IPsec SAS| HEHE &

<tfroot>

ciscoasa# show crypto ikev2 sa

IKEv2 SAs:

Session-id: 2, Status:UP-ACTIVE

, IKE count:1, CHILD count:1

Tunnel-id Local Remote Status Role
3363898555

10. 10. 10. 10/ 500 10. 20. 20. 20/ 500 READY | NI TI ATOR

Encr: AES-CBC, keysize: 256, PRF: SHA256, Hash: SHA256, DH Grp:20, Auth sign: PSK, Auth verify: PSK
Life/Active Time: 86400/259 sec

0| 232 READY A EHQ! IKEV2 SAS| AEHE ZE AlEfL|CH

3.2t %
et Eo|20M B=7t B QIEH0|A & SHIZA| 7tEI7I= X F I LCH.

<tfroot>

ciscoasa# show route

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF Intra, IA - OSPF Inter, E1 - OSPF External Type 1

E2 - OSPF External Type 2, N1 - OSPF NSSA External Type 1, N2 - OSPF NSSA External Type 2

i - IS-IS, su - IS-IS summary null, L1 - IS-IS Tevel-1, L2 - IS-IS level-2, ia - IS-IS dinter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route, H - NHRP, 1 - LISP

+ - replicated route, % - next hop override

S 0.0.0.0 0.0.0.0 [1/0] via 203.0.113.2, outside

C 10.1.1.0 255.255.255.0 is directly connected, Tunnell

S 172.16.10.0 255.255.255.0 [1/0] via 10.1.1.10, Tunnell
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debug crypto
debug crypto
debug crypto
debug crypto
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condition peer <peer IP address>
ikev2 platform 255

ikev2 protocol 255

ipsec 255
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