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(1407343, +0 ms) Aug 23 18:06:01 [9568]: ScanInitiator::RequestScan: Attempting to start scan: dConnect
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(1407}4;, +0 ms) Aug 23 18:06:01 [17268]: imn::CEventManager::PublishEvent: publishing type=554696714,

json={"iclsa™:"@","sce":108,"scx": "Full Scan"”,"s1d":1407343,"sit":2,%so0p":0,"stp":5},
uibdEventId= 71’5211821471891465
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(1407343, +@ ms) Aug 23 18:06:01 [17268]: PublishScanStartEvent publishing event succeeded for 1407343, (null)

HAl B3

::ScanThreadProcess: published event. Starting Scan: 1407343, [type:

AZH AR
of £~ Q)= 0| SIDE SY5tE 2 SID 1407343 AE 2! of2lof Q)&L|Ct.
CIE2 A7 Sof &0l §X[E W HHE 7 +&5t= BAHQLICE.

1EHA. HEE = E§XIE Yol malg ge{ELICt 0| 0|0l M= Hacksantana Trainer GLSZ Q!5
El-x|5l |_||_-_|.‘
= =

s\HackSantana Trainer GLS And GI




Ciseo Secure Endpoint

Nimero de eventos: 49

Nivel Fecha y hora Origen Id. del evento  Categoria de la tarea
l'j}lnfnrmacin’n 23/08/2022 06:2%:40 p. m. CiscoSecureEndpoint 1248 Scan
o 23/08/2022 062318 p. m, CiscoSecureEndpoint 1311 Quarantine
'.E-Informaudr' 23/08/2022 06:23:18 p. m, CiscoSecureEndpoint 1300 Detection
lﬁ\.lln{orm.lc:un 23/08/2022 06:14:24 p. m. CiseoSecureEndpoint 1310 Quarantine
! i Informacién 23/08/2022 O&c14:24 p. m. CiscoSecureEndpoint 1300 Detection
23/08/2022 (:11:55 p. m. CiscoSecureEndpoint 1310 Quarantine
(i) Informacitn 23/08/2022 06=11:55p. m. CiseoSecureEndpoint 1300 Detection
l'_i"-lnformaciljn 23/08/2022 06:11:25 p. m. CiscoSecureEndpoint 1310 Cuarantine
t‘_i‘}lMormaun'n 23/08/2022 06:11:25 p. . CiscoSecureEndpoint 1300 Detection
I_T'Infn"mudn 23/08/2022 0&=11:24 p. m. CiscoSecureEndpoint 1310 Quarantine
lj:'lnfnrmacin'n 23/08/2022 Déi11:24 p. m. CiscoSecureEndpoint 1300 Detection
Evento 1249, CiscoSecureEndpoint
General Detalles
Scan (Full Scan) completed successfully, A total of 278172 files were scanned and 6 threats were detected,
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: Scan::ScanThreadProce beginning scan id: 2458815, [type: 1, options: 3, 3 id: @, initiator: 2]
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publ"hlng type=554696714, json={"iclsa":"®","sce":188,"scx":"Flas
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Ef2458l315. +9 ms Aug ..4 19:21:19 [17580]: irnn::E'u'entHanage :PublishEvent: publishing type=554696714, json={"ic
Scan” ":3,"stp":1}, uiG4EventId=7135602311308509188
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- <EventDatax

<Data Name="]sonEvent">{"dios":0,"ds":0,"hi":0,"scx":"Flash Scan","sdds":0,"sdfs":10951,"sdps":215,"sid":2458015,"sios":0,"sit":2,"sop":3,"sspc":0,"stp":1}
</Data>
<Data Name="EventTypeld">554696715</Data>
«<Data Name="TimeStamp">133058605022030000</Data>
=Data Name="Eventld">7135602410002756997 </Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_CLEAN<=/Data>
</EventDataz
=/Events
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Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Process Scan
Cache

Endpoint Isolation
Orbital

Engines
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Scheduled Scans




Schedule

Scheduled Scan

Scan Interval

Scan Time

Scan Type
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,20|1661470488|Daily Flash Scan (18:4@)|1|3|-|48|e|2022|8|24|2122|8|24|18|4e|e|e|1|1|1|e|e|e|e
20|1661478489 |Daily Full Scan (18: sa.|5]e| |48|@|2022|8|24]|2122|8|24|18|50|e@|e|1]|1]|1]|e|e]|e]|ex

524288886
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A XML

HistoryDB2| AF| & 210l F7HEILICH <scheduled> Ef1 9| EAt= ATHE A% 3= Process
ID(PID)JLCt.

893, +8 ms) Aug 25 18:43:59 [12488]: AddScheduledScanExecStatusToHistoryDB Queued 1661478488 scan. last run status: Ox@ with status: @xe
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25 18:43:59 [12488]: ScheduledScanMgr::CheckAndTriggerScheduledScans scan_id: 1661478488 queued execution status: @xe

(86616893, +8 ms) Aug 25 18:43:59 [12488]: ScheduledScanMgr::CanTriggerMow: [TASK_TIME_TRIGGER_DAILY] executing 1661478488 scheduled scan,
bShouldTrigger: true, timeDiff: @, days_interval: 1

(86616093, 48 ms) Aug 25 18:43:59 [8472 ] ClEngineInterface::ReadOptions 1, 1, @, 8, 12eeee

(86616893, +@ ms) Aug 25 18:43:59 [12488]: Scanlnitiator::RequestScan loading scheduled scan ID 1661478488

A SM0o| EEE|04 /1 Scanlnitiator ZE2 M| A AZHE A|ESIEE Q&sHL|C}.

(86616893, +8 ms) Aug 2 3:59 [8472]: ClEngineInterface::SetOpticns s
(866160893, +8 ms) Aug 25 9 [12488]: ScanInitiator::RequestScan: su
(86616893, +8 ms) A 2 8:43: [ 2]: ClEngineInterface::SetOptiocns 1
(86616093, +8 ms) Aug 9 [12488]: ScanInitiator::RequestScan: Na

ing scanner options
ssfully loaded scheduled scan:
e, @, l2e0e@
: Daily Flash Scan (12:48), Type: 1, Options: 3, ScanPath:
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(86616893,

+8 ms) Aug 25 18:43:59 [15372]: Scan: beginning scan id: 86616893, [type: » pid: 1661470488,
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- <EventDataz
=Data Mame="ScanId"=86616093</Data=
=Data Name="ScanType"=1</Dataz
<Data Name="FilesScanned">11575</Data=
zData Name="Threats">=0</Data=>
zData Name="ScanInitiator'>4</Dataz
zData Name="ScanContext"=Flash Scan<=/Data=
<Data Name="ErrorCode"=0</Dataz
=Data Name="ErrorContext" /=

</EventData=
=/Event:=
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- <EventData:x
<Data Name="]sonEvent">={"iclsa":"0","sce":108,"scx":"Flash Scan","sid":86616093,"sit":4,"sop":3,"stp":1} </Data>
<Data Name="EventTypeld">554696714</Data>
<Data Name="TimeStamp">133059446390220000</Data>
<Data Name="EventId">7135963775756140548 </Dataz
<Data Name="Description">EVENT_SCAN_STARTED</Data>
</EventDataz
</Event=
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(86641515, +8 ms) Aug 25 18:44:24 [3116]: imn::CEventManager::PublishEvent: publishing type=554696715, json={"dios":8,"ds":8,"hi":8,"scx":"Flash

Scan”,"sdds":@,"sdfs":11575, "sdps":218,"sid":866160893, "sios":0, "sit":4,"sop":3,"sspc":@,"stp”:1}, uiG4EventId=7135963883130322951
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- «<EventData=
<Data Name=")sonEvent"={"iclsa":"0","sce":108,"scx":"Full Scan","sid":87216125,"sit":4,"sop":0,"stp":5}</Data=
<Data Name="EventTypeld">=554696714</Datax
<Data Name="TimeStamp">133059452390500000</Data=
zData Name="EventId">7135966352736518152 </Datax>
<Data Name="Description">EVENT_SCAN_STARTED</Dataz
z/EventDataz
=/Event:=
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(8816 +8 ms) Aug 25 19:89:48 [18536]: im rent 2 ishEv : publishing ) L) json={"dio: "hi":@,"s

P! ’ 2 ] -9,
Scan", "sdds":46812, "sd 88196, "sdps" :224, "sid":87216125," ":@,"sit":4,"sop":@,"sspc":@,"stp":5}, ui64EventId=7135376428660482061

Windows2| O|HE H040{A O|E 2 = U&LICH

- <EventData:z
<Data Name="JsonEvent">={"dios":0,"ds":2,"hi":0,"scx":"Full
Scan","sdds":46012,"sdfs":280196,"sdps":224,"sid":87216125,"sios":0,"sit":4,"sop":0,"sspc":0,"stp":5} </Data>
<Data Name="EventTypeld">1091567628</Data>
<Data Name="TimeStamp">133059461880170000</Data=
<Data Name="EventId">=71359704286604832061</Data>
<Data Name="Description">EVENT_SCAN_COMPLETED_DIRTY </Data=>
</EventDatax>
</Event=
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