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(167656, +0 ms) Dec 14 11:37:17 [1308]: Util::VerifyOsVersion: ret 0

(167656, +0 ms) Dec 14 11:37:17 [1308]: ERROR: ETWEnableConfiguration::IsETWEnabled: ETW not initialize
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishPolicyInfo: Name -UTMB-WinServer-Protect Se
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishLastPolicyUpdateTime: Publish Last Policy U
(167656, +0 ms) Dec 14 11:37:17 [1308]: UiPublisher::PublishAgentVersion: Agent Version 7.5.7.21234

(167656, +0 ms) Dec 14 11:37:17 [1308]: HeartBeat::PolicyNotifyCallback: EXIT
(167656, +0 ms) Dec 14 11:37:17 [1308]: AmpkitRegistrationHandler::PolicyCallback: EXIT (0)

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::UpdateConfiguration: Enter

(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::UpdateConfiguration: Aborting - not
(173125, +0 ms) Dec 14 11:37:22 [4704]: AmpkitRegistrationHandler::ConnectionStateChanged: Starting Pro

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendPolicyReloaded sending policy reloaded to UI.
(173125, +0 ms) Dec 14 11:37:22 [4704]: PipeSend: sending message to user interface: 28, id: 0
(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus: notifying UI: No Product

(173125, +0 ms) Dec 14 11:37:22 [4704]: UIPipe::SendStatus : enginel (0, 0), engine2 (0, 0)
(173125, +0 ms) Dec 14 11:37:22 [4704]: PipeSend: sending message to user interface: 1, id: O
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: UiStatusHandler: :ConnectionStateChangedState: 0

: UiPubTisher::PublishConnectionStatus: State 0

: AmpApiServer.cpp:AmpApiServer: :PublishScanAvailable:223: Cloud
: AmpkitProxyHelper: :LoadProxyFromConfig: Enter

: AmpkitProxyHelper: :LoadProxyFromConfig proxy server is NULL

: AmpkitProxyHelper: :LoadProxyFromConfig: Direct connection detec
: AmpkitProxyHelper: :LoadProxyFromConfig: Exit(1l)

: UiAgentGuidUpdater: :ConnectionStateChanged

: UiAgentGuidUpdater: :RefreshAgentGuidUi: Agent GUID: ela756e2-65
: UiPubTisher::PublishAgentGuid: Agent GUID did not change (ela75
: AmpkitSubscriptionThread: :NotificationWorker: Waiting on queue
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» C:\Program Files\Cisco\AMP

» C:\ProgramData\Cisco

* C:\Windows\System32\drivers

+ C:\Windows\System32\drivers\ImmunetNetworkMonitor.sys
+ C:\Windows\System32\drivers\immunetprotect.sys

+ C:\Windows\System32\drivers\immunetselfprotect.sys

* C:\Windows\System32\drivers\ImmunetUtilDriver.sys

+ C:\Windows\System32\drivers\trufos.sys
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« HKEY_LOCAL_MACHINE\SOFTWARE\Immunet £%



« HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstal\lmmunet
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« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\CiscoAMPE & X sl A A|2.

« HKEY LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPCEFWDriver=
HZFAAR.

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPELAMDriverS &t
ZoAAL.

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoAMPHeurDriver2 &
XSHAA.

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoOrbital2 & &= 5t Al A|
o
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« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSAME & Tl A A|2.

« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\CiscoSCMSE & =5t &l A
o
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« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetProtectDriver2 &
AoIAAL.
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\ImmunetSelfProtectDriver2
HESIAAL.
« HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\services\Trufos& & X5t A A|2.
x64 AARIOM CHS 2 F7HELICH
« HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Immunet 2%

« HKEY_LOCAL_MACHINE\SOFTWARE\Wow6432Node\Microsoft\Windows\CurrentVersion\Uninsta
HS
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* https://docs.vmware.com/en/VVMware-App-Volumes/index.html
» https://docs.vmware.com/en/VMware-App-Volumes/2103/app-volumes-admin-guide/GUID-
0B588F2C-4054-4C5B-B491-F55BDA33A028.html
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rem Turn AMP to manual start
sc config CiscoAMP start=demand



rem Add host name to a system variable that we can check on startup
setx -m AMP_GOLD_HOST %COMPUTERNAME%

rem Add the startup script to the startup scripts
rem /rp password when there is a password
schtasks /create /tn "Startamp" /tr "C:\Users\XXXXXX\Desktop\VMwWareHorizonAMPStartup.bat" /sc onstart /
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echo "Current hostname: %COMPUTERNAME% vs %AMP_GOLD_HOST%"

if "%COMPUTERNAME%" == "%AMP_GOLD_HOST%" ( goto same ) else ( goto notsame )
:same

rem Do nothing as we are still the golden image name

goto exit

:notsame

rem Turn AMP to autostart
sc config CiscoAMP start=auto

rem Turn on AMP
sc start CiscoAMP

rem Remove environment variable
REG delete "HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Environment" /F /V AMP_GOLD_HOST
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goto exit
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Power-Off Script Name

Power-Off Script Parameters

|

Example: p1 p2 p3

Post-synchmnlzauon Script Name

‘ c:\ProgramDataVMwareHorizonAMPStartup.bat

Post-Synchronization Script Parameters

Example: p1 p2 p3
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Admin(& 2l) > Organization Settings(Z 2 A&)oA o] ©HE 32 5+ U&LICH



itk Secure Endpoint

Organization Settings

Features

Inactive Computer Threshold(H|& 4 ZHFE A ZN)E AHESHH Cisco 2R EE A3 QIHR| &
T FH4E{7} Computer Management(ZAFE| & 2) HO|X| 220 M M7HE7| M7HK| Lokct E'.IS
HME X|HE = U&LIch 7|2 M2 90U ULICH HIEE HAFE= SFAME MAHZD $1F
HEFE M M= 2 E O[HE = Secure Endpoint ZZ[0]| ol Q& LICH FHEE{7} CHA| &3
Ol5tH HFE{7I E 20 CFA| LIEFL L.

2. At 7t RAAED|OM 3 E =2 & &: hitps://ciscosecurity.github.io/sxo-05-security-
workflows/workflows/secure-endpoint/0056-remove-inactive-endpoints

3. R0 A JtsE AT REE AI8304 2 4/7]|E UUIDE ANI7HE Lt
https://qgithub.com/CiscoSecurity/amp-04-delete-stale-quids
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https://ciscosecurity.github.io/sxo-05-security-workflows/workflows/secure-endpoint/0056-remove-inactive-endpoints
https://github.com/CiscoSecurity/amp-04-delete-stale-guids
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