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Horme » App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Cisco Secure Email Encryption Add-in 1 vy

Supported account types

| Who can use this application or access this API? I 2

(®) Accounts in this organizational directory only {- Single tenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any erganizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Micresoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Select a platform W e.g. https:/fexample.com/auth

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

By proceeding, you agree to the Microsoft Platform Policies -
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o 3T |
S8 EZEIMSE

. S50| 2zC[H o E2|70|Me = 0|S350{0l|l A ZE0|UE A ZE Certificates & SecretsT IR LICH =X #H E40i e} BFE



Home > App registrations > Cisco Secure Email Encryption Add-in Add a Client sacret 1Y
Cisco Secure Email Encryption Add-in | Certificates 8 secrets

Description CRES Clignil Segnet
— 3
i Search i Got feediback?
" Expines [ 365 days 12 monthsy |
B Overview
& Quickstar Credeniials enabie confidential applhicaiions to sdeniily thesneehees bo the suthentication senvce when recering 1

schemel. For a higher leved of sssurance, we recommend using & certificate (instead of a client secret] as a creder
A" integration assistant

Maruge
0 Appleation egistration certiicmes, secrets and Fedented crechentiali can be fousd in the Ll Beloe

= Branding & properties
2

2 Auahernication
2 ' Ceilicates 0} Federated credentials (0]
1

- A decrit stiing that the applcation wied ta prove it dentity whin requeiting & token Alio can be referred to &
1 Teken configuration

£ AF] pefmisscns T Bew chient weoet | A———
& Expose an AP Dewriplion Expires Value
B App roles
Ho chent secreis have been oreated for this apphcaiaon
& Owners

il Roles and administrmons

M Manifest

Support = Troubleshaoting
P Troubdeshooking

d M support requedt
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6.
o

E&l o Ee[AH 0lMe| 7H H O|X|of M Application (client) ID 2! & = At LICIDirectory (tenant) 1D. 0|7 EFAH|Client Secret 01/ A1
= QIEM U H|LM & SAHELICH

0x on

Home > App registrations >

s Cisco Secure Email Encryption Add-in =

| X Search | % |E| Delete @ Endpoints Preview features
B Overview : i )
@ Got a second? We would love your feedback on Microsoft identity platform (previously .

&4 Quickstart
;‘i.‘ |I"Itegra-tiﬂl'l assistant ~ Essentials
Manage Display name : Cisco Secure Email Encryption Add-in

. . Application (client) ID -dﬁﬁ—aﬁﬂ-?ﬁ?e?fﬁcﬂ,’:a'l
& Branding & properties i

Object 1D . d0db75f5-cTef-4458-a9c2-b0Tab8%f4b03

—:i) Authentication
Directory (tenant) |D -Zgﬁ-aﬂad -f45d431104d8

Certificates & secrets

Supported account types : My organization cnly

EntralD OfZ2[AH 0|M 72



Certificates (0) Client secrets (1) Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application passwaord.

= Mew client secret

Deseription Expires Value 00 Secret ID
30/04/2025 21-3&~wkﬁ5nmztEIVQMFgePGE.Ukn1..aaﬂdcﬂaﬂ-gddn--mm-83&2-8&(90{!45051& b W
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Request APl permissions X
€ All APIs
@ Microsoft Graph
https:/fgraph.microsoftcom/ Docs 7
What type of permissions does your application require?
Delegated permissions Application permissicns
Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
Select permissions expand all
A mail, +———————— *
Permission Admin consent required
~ Mail (3)
Mail Read (@)
n o . Yes
Read mail in all mailboxes
Mail ReadBasic (0
U R . Yes
Read basic mail in all mailboxes
D Mail ReadBasic.All O Yes
Read basic mail in all mailboxes
u Mail. ReadWrite O Y
es
Read and write mail in all mailboxes
Mail.Send D
E i Yes
Send mail as any user
Add permissions m
Microsoft Graph ™ &h Z4I| 22|04
7. o E 2|70l Mol =E|g CHalsto] HErof CHEE M A FHEHE F0o45tEdH 2= L|CtGrant Admin Consent for <tenant-name>.
AP / Permissions name Type Description Admin consent requ... Status
“ Microsoft Graph (4)
Maal Read Application  Read mail in all mailboxes Yes @ Granted 1-'W-
Mail ReadWrite Application  Read and write mail in all mailboxes Yes @ Granted for [ NN
Mail. Send Application  Send mail as any user Yog ﬂ Granted Tor- wae
User Read Al Application  Read all users' full profiles Yes @ canted for [ -+

Microsoft Graph AP| T8t
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| Details || Groups || Tokens | Addin Config || Rules || Profiles ||| Branding |

. r
Name | Domain v ﬂother |
Values (comma or - .
.onmicrosoft.com | +——

semicolon separated)™

—— Add Entries

CRESZE| =& =2 Z|

4. o 2 Add-in Config OIS &fLIC}.

bl
il

1EtAH|: Azure AD Details(Azure AD M|SALEH) OF2HOI EntraIDOIA] 7HA{2 EHIGIE, ZEI0|QE ID ! &= & U{FLICt & Save

Details 22| &LICt
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| Details || Groups || Tokens |

| Addin Config || Rules || Profiles || Branding || Features || Migration || Security || Templates ||

Step 1: Configure the Office 365 Mailbox Settings 7

Azure AD Details: | ?
Tenant 10*

Client 1ID*

Client Secret*

I c-2443-4298-a0ad-f450d431104d8 |
[N 6-0929-469-a6b3-T87e75c85a1 |
l |o

3
i Saye Detaills| Reset

Step 2: Configure the Add-In Settings

Domain

Encryption Type

I o icrosoft.com | 4
Encrypt | 5

Password remembered in Add-In client for [313 days

Flag Type

Flag Value

O subject Flag ' Header Flag

I J

——% | Save Configuration Save Configuration for All Demains

Step 3: Download the Manifest File to Deploy the Cisco Secure Email Encryption Service Add-In to Your Organization's Users

CRESZtE| & F7I 7|5 +4

Microsoft 36501 OHL|HAE TS

T
—— Download Manifest

2 = 5104 Email Encryption Service &7} 7|5 HiZ

1. Microsoft 365 22| ME{oi| Zr2|Xt2 221 LIC} (Microsoft 365 £H2| ME]).

. &7} 7|5 Settings > Integrated apps 2 2 0| 580 22| ghL|C}.

b Home

F: Users ot
W Groups w
P Roles L
B Resources b

I':] Markeiplace

B gilling o

£ Support ~

o] -
Dromains

Search & intelligence
O settings
Mlicrosoft 365 Rackup

]

Homa Integrated apps

Integrated apps

Discover, purchase, acguine, manage, and deploy Microsoft 365 Apps developed by Microsoft partners. ou can alo deploy 4 age |
For adwanced management of these apps go to the respective admin center or page : Azure Active Direciory | SharePont
]
Deployed apps  Available apps Blocked apps

All apps in this st huves Beon indtalied for teram ugers

Pogular apps to be deployed
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https://portal.microsoft.com
https://portal.microsoft.com

Microsoft 0365 &7} 7|5 M™

3. 2 2|Deploy Add-in2 5t ME4EFL|CHUpload Custom Apps. O | have the manifest file (.xml) on this deviceTt 4|0l M Cisco Email
Encryption Service 22| ZHO|M CIRZE3H ot S Meistn Y2 =§Lict & Upload E=fLICH

4. Ot EHA0d M Cisco Secure Email Encryption Serviceol] M| ASHOF 5H= AHEALE EEEFLICH B @Al 1H50| A2 & MES

T Specifc Users/groupsS £ 2|8 LICtDeploy.

Configure add-in

Cisco Secure Email Encryption Service

By Cisco
Assign Users
Choose which wsers will have access to Cisco Secure Email Encryption Service
@' Everyane
O Specifie users / groups &
Search for specific users of groups o add of remove 1

| atart typing a name to search for users

DJuﬂm

Deployment Method
(®) Fixed (Defauit)
The sdd-m will B automatically deployed to the assigned users and they will not be able to rermove it fram their ribion.

O Available

Users may install thig add-in by chic king the Geét More &dd-ing button on the hame nbbon m Qutlook and oand i A.-:hnin-rrun.‘lglj‘:ti

() optional

The add-in will b automatically deployed to the assigred users but they can choose to remove it from thair ribbon

Microsoft 0365 £7} 7|5 +4
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2. Cisco Secure Email Encryption Service &7} 7|52 7{LI 2 &lgtL|ct.

«  Outlook Web Appll M Send(ELH7[) 2! Discard(HE|7]) HE Z2&{0f U= EYUE ofo|ES
Encryption Service 2 2|gFL|C}.

T

2/5t T 2 Cisco Secure Email

=

e Windows .= MacOSE Outlookl| Bl & =7 20 &S 3E S=2IgLct
+  MacOSE Outlook HHZ1 16.42 O| &0l A Al Outlook QIE{H|O|AE A&t B EF 220lM 2 22/&L|CtCisco Secure

Email Encryption Service.

3. A4 3HE Q2481 £ Signin 2 2I8LIC} (Encryption Type(2 £ 3 §8)0| Flag(Z2i2)Q Z<oot 228 L|ClSend.)

[ — N |

Frodm Lidupi kr 5-_-:"11i|:r:|-;c1| L) ~ £ @ Cisco Secure Email... by Diay
fo savr: ce Bec

Wouu mazst use encryption only for business
' ! - FRITEHEAGS
Subject Testing Mew Encryplion Frionity

Encryption Flow Summary

Encryplion Iniated

Aplod (Bedy) o 1 el - N B I 5 WY X X = §= o
Hadla,
Succossfully Authenticated
Thig i3 & TSl amasl,
Ragards
— Message Encrypled
—_— baszage Sent
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https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html
https://www.cisco.com/c/en/us/td/docs/security/email_encryption/SecureEmailEncryptionService-10-0/admin_guide/b_Admin_Guide_10_0/b_Admin_Guide_chapter_0100.html
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://www.cisco.com/c/dam/en/us/td/docs/security/email_encryption/add-ins/encryption/10-0/encryption-add-in-user-guide.pdf
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://learn.microsoft.com/en-us/entra/identity-platform/quickstart-register-app
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav
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