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. URLE HIAE MHA|X|Z H}F 7|

Ol E M0l ME Defang & Redirect URL M 7Ho| S 2L
OlziAa 4 2/ B X|o| URL RHEf o 7|s0i CHEH ZHEFE dE 0t MHEE MBS Euct

HAIX] M &

ZE HAEWM A Z|E MEZ HAIX|E MIME multipart/alternative MA|X| 20| text/plain X!
text/html 222 ZF ZEELICH O[2{et RE2 UEHo 2 O|HIY AT Ef|o{of 2|8 RS2 2
AYI|H HTML & HIHTML 4171822 MA0| X|HEl 22 S/ 2Hx& T 0l
2|8l text/plain & text/ntml2| LIS 522 HWEISACH

Content - Type: multipart/alternative; boundary=" 7781793576330041025==" M ME-
Version: 1.0 From adm n@xanpl e.com Date: Mn, 04 Jul 2022 14:38:52 +0200 To: admi n@i sco.com
Subj ect: Test URLS -- 7781793576330041025== Cont ent - Type: text/plain; charset="us-
ascii"” M MEe-Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Linkl
http://mal ware.testing. google.test/testing/ mal ware/ and some text Link2: http://cisco.com and
some text -- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii"

M ME- Version: 1.0 Content-Transfer-Encodi ng: 7bit
This is an HTM. part of the nessage

Linkl: http://nmalware.testing.google.test/testina/ mal ware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://mal ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

-- 7781793576330041025==- -
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. 7|2 AS(Anti-Spam)/AV(Anti-Virus)/AMP(Advanced Malware Protection) Z4I| 21840 2!

OFiOutbreak Filteri7} H|ZA5HEl M| A=
Policies

Add Policy...
Order | Policy Name  Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters Outbreak Filters Advanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) {use default) URL_SCORE Disabled (use default) ﬂ
A ~ - =
=4l ZEIX ZE: URL_SCORE ZHIX ZIE{ AHS
Add Filter... |
_OMQ( Filter Name Description | Rules | Policies Duplicate  Delete
1 URL_SCORE URL_SCORE: i {url-reputation(-10.00, -6.00, =", 0, 1)) { log-entry("$FilterName’); url-reputation-defang{-10.00, -6.00,",0); } B w
=ZHX ZEE= URL BE ZHE AF83104 20X Q1 URL(H <=7t -6.00011A1 -10.00 AHO|@! URL)Zt
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Linkl: http://malware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text

Li nk3: http://nmalware.testing.google.test/testing/ nalware/ and sone text
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command the scores and URLs can be found in mail_logs.


http://malware.testing.google.test/testing/malware/
http://malware.testing.google.test/testing/malware/

Mon Jul 4 14:46:43 2022 Info: M D 139502 URL http://mal ware.testing.google.test/testing/ mal ware/
has reputation -9.4 matched Cond tion: URL Reputation Rule Mon Jul 4 14:46:43 2022 Info: MD
139502 Custom Log Entry: URL_SCORE Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Acti n: URL

def anged Mon Jul 4 14:46:43 2022 Info: M D 139502 rewitten to MD 139503 by url-reputation-

def ang-action filter 'URL_SCORE

O|Z Al st MIAIX|ZF CEA 2 EELICEH

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M Version
1.0 Content-Transfer-Encoding: 7bit

This is an HTML part of the nmessage

Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text
Li nk2: CLICK ME sone text

Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text
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2 a2 waE!LIEL = 7He| & el Et2tol M= HTML ZEJ MHE D QAQS|HIAE BEQ|
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Li nk1: http://nmal ware.testing.google.test/testing/ nalware/ and sone text Link2: http://cisco.com
and sone text

35 33 3 5tk o H4E Hrop EEF PRI 7B Mo 2 MIME |89 text/plain £ £01 CH
off ==t 7|2 Y2 text/ntml £ E 1 A7t CHELICE. BLOCKED Eo{e CHEZ oto| 2 E
AtOlod| & LT,

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nmessage Link1:
BLOCKEDnal war e[ . Jtesting[.] google[.]test/testing/ mal ware/ BLOCKED and sone text Link2:
http://cisco.comand sone text -- 7781793576330041025==
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> websecurityadvancedconfig Enter URL | ookup timeout in seconds: [15]> Enter the nmaxi mum nunber
of URLs that can be scanned in a nessage body: [100]> Enter the maxi mum nunber of URLs that can
be scanned in the attachnments in a nessage: [25]> Do you want to rewite both the URL text and
the href in the nessage? Y indicates that the full rewitten URL will appear in the email body.
N indicates that the rewitten URL will only be visible in the href for HTM. nessages. [N|> Y

| Q‘E‘% oyou want to rewrite both the URL text and the href in the message? .., CHEf v HIA|X[2] HTML
7|8t MIME 2 22| A2 A-tag 249] href §0i|M 2h74El 41} AI'J—l‘o"Ol X5l ZE URL &

AR0| HAE S0 RSHAE 40| 91%0] 28 S LIEFALICE. O AlLIZISOIME S22t
HIAIR[7F RHHS E|X|gF Aot= of 7F CHELICH.

URLO| Z & &l text/html MIME & ZEE CtA| & H A HE 17 O|H Y AHOIEL|O|HM MEIE
HTML 5_59} H|m g L|C}.

Linkl: http://nmalware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://mal ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text

href & EIAE RHE Y SM0| & E3tEl B, URL FAT} href §82| YR 0|E AtagHTML 2
O|HAE BEEO0|E HTML EAMQ| CHE FE0 = &&teiol 2B URLY ola UXIstE E':
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-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M Me- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nessage

Li nk1: BLOCKEDnmal ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text
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http://malware.testing.google.test/testing/malware/

Li nk2: CLICK ME sone text

Li nk3: BLOCKEDnml ware[.]testing[.]google[.]test/testing/ mal ware/ BLOCKED and sone text

Li nk4: http://cisco.comand sone text

778179357633004102
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Policies
Add Policy...
Order | Policy Name = Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters = Outbreak Filters Advanced Phishing Protection Delete
1 URLTest (use default) (use default) (use default) (use default) URL_SCORE Disabled (use default) |7 |
=4l Z2EIX ZIE: URL_SCORE ZHIX ZIE{ AH8

Onder | Filter Mame Description | Rules | Polickes

Duplicate  Delete
URL_SCORE URL_SCORE: if (uri-reputation{-10.00, -6.00 , =, 0, 1)) { logrentry(“$FilterName™); ur-reputation-prowy-redinect(-10.00, -5.00,",0); } B L}

ZHIX ZEE= URL BE ZHE AFE 35104 2h 0|22l URL(A =71 -6.0001 A -10.00 AtO|)1t LU X|
AlZLCt &edo 2 ZEIx ZE{ 0|&0| 7|2 E| 10 redirect action U&SLILC}H.

22| A| BI7IE I8t Cisco Security Proxy MH|A R 2|C[2M5HH HA|X| =AX7F 213 8 225
0 22t E2Q|Cisco & 2ot ZEAIZ ZIC[AME = UELICH 2™ AMO|ET S Eo 2 AlHHE
B HM AT iPE*E!L—IEP.
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websecurityadvancedconfig href & EIAE R & O & ohLID
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Ol AlLtE|2 = X | R 29| ALIE|2 AL S 0| Oi? FAMSIH, URLE Holste Cidl E|C|HM
ot= 2EX EE Y| XFOI’“OI A& LICt websecurityadvancedconfig 50| 7|2 Moz 5
°._-IE|E§ 'Do you want to rewrite both the URL text and the href in the message? .. |'o o= MEEN
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url-reputation-proxy-redirect-action

Tue Jul 5 12:42:19 2022 Info: MD 139508 URL http://mal ware.testing. google.test/testing/ mal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Tue Jul 5 12:42:19 2022 Info: MD
139508 Custom Log Entry: URL_SCORE Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: M D 139508 URL

http://mal ware.testing. google.test/testing/ malware/ has reputation -9.4 matched Action: URL
redirected to Cisco Security proxy Tue Jul 5 12:42:19 2022 Info: MD 139508 rewitten to MD
139509 by url-reputation-proxy-redirect-action filter 'URL SCORE

HAIX|2] HTML 2 E20i A URLO| o2 RHEH M E|=X| A T{E AAIL. AILPEIO A%} OFEH7LXR| 2 A-
tag LA 9| href §401 Q= URLEF RHRF M E| 1T Atag RLAS| BHIAE 2E0 = URL T4 & 74
¥E|LICH defang 2 +&etM KA A-tag 2ATF MZHE| X2 2|C|HM 2 36t M href &
9| URLO| CHA| ZFMELIC}.

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage

Linkl: http://mal ware.testing.google.test/testinag/ malware/ and sone text

Li nk2: CLICK ME sone text
Li nk3: http://ml ware.testing.google.test/testing/ malware/ and sone text

Li nk4: http://cisco.comand sone text
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71} ol SetolHENE F JHel &4 374 EAIEILICH Link1 L Link2E 25 Cisco Web
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22 EANSE ¢ HY 2C0|MES £242 0I5 AAIL.
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— This is an HTML part of the message
Trash
L Uink1: hisp:/ fmalware testing,ggogle.test testing /malware | and some text

Link2: CLICK ME some text
Link3: hup:/fmatware testing.google.testfiesting /malware) and some text

Linkd: hitpc/ feisco.com and some text

Open "secuns-web.cisco.com/11hA

MIME £&2 | text/plain FE0ME He LR|st= ZE URL EAL0| A HE22 EICI-MEE
&7l olsiie +~ &Lt

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the nessage Linkl:

http://secure-

web. ci sco. conf 1dupt zzunilf | | uUAgGDNg__ M hr ANf OQZ4xul Dj L8ygeTrpwbH Po0722VEIl VeKf sJWW00k ULmj FQanc Mvh
r p6xEpTnKeEFYNhDOhRLuTwWy P2TC-

b74Q VOznKsi kLcNntC4pl Bt | ol sZ707Mrl 0CAHECgy x BRf _bx YMAPQDNVSZOWBUPNS - mBO7Rwt sPfi _-

Ey XHQo3pTzMpy Fb@B6I VI f Dg96VcNVRgi DzGLTgFwej 4J_- Qv

72i 3qCp9e YFDXR1LCOY4T9bkDVO 0xZh56Z53w ht t p¥BAYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng%2Fnal wa
red2F and sone text Link2: http://cisco.comand sone text -- 7781793576330041025==

O OF.
- TEXT/PLAIN 2 E20i A 2|C|2M AS2 Cisco Web Secure ZE A| MH|A 2} Yx|5HE URL &
AtEe RHEFHELICH
- TEXT/HTML 820 cit 2lc|2lM A2 HTML A-tag href S 430{|AM Cisco Web Secure Z5
Al MH|AZ URLE MZEHE5HR|BE - E|X| o2 W1t YR|ste CHE 2 E URL 2AtE2 27

ELct
ALzl D
Outbreak Filter H| HFO|2{A M 213 & K| ot

Websecurltyadvancedconflg href L EIAE ZHEFAMO| & ol
H3tr|o] U&LICH.

O] AILIEIR = 18 9] AlLtE|2 B2 RAFEILICH MHIAIX[S] HTML R 20IM YxI5t= 2 E URL EA}
i xfEHA o|'E=|D=| o| Mt ELICt o] 2212 websecurityadvancedconfig B S AFH& 3104 "po

you want to rewrite both the URL text and the href in the message? .. 4R

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encoding: 7bit

This is an HTM. part of the nmessage



Link1l: http://secure-

web. ci sco. coml 1dupt zzunilf | 1 uAGDNg M hr ANf OQZ4xul Dj L8ygeTnpwbH Po0722VEI VeKf s JWW00kULnj FQanc Mvh
r p6x EpTnKeEFYnhDOhR1uTWyP2TC-

b740 VOznKsi KLcNmdCApl Bt | ol sZ707Mri 0CAHECayxBRf _bx YMAPODNVSZOW3UPNSF - nBO7Rwt sPfi _-

Ey XHQ03pTzMoyFb@861 VI f Dg96VcNMBgi DzGlTgFwej 4J - Qv

72i 39Cp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥8AYRFY¥2Fnal war e. t est i ng. gooql e. t est ¥@Ft esti ng¥%2Fnmal wa
re¥?F and sone text

Li nk2: CLICK ME sone text

Li nk3: http://secure-

web. ci sco. com 1dupt zzunif | | uUAGDNg__ M hr ANf OQZ4xul Dj L8yqgeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvh
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b74Q VOznKsi kLcNndC4pl Bt | ol sZ707Mrl 0CAHECgyxBRf _bx YMAPQDNVSZOW3UPNS - nBO7Rwt sPfi _-

Ey XHQb3pTzMpy FbQB6I VI f Dq96VcNMVRBqi DzGLTgFwej 4J_- QW

72i 3qCp9e YFDXR1COY4T9bkDVO 0xZh56Z53w ht t p¥8AYRFY2Fmal war e. t est i ng. googl e. t est ¥2Ft est i ng¥%2Fnmal wa
re%2F and sone text

Li nk4: http://cisco.comand sone text
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M M A|X| Q] text/html FEE EAISIE & HY SCI0|HES| £2ig & QIghL|CH

Not Secure — ews-pv3207.cisco.com & B O

Abaut admin@taclab.com &) Logout
roundcube . A comacts G Settings
+ — il o -

<= A2 . F BT 2 e

Bk Compose Reply Reply all Forwand Delete Mowe Pring Mk Mare

& inbox m Test URLs Message 4af 13513 | 4 »

N

& Drafts m -
& sent

B Junk

- This is an HTML part of the message

' Trash

Link1: hatp:/ /secure-web cisco.com/ lduptzzum LiluAgDie_M_hrANFOOZ4xu DL Evg e Tmpwh HIPG0 7 2 2VEN e Kfs IWWFODRULmiFQans MMArpSxEpTmEeEFYnhDORR L uTwyP2TC
b740VOz0k s kLcNmACApIAtiols? 70 TMmIDCAHECGYXARF_bxY MAPOONVSZ0wIUPNF-mB0O7RwtsPfi_-EvkHQb3nT zMpyFhOB6NDRIEVCNMIqIDZGAToFweld) ~OM
72i3CR9eYFDXRLCOYATIRKIND oxZh5 625 3w huasIAR2rS2 Fralware testing aoeqls tess2 Flesting¥2F mabware%2F and some text

Link2: CLICK ME some text

Link3: hitp:/ fsecure-web cisco.com/ lduptzzum LiliuagDig_ M_hrANFOQZdxulBjLEyge TmpwhHIPa0 7 2 2VENV eKfs/WwFODKULmiFCanc MMArpGxEpTmEeEFYmhDORR 1uTwyP2 TIC
b7 40WOZAKsikLeNmAC ApiBtiolsZ FOTMmMIDCAHEC gy BRE_bxY MAPQDNVEZ0W IUPNF-mB07 RwtsPfi_-EyXHQbIpT zMpyFbQa6IVIfDQIEVCNMIqIDZC 1 TgPwej4)_-OM-
72i3gCp9eYFOXRLCOYATOBKDVO axZh56Z5 3w hIpKIARIFEL Fralware 1esting goog e teste2 Fresting M2 Fmabvare®2F and soeme Texl

Link4: hetp:/ feiscocom and some text

Open “secure-web,cisco.com/TduptzzumiflluAgDNg__M_hraN

MIME M| A|X|2] text/plai n 222 AlLIEI2 Cc2t & Y35HH websecurityadvancedconfig 24730[ M| Al
X19| text/plain £ 20| F& 2 O|x|X| t&LCt.

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: 7bit This is text part of the message Linkl:
http://secure-

web. ci sco. conml 1dupt zzunilf | 1 uUAGDNg__ M hr ANf OQZ4xul Dj L8ygeTnpwbH Po0722VEI VeKf sJWW00kULnj FQancMvn
r p6xEpTnKeEFYNhDOhRLuTwy P2TC-

b740 VOznKsi kLcNndC4pl Bt | ol sZ707Mr OCAHECgYxBRf _bx YMAPQDNVSZOW3UPNS - mBO7Rwt sPfi -

Ey XHQb3pTzMpy FbQB6I VI f Dq96VeNVBgi Dz GLTgFwej 4J - Qv

72i 3qCp9e YFDXR1COY4T9bkDVO _0xZh56Z53w ht t p¥8AYRFY2Fmal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fnmal wa
re%2F and sone text Link2: http://cisco.comand some text -- 7781793576330041025==
O OF-

-l =7 .

. TEXT/PLAIN E£0{ A 2|C|2M A3 Cisco Web Secure ZE A| MH|AQF LUx|SH= URL
A e RHEF A EHLCH

HO


http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F
http://secure-web.cisco.com/1duptzzum1fIIuAgDNq__M_hrANfOQZ4xulDjL8yqeTmpwbHlPo0722VEIVeKfsJWwF00kULmjFQancMMnrp6xEpTmKeEFYnhD0hR1uTwyP2TC-b74OjVOznKsikLcNmdC4pIBtIolsZ7O7Mml0C4HECgyxBRf_bxYMAPQDNVSZ0w3UPNf-m807RwtsPfi_-EyXHQb3pTzMpyFbQ86lVlfDq96VcNM9qiDzG1TgFwej4J_-QM-72i3qCp9eYFDXR1COY4T9bkDVO_oxZh56Z53w/http%3A%2F%2Fmalware.testing.google.test%2Ftesting%2Fmalware%2F

. TEXT/HTML ZHE Ol M AISHE 2|C|2 M2 HTML A-tag href SA0IA{ URLE HIAE THES} &
A R ZEHA ST HTML 2204 M Cisco Web Secure ZEA| HH|AQF 2 x|5tE CFE URL 24t
U= AEFAEHLICH

35 - ZIC|3|M

o] 20l M tl BHo[21A A 9I% S X|of ChEt OF A%0| URL AZHof 0|l Wkol Ciet B E
Bt

1

kS

Policies
Add Policy. ..
Order Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters = Advanced Phishing Protection = Delete
1 URLTest (use default) (use default) | (use default) (use default) Enabled Retention Time: | (use default) I ]

(no filters) Virus: 1 day
Other: 4 hours

. Outbreak Filteroll A H|HFO[2HA A {F] B X|E HAtstEdH 24 oMol Z&E 2 E URLE
7;H75|I-é—>|°|.|:§ A—|7<-IE| URL xHXHHO A|.£oz§=ll-|__||_-_|.

Mail Policies: Outbreak Filters

Outbreak Filtering for Policy: URLTest

Enable Outbreak Fillering (Customize setlings) a

Outbreak Filter Settings

Quarantine Threat Level: (7 28
Maximurmn Quarantine Retention: | yie attachments: Ii— s B
Other Threats: f vus @
Deliver messages without adding them to quarantine
Bypass Attachment Scanning: ¥ | None configured
Message Modification
Enable message modification. Required for non-viral threat detection (excluding attachments)
Message Modification Threat Level: (7) | 3 @

Message Subject: | propend @ [[SUSPICIOUS MESSAGE] Insert Variables | Preview Taxt &

Include the X-IronPort-Cutbreak-5tatus headers: Enabde for all messages

Enable anly for threat-based outbreak

QO  Disable
Include the X-IronPort-Gutbreak-Description header: Enable

Disable

Altemnate Destination Mail Host (Other Threats cnly): | |
(examplas: example.com, 10.0.0.1, 2001:420:80:1::5)
URL Rewriting: = Cisco Security proxy scans and rewrites all URLs contained in malicious cutbreak emails.
©  Enable only for unsigned messages (recommended)
Enable for all messages
Disable

Bypass Domain Scanning (7

£
(examples: exampie.com, orm.example.com, 10.0.0.1, 10.0,0,0/24, 2001:420:80:1::5, 2001 :db8::/32)

Threat Disclalmer: | none a8

Disclaimer text will be applied to the top of the message body far Suspicious and Quarantined messages, Ta create custom disclafmers go te Mail Poficies > Text
Resources » Disclaimers

HIAIX|Z7F OFO 25 oz BEF M LIE S| 2 E URLO| Cisco Web Secure ZE A| HHIA R
CHA| ZFElLICH,

AlL2I E

Outbreak Filter H| HFO|E{A A I3 EF K| o



e L & otLlR

—_ =

websecurityadvancedconfig href & BIAE R{ & 0| & obLID
M3t z|of QU&LICH. -

3 E| 11 websecurityadvancedconfig href 2! BIA E RH &
| &S

ot= Y AlE EoiELICH

H

w

Ad
(=]

rlo

o| AlLt2|20 M= OFEF &
3t &Efo M HIAIX| ZHEF 40

Wed Jul 6 14:09:19 2022 Info: M D 139514 Qutbreak Filters: verdict positive Wed Jul 6 14:09:19
2022 Info: M D 139514 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 14:09:19 2022 Info: MD
139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19
2022 Info: MD 139514 rewitten URL u' http://cisco.com Wed Jul 6 14:09:19 2022 Info: M D 139514
rewitten URL u' http://malware.testing.google.test/testing/ malware/' Wed Jul 6 14:09:19 2022
Info: MD 139514 rewitten URL u' http://mal ware.testing.google.test/testing/ malware/' Wed Jul 6
14: 09: 19 2022 Info: MD 139514 rewitten to M D 139515 by url-threat-protection filter 'Threat
Protection' Wed Jul 6 14:09:19 2022 Info: Message finished MD 139514 done Wed Jul 6 14:09:19
2022 Info: M D 139515 Virus Threat Level =5 Wed Jul 6 14:09:19 2022 Info: MD 139515 quaranti ned
to "CQutbreak" (CQutbreak rule:Phish: Phish)

text/plain MIME & 25 E{ A|IXSZI&LICH HE =52l £ BAE/Agt & LIF 9| 2E URLO
Cisco Web Secure ZF A| AMH|A0| R4 E HELICEH. Ol Outbreak 2f & HIAIX| LiS| 2E URLO]|
CHsH URL RHEf 0| 2 &3tE[{7] 2 LICh.

-- 7781793576330041025== Content - Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encoding: quoted-printable This is text part of the message Linkl1:
http://secure-web. ci sco. conf 11ZWFnZYMbRp_t vvnco4l 3& nEx| EFqpi r K= f 5\BnD_7X-

8wSvnnDQx YNYhb4apl Et OXp_- 0CMInyw6WK63xZI Fnj 5S_n0vY18F9GOIWCSoVJIpK= 30EQ8I B-j cbj x9BW ZaNbl -t -
uTOLj 107Z3j 8XCAdOaHe 1t 7GGF8LFt 1GNFRCVLEM wQZyo- uxh= Uf khZVETXPZAdddg6-

uCeoei M RZUOAzqvgw2axnm03AUpi eDdf eMHYXpnzeMw574FRGobr 7uV=

t B65hf y29t 2r _VWyWA24b6nyaKyJ_hnRf 2A4PBWOTe37cRLveONF9cl 3P51Gx Ul ht t p¥BAYRFIRF=

nmal war e. t esti ng. googl e. t est %2Ft esti ngd2Fmal war e%2F and sone text Link2: http://secure-

web. ci sco. com 107068d- dObG3Sqwei fi | 89X-t Y7S4csHT6=

LsLToTUYJgWef Lf ODch91y XW J8aOxPqlPBSACgJ! Dt 4hCZi pXXmCLXI 3- XdANLGBMIObLf j 1¢B= hY_OW Bf LD-
zC86MD2dm f OXCgKTOt DET3RD_KAe UMWAWZYNOI 81 LPcwBBBi 9TLj MAMhRKPeg= En_YQvDnCzTB4qYk&BalUQ Fsec XB-
V_HU1vL8I RFRP- ud N hHp9kWCnnt JBJEnDMe A1T6NBIJ= ZhBznf ynf CddXs-

xI G YXn3j uN1Tvud Cceo3Yeai Vr bOXcOl Zs3FOBxvN OnwWKN181y GKPY= cn5aSWg/ ht t pdBA¥RFY2Fci sco. com
and sone text -- 7781793576330041025==

MIME HIA|X|2] 2B Bl AE/html &2 LIC}.

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20
Linkl: http://ma= Iware.testing. google.test/testing/ nmalware/ and sone text

Li nk2: CLICK ME<= /a> sone text

Link3: http://malware.testing.google.test/testing/malware/ and sone= textlink4: http://cisco.com
and sone text=20 -- 7781793576330041025==- -



3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=
3D"http://secure-web.cisco.com/1YD7q4LPvQ34ZTyUhwULH=

M~ < - [ Not Secure — ews-pv3201.cisco.com

roundcube -

— - - = = =
4+~ 1 ,—_! . B, n v {? F. e
Back  Compose Reply Pephyill  Foward  Deete Mearve Print Mark Maowe

Q mox  EED [SUSPICIOUS MESSAGE] Test URLS

'./’ Drafts

&) sent

B sunk

= This is an HTML part of the message

- i Link1: hisp /S malware testing. google test/testing/malware{ and some text

Link2: CLICK ME some text

Link3: http:/ fmatware testing. google. testftesting /malware and some text

Link4: http:/ feisco.com and some text

)

Message 4 of 13524 4

Open “secure-web.cisco.com/1YD7q4LPVQ34Z TyUhwULHYnMGouRdSI 24 GhigehaP PwOxI4S0nMnbNG 4 TJ6QIME...7D-OniuZpS.yDvLGOCui/http ZFmabware.testing.qoogle.te

Logout

(3

are362F in a new tab

LIck. 2 AI0[ 2 7 [NE &

047|M =58 £ = 5 My I%E Link4 7} RHEf S E[X| I 2 O|R ¢

ZA At 412 o|0] B &7 RICt MIMEOI text/htm| THE =
I

=
7|2XMO 2 A-tag 49|
iL

href S48t W75t ZEF5HL|CY E"*E/°'HF Z1 RASE SEO| ER5t B2
websecurityadvancedconfig href & EIA E XH & c;'% st M3lsloF HLICH CFS AlLtE|2 = Xi3tH5|
ol &L|Ct. 29
- TEXT/PLAIN 220 A3 E OF Z|C|Z M2 Cisco Web Secure ZF A| MH|AQF UX|SH=
ZE URL #XtEE A MBHLICEH
- TEXT/HTML THE| M A4 OF 2|C|3M2 Cisco Web Secure ZE Al MH|AE ALE 5104

HTML A-tag href 54404 A URLEF RHZF 44 5HL|CH

AUEIF
Outbreak Filter H| HFO|2{AAd 9|3 Ef x| o
el ZE| =Y ot

websecurityadvancedconfig href & BIAE R{ZHAH 0| & of
M3tE|of A& LICH.

0| A|LtE|2 0| AH = websecurityadvancedconfig href & BIAE R A M S S35l OF H| HIO|2HA M £
& B X0 M MBS st= URL RHEH 2| SE0| o2 H HEE|l=X| 2o{ELICt o|m
websecurityadvancedconfige text/plain MIME 2201 J&& FX| t&LCh BIAE/html 228t
Lotstn SE0| ofEH HAEUJU= K| dotE & LT

-- 7781793576330041025== Content-Type: text/htm ; charset="us-ascii" M M- Version:

1.0 Content-Transfer-Encodi ng: quoted-printable
This is an HTM. part of the nessage

=20

Linkl: http://secure-web.cisco.com ldgafald Z6Grc_TKnEH8FI G -1 0TxJMFkg= 1-vbj f0-0Zc9G

by KGdhMW gCESYCPDI Ot Jf FkI 9k069ni t sXnL49W XoXEr SWk- Yf vW/nBj P18=

D3Vj oi 501 AghnByJJaK | g6f 38p4Ni Val 8] dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVSVFAwW= -

1 kgA7j Eusyf zI Dt mJ45Ygbl 3Dg- WFWh SMySHpc gk RP6aA] w- aKMEOCO9uL DowChAKr Y5w nVf c= EJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B PDOF CvRynghk MBGBHLEL Vi r z- SQ RFRHZKSpzNh=

bN1LUBWGA/ ht t p¥BAYRFY@Fnal war e. t esti ng. googl e. t est Y2Ft esti ng%2Fnal war e%2F and sone t ext

Link2: CLICK ME sone text



3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=
3D"http://secure-web.cisco.com/1dgafaGfZ6Gmc_TKmEH8F=

Li nk3: http://secure-web. ci sco. conf 1dgaf ald z6Gnc_TKnEHBFI G_- | 0TxJMF= kgl- vbj f 0- 0Zc9G

by KGdhMWN gCESYCPDI @t Jf Fk1 9k069ni t sXnL49W.XoXEr SWk- Yf vWnBj P=

18D3Vj oi 501 AghnmByJJaK_I| g6f 38p4Ni Mal 8j dSI Mp_lcaEd®LdzeZHHg_B7_Xi nul BHekVsVF= Aw

I kgA7j Eusyf zl Dt mI45Ygbl 3Dg- WFWh SMySHpc gk RP6aA] w- aKVEOCO9uL DowChAKr Y5w nV= f cEJ-

t mvEV94LDI Ai Rl PYosunpsj 5e_4Jvg4B_PDOf CvRynghk MBGBHLE Vi r z- SQ RFRHZKSpz =

NnbN1LUSWGA/ ht t p9BAYRFY2Fnal war e. t est i ng. googl e. t est %2Ft est i ng¥2Fmal war e¥2F= and sone text

Li nk4: http://secure-web. cisco.conl 11 8PM MwwHLYpcRmM j uqY9F2WGES37D= ksL| ADF8z6Mn8ke-
Qd4LygPhRy9r | OWRcHVJI 2Vt g1lwHXhvi NInt r QN8Uz W nsycf wf bHeY6r de=

spA Whj 2DWsowi | d45maDs Rxopf hRDW/ 3nKLHr 4ZX70z8eW Q 8Vxu__- Yt pYXgt | 1_mil73Fj Cs= 5mVHKf | qS52FXyr o-
MoX9vu9V14wXSHWHAL pXHVR- Jq2yq_FWh3ei OTpkkJ6X1wTaof CKs SbQech=

RhbFWua3GZWNFyoQnDmAgvLbj _8KZNz8al Ff 81y _zUWMO7S4pZ2KsT- 0qPt | | AnUEJEj dvntgO= GDneol L6m

g/ htt p¥8AY¥RFY2Fci sco. com and sone text

=20 -- 7781793576330041025==- -

ol £242 AlLI2I2 DOl 243t 0§ RAMSI 2 o|x QI URLEEH ofL|at 25 URLO| R EHAIE|9
Che &tO|&BF Q& LICH HTML S 20i|M 24 2 xtedmt |5H= 2E URL 2X+0] 047|
M =" ELo

M~ < - ) Mot Secura — ews-pv3201.cisco.com
ki m () Logout
e e
roundcube L conacs £ seming
. ol - — i -
- = A . . ¥ B3 D 4 ...
Back Compose Reply Reply all Forward Delete Mave Print Mark Mare
Qmeox @D [SUSPICIOUS MESSAGE] Test URLs Message Lof 13524 () (B
.
# Drafs (o
& sem
B sunk
— This is an HTML part of the message
Trash
Ll Link1: hitp:{/secure-web,cisco.comy ldgafatiZeGme_ TEMEHSFIG -I0TxIMFkg]-vhifD-0Zc90 -byEKGARMWN_gCESYCPOIHIfFkISk(6 SnitsXnlL4 YWL XoXErSWa=
ThmEBIP1B03YipiS0lAGhMIviaE,_toff3ErdNiMalBidsiMe_l AEAGDLdzeZHHa_B7_KinulEHekY3YEAw-IkgATiEusyl 2IDmI45Yabl30g-WIWhs MasHasakRPEa - K MERCOSUL DawOhAKYY Sw-nvicEl-

tmvEVSL DIARIFY osumps Se_dheg 4B PO yRynghkMECEHLEN rz-SOIRFRHZKS paMhbMLLU SWEA | it p 342 FE2F makware, testing, google.tes B2 Flesting¥2F mabware®2F and some text
Link2: CLICK ME some texi

Link3: hup:/ /s ecure-web.cisco.com/ 1dgalaGiZ6Gme_TRmEHSFIG_-10Tx|MFRgL-vhif0-0Zc 96 -byRGAhMW_gCESYCPOMIIFKIk06 Snits XL SWLKoXErSWx -
¥hATE|P LBD3VjoiS0lAghmOyllak_ly6f3EpdNiMalBjd3IMp 1 cabdCOLdzeZHMHg BT MinulBHekvevFaw-lkgAd 7JEusyf 2000m) 4 5Ygb I 3Dg-WPWhS Mg SHpeak R PG jw- K MEsC O9uL DowORAKY Sw-n\icE| -
TmvEVI4LDAIRIFY 0sumps) Se_dlvg4E_PDORCwRyng hkMBGEHLENYIrz=S0  RFRHZKSpzNhbNLLUSWGA) hit pX 3AXZ FE2F makware.testing, goog le.testé2 Fresting¥2 Fmakware®2F and some text

Link: hip:{ fsecure-web.cisco.comy LISPMIMwywH LY BCRAMIuGY F 2WGS3 7 Dks LIADF 826 Mw ke
QotdLygPhRyIrIOWREHVI2 Vg IwHXhwiNSnLIONELZWinsychwibHeYErdes pOiwhj 2 DWsawild4s mwDsRxopfhROWY 3mKLHr4 ZX 70z 8eW_QIEVxu_-YtprXgtll_mT73FCsSmMHKAGSS 2 Fryro-
MoXSvu9W] wkSHwH SpXHVR- Jq2yq_FWp2eiOTpkkI6X LwTaoiCK SO RhbEVwua SCIWWFraQnD mAgvLbj_SKZHzBalESky_zUWMOTS4p22KsT-0gPIlANUEIEjdvmeg 00 DmenlLm.
Q/hpXN3 AN FR2Fcisco.com and some text

Open “secure-web,cisco.com/1d KrmEHBF] 0T MFkg1-vii0-0; G CGAhMW. ESYCPDL.. RHZKSpzNhBN1LUEWGA/ 2 google. i red 2F ina new tab

O OF.
it B

. TEXT/PLAIN 220 M A~ E OF 2|C|2ME2 Cisco Web Secure ZEA| MHH|A 2 LX|5te=
T E URL 2XtY¥ S &F 1% L_II:|-

. TEXT/HTML £ &20iM A=E OF Z|C|HM2 HTML A-tag href S0 URLE 249 EHIA
E & 9l Cisco Web Secure ZF Al MH|AQF Yx|5H= CHE 2 E URL EAtQat 874 RiEHS
ot

Augle 6

Outbreak Filter H| HFO|E{A A /3 EFX| of

ZH= e 2y C|Z
websecurityadvancedconfig href & BIAE R{ZHAH 0| &

AstElo] QlgLct. of

Ol OtXx|8f AlLtE|20iME T8-S ASBELICH

. 7|2 AS/AV/AMP HI|230|M L OF 7} B AI5HE MY Ad=Y



Policies

Add Policy...

Order  Policy Name | Anti-Spam Anti-Virus Advanced Malware Protection Graymail Content Filters | Outbreak Filters | Advanced Phishing Protection | Delete
1 URLTest (use default) (use default) | (use default) (use default) URL_SCORE Retention Time: | (use default) I |
Virus: 1 day

Other: 4 hours

. Bl BFOIB{A 4 SI% BXlof ChEH OF A2 ot olxiQl o|n Yol ZBEl ZE URLE KEHAS
=% SUE URL Mat o2 2HELCHOR AlLtziost 52)
Al 2EIX ZE: URL_SCORE ZEIX EE ALS

Add Filter,.. |
| Grder | Filter Namme Description | Rules | Palicies Duplicate | Delete
i URL_SCORE URL_SCORE; i {url-reputation(- 10,04, -6.00 , ™7, 0, 1)) { leg-entry("$FilierMame™}; url-reputation-defang{-10.00, -5.00,",0); } L |

HX ZE= URL BE ZZHE AF&35t0{ 49| Q1 URL(H =7 -6.0001 A1 -10.00 AO|Q! URL)Zt
HlX ZE 0|§0| 7|§ &1 defang 24 0| =& ELIC} url-reputation-defang

eF HIAIX] SAHE 0| O|HY HO|EHolof ele M& x| B7tE|0d Zote O Z&Lch

mO

Wed Jul 6 15:13:10 2022 Info: MD 139518 URL http://nal ware.testing.google.test/testing/ nal ware/
has reputation -9.4 matched Condition: URL Reputation Rule Wed Jul 6 15:13:10 2022 Info: MD
139518 Custom Log Entry: URL_SCORE Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 nmatched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 matched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 nmatched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 nmatched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: M D 139518 URL

http://mal ware.testing. google.test/testing/ nalware/ has reputation -9.4 nmatched Action: URL

def anged Wed Jul 6 15:13:10 2022 Info: MD 139518 rewitten to M D 139519 by url-reputation-

def ang-action filter 'URL_SCORE Wed Jul 6 15:13:10 2022 Info: Message finished MD 139518 done
Wed Jul 6 15:13:10 2022 Info: MD 139519 Qutbreak Filters: verdict positive Wed Jul 6 15:13:10
2022 Info: M D 139519 Threat Level =5 Category=Phi sh Type=Phi sh Wed Jul 6 15:13:10 2022 Info: MD
139519 rewitten URL u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten URL
u' http://cisco.com Wed Jul 6 15:13:10 2022 Info: MD 139519 rewitten to M D 139520 by url -
threat-protection filter 'Threat Protection' Wd Jul 6 15:13:10 2022 Info: Message finished MD
139519 done Wed Jul 6 15:13:10 2022 Info: MD 139520 Virus Threat Level =5

O|HI mto|=Z=z2tRl2 MHIAIX|7I 2EIX EE{o| ofa HA{ BIHEE JdHELICH 2= ZEoM=
URL_SCORE Z/E{7} EE|H&|1 URL-reputation-defang-actionO| & & L|Ct. O] 242 text/plain
2 text/html MIME £ &22| 2 & 24 URLE LtEHHLICH websecurityadvanceconfig href 2! 1A E
MEME M35t 22 2 E Atag @A7F M7HE|T URLS| BIAE B2 XFEHEI EHo{ ALo[of &Y
et B E M2 3 Atolol B k|52 HTML E & LHolAM Y xI5tE 25 URL EAHZ0| Ho|
ElLICH Atag HTML 2 401 BR[| X[ 2f 2 CHE 24 URLOIM T OFEHZEX|ILICEH CHEe =2
Outbreak Filter7t H[A|X|E XZ|ELICt. OF= 0*** URL° EtX|otD HIAIR|IE 2o|xQl ZHdoZ Al
B48tL|ICHThreat Level=5). 1 Z1}, HIA|X| LH%OﬂH FAEl 25 2F4d URL 2 H|2F4 URLS XH’“
MefL|ct 2EIx ZE 2¢0| 0|0| 0|28t URLE $X3M 7| LLH—-—oﬂ OF= o|EXMoZ URLE ™
St FHE LHHKX| H|2f A URLEE RHEHGEFLICH o4 URLS| LR 2 O|H|Y 20| E0] EA|
E HAIX|7F FAIZRSH H|2FS URLS| &£ 7t EIEIE*'A._#EI‘RiﬁL—IEL

-- 7781793576330041025== Content-Type: text/htm; charset="us-ascii" M M- Version:
1.0 Content-Transfer-Encodi ng: quoted-printable

This is an HTM. part of the nmessage

=20



Li nk1l: BLOCKEDnal ware[.]testing[.]google[.]test/testing/ mal ware/ BLO= CKED and sone text
Li nk2: CLICK ME sone text
Li nk3: BLOCKEDnal ware[.]testing[.] google[.]test/testing/ mal ware/ BLO= CKED and sone text

Li nk4: http://secure-web. ci sco. conf 1wog4Tf 2WFF2- CDoPcz| aDd3YPk8P- 6h=Z- MkxXr -

QXa6Fe3MAxt 02t NPOADSVKkxPHY! Xbz41 s4_84KYpzs4WD355AgBE_OR7uLK65PXk So=

wi 5F8VCGEQy4r xRct p1ZHKMHs 8j LI Oi i Cb- b4v- eXf mIG i XFMLQxH- | UzQY2we4- 7_16ZT769ml=

WKzo1kl kep4l CK17h2C800SpI VTzt S_j 7kwFqgqCeU _hj VWw5A0Ht 8V 7Af 2N3boakK! 71 pHlpw4=

_hnVv1Kyf Pg8YBt XoL5yN4041RYI U2QX5f ui zJBIJE3pNVaxRkZVnlle620EsMWBgMK/ ht t p%B8AYRF= %2Fci sco. com and
sone text

=20 -- 7781793576330041025==- -

M-~ £ i [ ot Secure — ews-pv3201.cisco.com

roundcube o
* a"h 1 ‘,}1 - m-’ - ? - ﬁ _‘,- LR

Back Compose Reply Reply all Forward Delete Mave Print Mark More
Q o EED [SUSPICIOUS MESSAGE] Test URLs Message 3of 13531 (4 | | »
s
# Onfs m =
&) sert
£ Junk
This ks an HTML part of the message
W Trash " Sal baxt " -
Linkl: BLOCKEDmalware[ Jtesting(.Jgoogle[. Jtest /testing fmalware/BLOCKED and some text

Link2: CLICK ME same text
Link3: BLOCKEDmahware] Jtesting] Jgeogle] Jtest /testing fmatware BLOCKED and some text

Linkd; hip:/ fsecure-web.c comy Lwogd TIZWFF2 -ChoPcziaDd 3YPREP-GhZ - Mxxxr

OXabFed, MAX lo!lNP\UlUSWI«kMWVlIDJ-ﬂs*‘- BAKYp2sAWI355A0BE_ORFULKE SPXkS 0w F SVIGECQy AR kﬂ<|MZHKMHiEuL|D Cb-bav-eXfmICIXFM 10 H- Uz GY 2wed-

T_16ZT769rmWizolkikepd ICK1Th2CE005pNT 25 j7 kwFagaOel_hjvySAcHLEWK TAIZ NI boak] TIpH1 pad_hmV 1Ky PgBYBUOL SyMdod 1IRYIL20X Sfuiz)BJE 3 phvaxRkZVim] e GZ0ESMMIqME hitpied A2 FR2Feis
and same text

MIME HIA|X|2] text/plain £ 2 OtEH7FR|ILICH 2E H|2 A URL2 Cisco Web Secure ZE Al
2 gIC|¥ME|D oM URLO| ol EiLct.

-- 7781793576330041025== Content-Type: text/plain; charset="us-ascii" M M-
Version: 1.0 Content-Transfer-Encodi ng: quoted-printable This is text part of the nessage Linkl1:
BLOCKEDnal war e[ . Jtesting[.] googl e[.]test/testing/ mal ware/ BLOCKE= D and sone text Link2:
http://secure-web. ci sco. conf 1wog4Tf 2WFF2- CDoPczl aDd3YPk8P- 6hZ- M= xxxr -

QXa6Fe3MAXt 02t NPOADSVKkxPHYI Xbz4l s4_84KYpzs4WD355AgBE _OR7uLK65PXk Sowi 5=

F8VGEQy4r xRet p1ZHKMHs 8) LI 0i i Cb- bdv- eXf mIG i XFMLQXH- | UzQY2we4- 7_16ZT769mI\WKz=

0lkl kep4l CK17h2C800Spl VTzt S_j 7kwFqgqCeU _hj Vy5A0Ht 8V 7Af 2N3boakKl 71 pHlpw4_hm=

V1Kyf Pq8YBt XoL5yN40o41RYI U2QX5f ui zIJBIJE3pNVaxRkZVmle620EsMWBqMK/ ht t p¥B8AYRFY2F= ci sco. com and somne
text -- 7781793576330041025==

Qof:

. TEXT/PLAIN 2£20{M A& E CF defang2 URLE RIEHE 25 0of RHEHAIEFLICH
. TEXT/HTML B £0i A

14
1 A™E|= CF defang2 A E§27t M7HE mH HTML A-Ef 20il A URLS &Y
A ghLict

. TEXT/HTML B 20{M A E|= CF defang *IEHE E20 2 Ux|sls ZE URL 2AHES
N ESEsy-i By

. TEXT/PLAIN 220 M- E OF ZIC|=ME Cisco Web Secure ZF Al AHH|A(H|[2H)eF &
Xlete ZE URL 2XxtdE2 RHEF M LICH

- TEXT/HTML 220 A&E OF 2|C|2 M2 HTML A-tag href S40{A URLE 249 HIA
E B & 3! Cisco Web Secure ZEA| MH|A 2t LR[St CHE 2 E URL 2R3 &7AH RHEF A
gLICHHIY )




24 &
URL RHEHS SRS ZASHOF & 22 THS A S M2 AL,

n':='||' Y -ﬂk-ﬁl Do you wish

- mail_logstilM URL 2Z2 &d3stgLict. A8 outsreakconFic BT}
to enable logging of URL's? [N]>

. CH2 & & QIglLICt WEBSECURITYADVANCECONFIG 2 0||H|OI 71|0|E-?4|0| SHAH HEHo M-
U href & BIAE ZHE N SMO| MAESHAH HHEE|0] QT ZF A|ARI0|MH SLeHR| 2 lgfLCt.
Ol BH2 AlAH =ZHE MBE|H 07| BHEs LHo: E = E{AE dHo| IS

I=| o iy [ Ne ]
FX| et&Loh

0[0

- 2EIx HEo| 27 & 5E Helstn 2RI= HEI Ed3tEn HFE T4 MY 3o M
SEl=x| FHlgLIch O EE #MEl2 HUHE + (e 218 HYez o[nol| A28 O E 2

=X ZE{7} Qe Xl = lgtLc.

- HE 2 T HAIKIS] HAl SAIE S ZARLICH EML EAIS 2 HA|IXIE AMstE
ol FAAIR, MSGS Zt2 S5 A2 HIAIX| AN Bl A AlZ|E 4 oigLicH &
Zo0|HEHME AA HAIXIE & &= U2 CHE O|H Y EEH0[HENM HIAIXIS A
g HMSed1 A= ELICE 02 £S04 MS Outlook for MacOHIME HIAIX[2] AAE 2 £ Y
':'._F Windows HH™0IM = SIEHB =2 = U&LICE.

Q9

=2

=
ol

O

:
'r
1 I
P

A
(=]
T

—_

>1rHI

0| EM2o| 52 URL RH=H L1t EFE:%PO# A8 7ts8t AL|agold M2 O & 0olal5 r“ Cll Q4
&LICt =&l mIAIxI“ MIME Z£0| M E CHEE 9| 0|n1|°' AZER0{HM 2FELICH &, 8L
st HIAIX| BAIE S olHIY EFJOIOJE s £ Ns

CIE2A ZAIE = QAQI—IEL 71280 2 CHEE 9| %|Al 0|EHI°I ﬂa+o|0dgt HTMLS Ar 5to4 M|
AlRIE EARLICH HTML & URL iAol A2, 7|2Mo 2 o|He HO|ES0l= Atag L4 9|
href &4 LHol /= URLEF RHEHAEEILICEH BI2 B2 S25HK| ool
WEBSECURITYADVANCECONFIG BZO 2 href L EIAE MEME B F gA35l6l= 42 1E
SHok BLICt O] HHE2 AAH 2| BHO|H E2HAH MA M LtdES |XIGH7] {5 48 A
g2 Z EHAE HHO| INEMo 2 M g3H{oF &LICt
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