dig/nslookup& A+&3t0o{ = H|Qlod| CHE SPF,
DKIM %! DMARC HIZEE& &&=

=3

|

AT A Y
2T M
MEEIEFHE 24
ﬁ

DKIM

DMARC
g 5

|_

27N

Ol 2 MHIME diginsiookup ESA(Email Security Appliance) 2! CES(Cloud Email Security)0il A T 0|
Qlofl CiEt SPF, DKIM 2! DMARC BlZEE & &LCt

M T M
QT Ag
chg X0l CHEt X|Alg BRetn olow KEEL,

. HIS7| 0S 10.0 0|4 2| ESA
. 0{Zzto|edA0f CHst B 2| MM A

MBElE 78 24
O] BMo| HEE Async OS 10.0 0|40 M X|PElE ZE ESA st=9lof 2 U 7h4 0fZ2H0(2
A8 7|gto @ Bt

CLIOM oZEt0|21A S| HM HEE &0l5ted™ version BES = LICt GUIMIM

Monitor > System Status

£ Cl nslookup & dig X ESA/CES Async OS 2 2|A 0| B 0| x| ELICH ol248F EHE2 o{E
EFol‘?_"éOﬂ CHEt SSH/ICLI HMAE S8l A™de = U&LCt.

Bl HE = &Y & 2 Z2o| CIHto|AE EOIZ I EUE&LICH Ol EMol| AFSEl 2 E ClHE

o = 3

OlAE Z7[SHEI(7IE) HITHOMIO 2 ASTEItGLIC HM) LIE YT} &5 50l B2 =E
BEo HAHMQ S 0|2| = KIStA|Z| HHEF LI

NM3E ME &2 THelof cHeh JLICH cisco.com & gmail.comCHE ZHIQIM|E FAEF BHES
AMNEE + A&LC



SPF Z3|= Ot S HAeE =™E = JU&LICH

- nslookup =M@ txt
- dig T HI2! txt

& 1: =10 42 CHASHEE domain Z3|6tE{E EHICIS MEAEHL|CE.

o42] TXT BIZ =7t AAE =Hle| B2 nsiookup SPF B|ZEE LIASHK| ZE 4 A&LICH 0|2
BF B dig CH&! AtE 3t oF BrLCH.

Ct

0jo

8 E"% Z';'E! 04|A|0‘" |-—|'9|' ‘,?,\'ﬁL,|E|-_ cisco.com.

(Machi ne | ab. esa. com) > nsl ookup ci sco.com t xt
TXT="googl e-site-verificati on=qPS9ZkoQ Oglr Br ML_N7z-t NJNy2BVxE8| w6SB2i Fdk"
TTL=21m 8s

(Machl ne | ab. esa.conm > dig cisco.comtxt
;; Warning: Message parser reports nal fornmed nmessage packet.

;; Truncated, retrying in TCP node. ; <<>> Di G 9.11.2 <<>> ci sco.com TXT
i global options: +cnd
7, Got answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 20648

;; flags: gr rd ra; QUERY: 1, ANSWER 25, AUTHORITY: 0, ADDI TIONAL: O ;; QUESTI ON SECTI ON:
;cisco.com |IN TXT ;; ANSWER SECTI ON:

cisco.com 1782 IN TXT "fastly-donai n-del egati on- w049t cmOW48ds-341317-20210209"

cisco.com 1782 IN TXT "v=spfl redirect=spfa._spf.cisco.com"

cisco.com 1782 IN TXT "Ms=n835724259"

cisco.com 1782 IN TXT "amazonses: QoUv5pPHGXRy1vKA0J 7Y/ bi EQOREMIXOTI 1bZI f j sw="

cisco.com 1782 IN TXT "fastly-donai n-del egati on-e9a758d22183504af 2d5ab4d9a9853da- 20210127"
cisco.com 1782 I N TXT "QuoVadi s=94d4ae74- ecd5-4a33-975e- a0d7f 546¢c801"

cisco.com 1782 IN TXT "atl assi an- donai n-

verificati on=672RcADvt 8BPqsbh9gCN2ZC5DoTAhUT8abClbl YKQxi / MHVaGoA/ Buvj FMaVRt gd 7"

cisco.com 1782 IN TXT "googl e-site-verificati on=9M QUOMVQLj HLMJKONKe6QzZ- ZI GRvOBCD1_r Y1Zdnt"
ci sco.com 1782 IN TXT " SFMC- 07HX74BQ79k7gl pt _qj | F2vnzO9DpqlLt YxKLwg87"

cisco.com 1782 IN TXT "926723159-3188410"

cisco.com 1782 IN TXT "docusi gn=95052c5f - a421- 4594- 9227- 02ad2d86df be"

cisco.com 1782 IN TXT "amazonses: 7Lyi KZnmpuG a4+KbA4x X3l N69yaj YKLkHH4QIcWhuwo="

ci sco.com 1782 I N TXT "googl e-site-verificati on=qPS9ZkoQ Oglr Br ML_N7z-t NJNy2BVXE8| w6SB2i Fdk"
cisco.com 1782 IN TXT

" ZpSH7Ye/ seyY61hH8+Rq5Kb+ZJ9hDa+geFBaD/ 6s PAAg+2PCk GdPObyHo1pFVK9uZgYF2Al osUSZg4MB170ydQ=="
cisco.com 1782 IN TXT

"duo_sso_veri ficati on=AxenLdoqgl Xzj | 2RIzE1BI O kawDbDFI nbyvj At 8vcj KHBkv YWEMy SDRK5QrBd66Vv"
cisco.com 1782 IN TXT "facebook-domai n-verification=1zoxo8z7t 013gpr uxmhc8dker q47vh"

ci sco.com 1782 I N TXT "googl e-site-verification=l WoeqPMJI 4Vr Lc28YW JBKkqA- FDNVnhFCXQVDvFqZTo"
cisco.com 1782 IN TXT "facebook-donmai n-verification=qr2ni gspzrpa96j 1nd9cri ovuuwi no"

ci sco.com 1782 IN TXT "appl e-domai n-verificati on=qQ0 ni pPgso3V8cnK"

cisco.com 1782 IN TXT "identrust_validat e=IJnSSf Wy58dEQ u6mvBe8l ulMaepXl 50P270E1ZZQm."
cisco.com 1782 IN TXT "onetrust-domai n-verificati on=20345dd0c33946f 299f 14c1498b41f 67"
cisco.com 1782 IN TXT "mi xpanel -donmai n-verify=2c6cblaa- a3f b-44b9- ad10- d6b744109963"
cisco.com 1782 IN TXT "identrust_validat e=Whs4/ AOMDI j 2kQCChzvNbMcoBz x| t Ca+4407KF06! | p3"

ci sco.com 1782 IN TXT "docusi gn=5e18de8e- 36d0- 4a8e- 8e88- bh7803423f a2f "

ci sco.com 1782 IN TXT "amazonses: nX+yl Q +f JAf h9pr 03yl R7Yvj KZ1bOo5ABegqM 5Spvil =" ;; Query tine: O
nsec

;7 SERVER 127.0.0.1#53(127.0.0.1)

;7 WHEN: Tue Feb 23 06:03:28 GV 2021

i, MBG Sl ZE rcvd: 1756



(Machi ne | ab. esa. con) > nsl ookup gmail.com txt
TXT="v=spfl redirect=_spf.google.com"
TTL=30m

(Machi ne | ab. esa.com)> dig gmail.comtxt

; <<>> DiG 9.11.2 <<>> gmail.com TXT

i global options: +cnd

;. Got answer:

i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 14807

7 flags: qr rd ra; QUERY: 1, ANSVER 2, AUTHORITY: 0O, ADDI TIONAL: O ;; QUESTI ON SECTI ON:
;gmail.com |IN TXT ;; ANSWER SECTI ON

grmai | .com 1800 IN TXT "v=spfl redirect=_spf.google.com"

grmai | .com 1800 I N TXT "gl obal si gn-sm ne- dv=CDYX+XFHUW2wm 6/ Gb8+59BsH31KzUr 6¢c1l 2BPvgKX8="";
Query time: 85 nsec

;; SERVER 127.0.0.1#53(127.0.0.1)

;o WHEN: Tue Feb 23 06: 05:38 GVI 2021

;. MBG SI ZE rcvd: 148

DKIM

0%

Aoz e + A&LCH

DKIM Z3|= CH&

- nslookup selector._domainkey.domain txt
- dig selector._domainkey.domain txt

fjo

tcd

ol
rr
oy
40

&F1: o] CHA| selector & domain DKIM MEHZ| &l EH|OIE X 35|

(Machi ne | ab. esa. com) > nsl ookup i port._donai nkey. ci sco. com t xt

TXT="v=DKIM1;
p=MIGEMAOGCSQgGSIb3DQEBAQUAA4GNADCBiQKBgQCctxGhdnvNpdcQLJIJM6a/0otvdpzFIJuo730YFuwé6/8bXcf8/p5JG/iME
1r9fUlrNZs3kMn9ZdPYvTyRbyZ0UyMrsM3ZN2JAIop3M7sitgqHgp8pbORFgQYZxq+L23I2CcELg+Qw
tbanjWJIzEPpVvrvbuz9QL8CUtS+V5N51dqg8L/1wIDAQAB;"

TTL=1d

(Machi ne | ab. esa.conm)> dig iport._domai nkey. ci sco. com t xt

; <<>> DiG 9.11.2 <<>> jport._domai nkey. ci sco.com TXT

;; global options: +cnd

i Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 21671

;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDI TIONAL: O ;; QUESTI ON SECTI ON:
;i port._domai nkey. ci sco.com IN TXT ;; ANSWER SECTI ON

i port._domai nkey. ci sco. com 86400 I N TXT "v=DKIMI1;
p=MIGEMAOGCSQgGSIb3DQEBAQUAA4GNADCBiQKBgQCctxGhdnvNpdcQLJIJM6a/0otvdpzFIJuo730YFuwé6/8bXcf8/p5JG/iME
1r9fUlrNZs3kMn9ZdPYvTyRbyZ0UyMrsM3ZN2JAIop3M7sitgqHgp8pbORFgQYZxq+L23I2CcELg+Qw
tbanjWJIzEPpVvrvbuz9QL8CUtS+V5N51dqg8L/1wIDAQAB;"

;; Query time: 2 nsec

;; SERVER 127.0.0.1#53(127.0.0.1)

;0 WHEN: Tue Feb 23 06:41:31 GV 2021

i MSG SI ZE rcvd: 285

(Machi ne | ab. esa. com) > di g 20161025. _donmi nkey. gmai | . com TXT

; <<>> DiG 9.11.2 <<>> 20161025. _donmi nkey. gmai | . com TXT
;; global options: +cnd
i Got answer:



i ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 11798

7 flags: qr rd ra; QUERY: 1, ANSVWER 1, AUTHORITY: 0O, ADDI TIONAL: O ;; QUESTI ON SECTI ON:

; 20161025. _domai nkey. gmail . com I N TXT ;; ANSWER SECTI ON:

20161025. _donmi nkey. gmai | . com 1800 IN TXT "k=rsa;
p=MIIBIjANBgkgqhkiGI9wW0BAQEFAAOCAQS8AMIIBCgKCAQEAViPGBk4ZB64UfSqWyAicdR7lodhytae+EYRQVtKDhM+1mXjEQR
tP/pDT3sBhazkmA48n2k5NJUyMEoO8nc2r6sUA+/Dom5jRBZp6gDKJIOw]j J5R/OpHamlRG+YRJQQR"
"tgEgSiJWG7h7e£GYWmh4URhFM9k9+rmG/CwCgwx7Et+c80MlngaLl04/bPmfpjdEyLWyNimk761CX6KymzYiRDNz1MOJOJ7
0zFaS4PFbVLnOm5mf OHVNt BpPwiWuCNvaFVE1UYxEyblbB6h/oWOPGbzoSgtRA47SHV53SwZjIsVpb
Q4LXUWIIXAEWYZGcSgZ4n508X8TndowsDUzoccPFGhdwIDAQAB"

7, Query time: 174 nsec

7 SERVER 127.0.0.1#53(127.0.0.1)

;0 WHEN: Tue Feb 23 06:45:01 GVII 2021

;. MBG SI ZE rcvd: 462

(Machi ne | ab. esa. com) > nsl ookup 20161025. _domrai nkey. gmai | . com TXT

TXT="k=rsa;
p=MIIBIjANBgkghkiG9wOBAQEFAAOCAQS8AMIIBCgKCAQEAViPGBk4ZB64UfSqWyAicdR7lodhytae+EYRQVtKDhM+1mXjEQR
tP/pDT3sBhazkmA48n2k5NJUyMEoO8nc2r6sUA+/Dom5jRBZp6gDKJIOw]j J5R/OpHamlRG+YRJQQR"
"tgEgSiJWG7h7e£GYWmh4URhFM9k9+rmG/CwCgwx7Et+c80MlngaLll04/bPmfpjdEyLWyNimk761CX6KymzYiRDNz1MOJOJ7
0zFaS4PFbVLnOm5mf OHVNt BpPwiWuCNvaFVE1lUYxXEyblbB6h/oWOPGbzoSgtRA47SHV53SwZjIsVpb

Q4LXUWI IXAEWYZGcSgZ4n508X8TndowsDUzoccPFGhdwIDAQAB"

TTL=30m

DMARC
DMARC X3/ C}2 HAo2 +88 4 QlaLch

- nslookup _dmarc.domain txt
- dig _dmarc.domain txt

& 1: =1 U2 CHASIEE domain 23684 EHIQI0F x| L|Ct.

(Machi ne | ab. esa. com) > nsl ookup _dnmarc. ci sco.com t xt

TXT="+wv=DMARC1l; p=quarantine; pct=0; fo=1l; ri=3600; rua=mailto:cisco@rua.agari.com;
ruf=mailto:cisco@ruf.agari.com"

TTL=30m

(Machi ne | ab. esa.com > dig txt _dmarc.cisco.com

; <<>> DiG9.11.2 <<>> _dnarc. ci sco.com TXT

i global options: +cnd

7, CGot answer:

i, ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 24522

7 flags: gqr rd ra; QUERY: 1, ANSVER 1, AUTHORITY: 0O, ADDI TIONAL: 0 ;; QUESTI ON SECTI ON:
;_dmarc.cisco.com |IN TXT ;; ANSWER SECTI ON:

_dmarc.cisco.com 1800 IN TXT "v=DMARC1l; p=quarantine; pct=0; fo=1; ri=3600;
rua=mailto:cisco@rua.agari.com; ruf=mailto:cisco@ruf.agari.com"

i, Query tinme: 2 nsec

;7 SERVER 127.0.0.1#53(127.0.0.1)

;7 WHEN: Tue Feb 23 06:34:15 GVI 2021

;7 MBG Sl ZE rcvd: 155

(Machi ne | ab. esa. com) > nsl ookup _dnmarc. grmail.comtxt
TXT="vwv=DMARC1l; p=none; sp=quarantine; rua=mailto:mailauth-reports@google.com"
TTL=30m

(Machi ne | ab. esa.com > dig _dmarc.gmail.comtxt



1

1

1

1

<<>> DiG 9.11.2 <<>> _dmarc.gmail.com TXT

gl obal options: +cnd

Got answer:

- >>HEADER<<- opcode: QUERY, status: NOERROR, id: 28370

flags: gqr rd ra; QUERY: 1, ANSVWER 1, AUTHORI TY: 0, ADDI TIONAL: O ;;

; _dmarc.gmail.com |IN TXT ;; ANSWER SECTI ON:

reports@google.com"

Query time: 85 msec

SERVER 127.0.0. 1#53(127.0.0. 1)
WHEN: Tue Feb 23 06: 35:18 GMI 2021
MSG S| ZE rcvd: 118

o e

. Cisco Email Security Appliance - ®1E 8% 7}0|=E
. 7|& K| 2! £ M - Cisco Systems

QUESTI ON SECTI ON:

_dmarc.gmail.com 1800 IN TXT "v=DMARC1; p=none; sp=quarantine; rua=mailto:mailauth-


https://www.cisco.com/c/ko_kr/support/security/email-security-appliance/products-user-guide-list.html
https://www.cisco.com/c/ko_kr/support/index.html?referring_site=bodynav
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