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All Services(Z & A-II:IIA) > Subscriptions(MEA I &M)Z 0|5 & LIC} Microsoftet HE{ZEl0|=
Hefg g2 g 59| Azure A0l J=X| = °._3H=.A|° Microsoft PowerShell Azure 2 &

CLIE At835t0d -'-7*° sHsts B (MY A 2 2tEd of 7| K| X0l CHEF <Azure PowerShell2
Mx|E |.l— HrE>2 A X FHAAIL. )

Connect-AzAccount -TenantID <Tenant-ID=
Register-AzResourceProvider -ProviderNamespace Microsoft.AVS |

Register-AzResourceProvider -ProviderNamespace Microsoft.Batch


https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
https://learn.microsoft.com/en-us/powershell/azure/install-azure-powershell?view=azps-10.4.1&viewFallbackFrom=azps-10.4.0
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https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution
https://learn.microsoft.com/en-us/azure/azure-vmware/request-host-quota-azure-vmware-solution

Home > Resource groups >

Create a resource group

Basics Tags  Review + create

Resource group - A container that holds related resources for an Azure solution. The resource group can include all the
resources for the selution, or only those resources that you want 1o manage as a group. You decide how you want to
allocate resources to resource groups based on what makes the maost sense for your organization. Learn more 7

Project details

Subscription ® (0

Resource group = (D) | FECOUrSE-group-name

Resource details

Region™ & | {US) East US
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Hoame
SSH keys @5 - Click Croate
cemecurnity /
3 Manage view - ':' Refresh Expost to C3V " Open query Astign tags
Filter for any field Subscription equals sll Resgurce group equak all Location squsis sll 3 o Add fier
Showing 0 10 0 of O records.
Hame T Type T4

Or Use This Option

55H 5 #n encrypted connClicn
SeCune ConmeCth

Besource growp T4

c. O3 oM xtH 2 & A 7| 0|2 MEiFLICH O3 CHS Review + CreateE

Home 5 SSH keys >

Create an S5H key

Basics Tags Review + create

Creating an 55 key resource allows you to manage and use public keys stored in Azure with Linwe virtual machines.
Learr miohe

Project details
Select the subscription 1o manage deployed resources and costs. Use resource groups e folders to organize and manage all
POUr rétourced

Subscription ™ ) cu-tac-rch-aaa-anure s
Resgurce group = (D | {New) resource-groug-nanme ~ |

Instance details

Region * () {US) East US w |

Key pair name ™ | kery-pair-name |

55H public key source Generate new key pair e

Click Review + Create

« Previous

d. CtS oM 712l 7| 8 H Ct2z=8 FEIELICH

Le<ation T

No S5H keys to display

ol that allows Se0ung Bgn-ing ol undsgured Conrichons, S5H ki allow
riual machines, without having bo use padswonds.

=g

Select Resource group you created from D
Drop Down List

Create Koy Pair Name



B Search reices. and docs

Home  S5H keys >
Create an SSH key

Generate new key pair

) An S5H ey pair containg both 8 public key snd &
piivate iy, Anane doesn't store the private key.

Afer the S5H key resource is created, you won't be
able 1o download the private key again. Lesm more o

Dowwriload private l:-'_-:.- and create resource
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Cisco ISE0|M R E|= Azure VM 37|

Azure VM Sizes vCPU RAM (in GB)

Standard_D4s_v4 4 16

(This instance supports the Cisco ISE evaluation use case. 100
concurrent active endpoints are supported.)

Standard_D8s_v4 32
Standard_F16s_v2 16 32
Standard_F32s_v2 32 64
Standard_D16s_v4 16 64
Standard_D32s_v4 32 128

Standard_D64s_v4 64 256
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Home » Marketplace

Cisco ldentity Services Engine (ISE) =

... Cisco Identity Services Engine (ISE)

cIsCo
Cidgn Syitems, Ind. | Virtual Machene

Plan

Cipco Identity Serdces Enging (TSE) B W m Start with & pre-iet configuration

‘Want to deploy programmatically? Get started

Overview  Plans + Pricing Lsage Infarmation + Support Ratings * Reviews

 6&HA|: Basics(7|2) RIOIM CtE 2 &g LICH

a. Project details(Z2ME M| BE) 2| Subscription(AEA 3 2/4d) & Resource group(Z|
AADE)EELCIR SE0|M L8 ZHS MENSLICH

b. Instance details(2/AEHA ME HE) 23249] Virtual Machine name(7+4 2! 0|&) E=oi gt
2 =gt

c. Image(0|0|X|) EECt2 J|F0i A Cisco ISE O|0O|X|E ME4ELICE.

1

d. Size ESLCI2 S &0 A Cisco ISEE

Mx|E QIARA 37|18 MENFFLICH Azure CloudEt=
MSo| Bof LI¥E CHZ Cisco ISEOA] X|2d6tE QIAEAE ME

Cisco ISE7} X|5tE QA EIA(Azure Cloud2| Cisco ISE AlM).

e. Administrator account(Z2|X} 7|) > Authentication type(215 7&) Q240i A SSH Public
Key(SSH 27 7|) 2tC|2 HES 223t

f. Username(AtE Xt 0|§) =0 iseadming =23&FLICEH
g.SSH 37 7| AA EELCI2 SE0|M Azuredll HEE 7|E 7| AHS S MEEHLICH.

h. Stored keys(M& & 7|) EECIE SF0M O Zdof| CHEE A ZZHS 2 M 7| A2 MEH
stL|CH
= .

j. Inbound port rules(2IHIRE ZE F2&]) Q40iAM Allow selected ports(1E4 8t L E 5{&) 2tC|

HES S=ELICH

k. Licensing(2+0| 4l &) 4249] Licensing type(2+0|4l &l &) EELCIR SS0i A Other(7|EHE
MESSLIC.


https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb
https://www.cisco.com/c/en/us/td/docs/security/ise/ISE_on_Cloud/b_ISEonCloud/m_ISEonAzureServices.html#concept_bft_42r_lsb

lgrme > Virtual machines

_reate a virtual machine -

Basics DOmks  Networking — Management Monitoring  Advanced  Tags  Rewiew + create

—

Create & virtual machine that runs Linue or Windows. Select an imasge from Aoure marioetplsce or use your own cuslomized
image. Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review sach tab
for full customization, Leam mare o

Project details

Select the subscription fo mansge deployed resources and costs. Use resounce growps lioe folders o organize and manage all
SORUT DRI

Subscription * (O | Select Your Subscription

Resource group = () | Resource Group You Created v |

Croate rew

Instance details
Wirtual machine name = (] | i is& - NTI-name .-'i
Region * () | [US) EastUS W
Availability options & | Availability zone o
Avvailability zone * (D) | Zones 1 v |

& You can now sebect multiple zones. Selecting multiple zones will create one Y
jper one. Learn miane o7

Security type () |i Standard o i

Image * = Cisco ldentity Services Engine (1SE) BYOL 3.2 - x64 Gen

WM architecture (D) J Armod

Click Here To Select ISE Image
) Ames is not supported with the selected image.

Rur with Ansne Spat digcount (5 D

Sige ® Standand D325 vd - 32 vepus. 128 Ga8 me (5363, 5% manth) e
& dll 51TES

Administrator accownt

Authentication type (0 (®) S5H public key

Click Hore To Select ISE Tamplete (_) Password

R s s s nlenllh s maae ey ma EERLY B menle D and s mnl sllsiis cines G



ol o A&LICt

&1 Disk Type(ClAZ f&)0ls EECHE SH0M MEIE = = SM0|H US
Apalol Heof St AE MEle = gL ch Z2EM A ds0 Bl I3 ECo = =
2|0/ SSDE At&st= ol E&LICt

o =

« 9CHA|: Network Interface(H| E 9|3 QIE{H| O] A) P3| Virtual network(7H4 HIER3)
EQ3 Eot I8 FH) EELIR 5T

Subnet(AME4!) and Configure network security group(L|
S0l dget 7ta HER3 Y MEURE MEfgL|CH






Home > Virtual machines >

Create a virtual machine

&

Basics Disks Metworking Management  Monitoring  Advanced Tags  Review + create

Define netwerk connectivity for your virtual machine by configuring network interface card (MIC) settings. You can contral oo
inbound and outbound connectivity with security group rules, or place behind an existing load balancingVirtual ! Network You created Or Click

Learn more Create New

Metwork interface

When creating a virtwal maching, a network interface will be created for you.

Virtual network * ()

FEate New
Subnet® (O Select The Subnet Your created |
Public P @ | J
Create new
Select Security Group You Created Or
MIC network security group (D O Mone Click Create New
() Basic

Configure network security group ™

Delete public IP and NIC when VM is D
deleted @

Enable accelerated networking O I
The selected image does not support accelerated networking.

Lead balancing

You can place this virtual machine in the backend pool of an existing Azure load balancing solution. Learn more

| < Previous I Mext : Management > I

« 10EtA: Next(CHS): Management(& 2))& S &2IgrL|C}.
Delete public IP and NIC when VM is D
deleted ()

Enable accelerated networking & L
The selected image does not support accelerated networking.

[ <Previous | Next:Management> |

N
it
)
jo
=0
Ral
Q'I_l

« 11EtA|: Management(2 2|) B0 E4 ZEo
:L)E Z2IshL|C}.

T Next(Ct=): Advanced(®



— Microsoft Azure ' Search resources, services, and docs (G+/)

Home > Virtual machines >
Create a virtual machine
“Click Next on This Page > Monitoring > Advanced”
Basics Disks  Metworking  Management  Monitoring  Advanced  Tags  Review + create
Configure management optiens for your VM,

Microsoft Defender for Cloud

Microsoft Defender for Cloud provides unified security management and advanced threat protection across hybrid cloud
workloads. Learn more &

@ vour subscription is protected by Microsoft Defender for Cloud basic plan.

Identity

Enable system assigned managed El
identity (D

Azure AD

Login with Azure AD (@ [ ]

A\ Thisimage does not support Login with Azure AD.

Auto-shutdown

Enable auto-shutdown (O I:I



Home > Virtual machines

Create a virtual machine

Basics  Disks  Metworking Management Monitoring

Configure monitoring options for your VM.

Alerts

Enable recommended alert rules (0 D

Diagnostics

Boot diagnostics (0

() pisable

Enable OS guest diagnostics (O U

Advanced

Review + create

| < Previous || Next : Advanced > |\

Tags  Review + create
Premium SSD “Recommended Type
For Production

@ Enable with managed storage account {recommended)

() Enable with custem storage account

« 12EtA|: User data(AH2 X} | O|E]) Q¥ 30{| A Enable user data(AtE X} Cl|O|E{ & 4435} & QI

g MefsLct,
User data(AtS At C|O|E) EE=
hostname=<Cisco ISEQ| ZAE 0|5§>
primarynameserver=<|Pv4 4>

dnsdomain=<EMH|?! O|E>

ntpserver=<IPv4 &4 EE= NTP AMH{S| FQDN>

timezone=<timezone>
password=<password>

ersapi=<yes/no>

oM cts BEE



openapi=<yes/no>
pxGrid=<yes/no>

pxgrid_cloud=<yes/no>

I:AE2XOCoIE &= S5l F+445
User data “'Eoil Qs MEE 9l
L

A2AH HIo|E| ZEE E5 MESsloF 5H= A0 CHEE X212 2 E5HAAL.

a.
=
=

b.
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d. ntpserver: S7|3t0fl A2 &H{oF 5H= NTP ME{2| IPv4 FA fE= FQDNS 238tLCt,

O| EFA M= NTP AMHHE StLEEF F7HE o= JU&LICH MAR| F Cisco ISE CLIE S5l &7} NTP A

HE F7I & £ U&LICH ISE ol 2R3FIEZ RF35 1 4 758 NTP AHHE AL ErLC.

e. E&E AlZtChH: EF AlZHCH(oA: Etc/UTC)% l=2dgtL|Ct. &3] Cisco ISE h:':ﬂ A EFFo0l A

x| €l B2 2 E Cisco ISE ==& UTC (Coordinated Universal Time) £& A|ZICHZ MY sl A
O| Z&LICH Ol MR E s&etH FHo| CHLet tEHM 2 & E:LP_I EfUARHZ I SA S
7|8HElLct.

f. password Cisco ISEO!| CHEF GUI 7|8 2018 2|&t HIYHES E 7 L|Ch 2l23st= I
3 £ Cisco ISE H|ZHS ’“"”2 Z45floF EfLICH HIZHS = 6-25KH040F &t =X, CHEAR 2 4
ZAHE ZvZ 5Lt olof Z&talok gfLICt HIYHE = AF& Xt O|F &= I Q¥ Ef(iseadmin =
nimdaesi), cisco 2= ocsiclt 22 = Qi&LICH A8kl S+ EAts @~*' +=_-lL[Ct 2E|A0]
CHEt Cisco ISE E2|At 7H0|E0| "7|2 M &M "AFE A H|LHS YA MM FZSHAAIL.

g. ersapi: ERSE &d3l5t2{™M yesE 2235t 1 ERSE 51835 X| pt22{M™ noE =T LICH

h. openapi: OpenAPIE & 33}t 5t2{t yesE 2235t 10, OpenAPIE 3{&35tX| £ 22i™H noE AU

LICE.

]

2™ yesE =5t pxGrid& &6t X| t22{H noE =FLICt

o

i. pxGrid: pxGridE &35}

35248 yesE 1245t 1 pxGrid CloudE 3835t X| ofog{H

j. pxgrid_cloud: pxGrid Cloud& &M
noE =IELICH pxGrid 22IREE & ’g§|'o|'E4D4 pxGridE 2 433}5H0F & LICt pxGridE 5183t

X| SfX|2F pxGrid CloudE & 44st8t A2, pxGrid Cloud AMH|AE A8 A| 2435t |X| ot &LCH


https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html
https://www.cisco.com/c/en/us/td/docs/security/ise/end-user-documentation/Cisco_ISE_End_User_Documentation.html

Home > Virtual machines >

Create a virtual machine - Select This
Enable user data .
f—
User data ™ hostname=isehostname

primarynameserver=primary sever ip aaddress
dnsdomain=domain fgdn

ntpserver=ntp server ip address
timezone=America/Chicago

usemame= iseadmin

password=passwored

ersapi=yes

openapi=yes

prGrid=no

prgrid_cloud=no

Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance D

with NVMe (D)
n The selected image and size are not supported for NVMe,
See supported Wi images and sizes
Host

Azure Dedicated Hosts allow you to provision and manage a physical server within our data centers that are dedicated to your
Azure subscription. A dedicated host gives you assurance that only VMs from your subseription are on the host, flexibility to
choose VM3 from your subscription that will be provisioned on the host, and the control of platform maintenance at the level of
the host. Learn more '

Hest group (D) Mo hest groups found L7

Capacity reservations

Capacity reservations allow you to reserve capacity for your virtual machine needs. You get the same LA as normal virtual
machines with the security of reserving the capacity ahead of time. Learn more =
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Performance (NVMe)

Enable capabilities to enhance the performance of your resources.

Higher remote disk storage performance :|
with NVMe (&
@ The selected image and size are not supported for NVMe,
See supported VM images and sizes ¢

R

Review + create < Previous Mext : Tags >

« BA (14): RtHE EFStD of] AHpnt AHH OS2 SHE + U= 0I§-¢ ¥ ddstedH
Ol§ & 2f 2ol 2t2 =FLICH

Home > Virtual machines >

Create a virtual machine

Basics  Disks  Metworking Management Maonitoring Advanced Tags  Review + create

Tags are name/value pairs that enable you to categorize remurces and view consolidated billing by applying the same tag to
multiple resources and resource groups. Learn more about tags C

Mote that if you create tags and then change resource settings on other tabs, your tags will be automatically updated.

Name () Value () Resource

Tag Name | : | Value Name | | 13 selected 4

« 15E7|: Next(CHS): Review(HE) + Create(MA)E =& LICt

[ < Previous [ Mext : Review + create > l

« 16EtA: XIZ7HK| M3 HEE HESI D Create(MA)E Z2I8tLCH

Deployment is in progress & 0| Z A|E/L|C}. Cisco ISE QIARHAE MM5ID AIRE = e o &
2 MHE AQELCH Cisco ISE VM QIAE AT}

)
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b
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Virtual Machines(7t& H4&l) Z(7[2 M HEE AIE3F



Home > Virtual machines

Create a virtual machine

| @ validation passed I

Preferred e-mail address

Preferred phone number

Basics
Subscription
Resource group

Wirtual machine name

Region

Availability options Availability zone

Availability zone 1

Security type Standard

Imagé Cigco [dentity Services Enging (15E) BYOL 3.2 - Ganl
Wi architecture b4

Size Standard D165 w4 (16 vepus, 64 GiB memory)
Authentication type 55H public key

Username iseuser

Ky pair name

Azure Spot Nao

Disks

Mext = Dewnload a template for automation

& CreateVm-cisco.cisco-ise-virtual-cisco-ise_3_2-20230926145056 | Overview =

Deployment
K Sparch te (%) Cancel | y L Downiosd ) Relresh
so Owarddw .
Deployment is in progress
¥ Inpats
[l] Deployment name: CreateVm-cio.cisoo- ise-virtual-cisoo-ise_3_2-2..  Start times 972672023, 40605 PM

Quiputs Subscription Camelation 1D
" Resource group:

Template

~ Deployment details

Resource Type Status Operation details
(=) Ilberensatt o Pty riu slvias i et Craatid Operation details
] Micrasalt NetwarkSmetworkintenses Croated Operation details
ﬁ Microsoft Metwork\virualMetworks O Operation details
(] Migrosott Mebaorkpublcl pAddresies OF Operation details
(] Microsoft Mg twork/retworkSecuntyGroups oK Operation details
Give feedback

5 Tell u aboit your expeniente with deployment

Xtod
=1 =

Ct

Ojo

Microsoft Azure 7|2 A% {20l A A48t Cisco ISE VME 300GB C|A3 37|20 A=l C}
Cisco ISE = E&= EtXo 2 300GB 0|4 9| C|lA=3 7|7t EELICH Microsoft Azure0d| A

Cisco ISEE %S AIZtE I Insufficient Virtual Memory(7H4 HZ2 2| £F) ZEE 2 + U&LIChH

1ok

Cisco ISE VM 40| gt 2 | Cisco ISE & 2| LE0i 21215109 Cisco ISE7} A™HE|UR = K|
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Homie

K3 isedemo-cybersec #

Wirtual maching
M Search
B2 overview
E Activity log

fo, Access control (LAR)

F & conneat st % mesta] ] Swop | 5 caprure [0 Detere () Refresh  [] Openinmobile A Feedback [

# Essentials

Resource group (move) :

Status ; Running
g o Location
X Diagnose and solve problems Subscription (m
Settings Subscription ID
Availability rone 1
& Networking
T i
& Conneat ags (gdit
B Duis
B gige Properties  Monitoring  Capabilities (7}  Recornmendations  Tutosials
A = =| = =
2. 21z oM c|lA3 & 22|51 Cisco ISES B7H A& Bl C|ATE S=IFLIC
Home

isedemno-cybersec

@ isedemo-cybersec | Disks =

Wirtual machine

2 Gearch

T

KN Cverview
E Aty lsg

T Access controd (LANTY o

D Migrosoly Defender for Cloud

3. 2F oM 27+ 858 2

Tt Additional pettings 57 Feediack o7 Troubleibom

035 disk

= Swap OF disk

Dhsl nasree Storage type Sive (GiH) Melax IOF5 Mae throssghput |

sedemo-cybersec OsDii_1_d144bdad62e 34 d6az4a3 | Premium S50 LAS o 230 150
Dty digks

£ Filted by narme
Showing 0ol 0 atisched data cisks

[
t Create and attach a new dike 7 Attach exnting disks
LUK Dhgk name Saonage ype Sige (GaB) Mics IOPS Max thegughput |

ZEELICH

Cu/Ps

Oypeerating system

Size

Public IF adidress
Virtual network/subnet
DMS name

Health state

Encryption

SS5E with FME

Encrypiion (1)



| Disks

' Search

Creerview

Aty log

o WM

Actiid control (LAWY

Tags

¥ b

Diagnese ard sobve problems

Settings

B Configuration

| Size « performance

Encryption

= Metworking
5 Disk Export
I Proparties

& Locks

4. Custom disk size(At& At x| C|lA3 3 7)) HE

Home

Dk

B Search

B Overview

EH Activity log

%8 Access control (LAM)

& Tags

# Diagnose and sobve problems

Settings

& Configuration

| Sie + performande
Encryplepn

= Metworking

= Disk Expont

N Properiies

2 Logds

Mnn.mng

i Metrics

Automation

T Tasks (previes)

= Export tomplate

Help

OsDisk_1_d144bfa962e94fd6a24d3a28472¢55fb & =

T~ Create VI image version T~ Create snapshot { Redresh i‘-’:" Give feedback
o Exsentials
Resource group (M) Disk sire
Dk state : Reserved Storsge type

Managed by

W26/2023, 40617 FM M Shares
Aurudability 2oms
Peafoumarce tier

Security type

Tagr (edit)

Show data for Lt 1 hour & hours

12hours EEDED 7 duys

of &st=Cc|lAa a7|E GBE ¢

OsDisk_1_d144bfa%62e4idba4d 3a2B4T 2055

OsDisk_1_d144bfa962e94fd6a24d3a28472c55fb | Size + performance =

Storage type

Prermium 550 (hocally-redurdant siorsge) R

Sare Disk tier Provisioned |1OPS Provisioned throughput
4GB Pl 120 25
BGiB F2 120 4%
16 Gall P 120 25
312G P4 120 25
8 G PG 24 30
128 Gig P10 200 100
256 Gik F15 1100 125
512 Gik P20 2300 150
1024 Gig F30 5000 200
HMBGie P&0 700 250
4096 GiB P&0 1500 250
B192 GiB P& 16000 500
16364 GaB FTo 15M0 750
32TET Gib FB0 20000 900

Custom disk size (GiB] *
300

—PNECRS
Cisco ISE QIAEIAE ’S%’QQE MM = 8l oF sl M| £ Edof C
Cisco ISE 2 2|2 2| Cisco ISE A x| 7t 0|E0f M "M x| &2l & MX| & =" HE

Azure 2CPE0AM HE S5 H MEE
Cisco ISE 7t¢ M4l HIZHZE MY = SF6t= O =80 &= HHS 2=
HYE MEst D AT BHHE +FELICH

300 G

: Presmium 550 LRS

: sedemo-cyberies

Lirwa
Ly
o

1 PO - 2300 100%, 150 Ml

Standaed

QIzi%fLICY,

Max Shares )
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https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-2/install_guide/b_ise_installationGuide32/b_ise_InstallationGuide32_chapter_5.html

AN O = H i
.2 2&8 S5H Cisco ISE GUI H|ZHS A
« BHA (1): Azure 2R E0| Q151 Cisco ISE 7t HAIE Z&35IE BlAaA OFE MHE
gfLCt.
« BAH (2): Elas SHOM HIYHS E D HstEd= Cisco ISE QAHAE S EFLICH
« 3EHA: 212 M|+l A Support + Troubleshooting(X|&4 + EA| 31Z) MlAd0f| M Serial
Console(Al2|d 2&)2 Z=2IFLict
Home » Virtual machines
Virtual machine% e o %
CoRetunty Wirtual machine
- Create ~~ & Switch to classic P Search & Connect ¢ Restat [ stop B Capture [0 Detete () Refresh [ Ope
Filter for any field @ Insights # Essentials
Marme T Bl Alens Resgurce group (move)
o = i Metrics Status - Running
H Diagnostic settings Location East U5 [Zone 1)
& Logs Subscription {move)
2 Connection monitor {classic) Subscription )
B workbosks Availability zone 1
Tags (edi) Add 1355
Automation
I.-- Tasks (preview) Properties Manitoring Capahilities (7) Recomméndatsond Tutonals
« Export template
K3 virtual machine
Hel Commpuler name
Glick Serial Gonsele : comt
"5 Resource health Operating system Linu (redhat 3.4)
B Boot diagnasiics image publisher Cisen
B performance disgnostics Image offer cifco-ise-virtual
Image plan cison-ise_3_2
B oyn Inspector (Freview) VI genarstion i
Retet pasoward VM architecture whd
» Redeploy + reappl Agent status Ready
B Serial console Agent version 21003
Bl Connection troubleshoot Hast group o
- BtA (4): 47| 27 HIAIX|E & B2 OIS BHAHE =ds5to{ 2 ZTHS gdstaloF &L
Ct.
a. 2l1% M0 A Boot diagnostics(ZIE £&)& E=I§LICt



Virtual machines

Create = Switch to classic

Mame T

| Boot diagnostics =

|
¥ mnsigh
Screenshot Senal log
A Aleris
Gl BAeEtnc Updated: Wednesday, September 27, 2023, 41112 AM UTC Download sereenshot

& Diagnostic tetlings

Logs
4 Connection mondor [clisdic)
M Weskbooks

Automation

Tasks (preview

Help

% Resgurce health

= Boot disgnostics

Performance daadnodstics
55 WM Inspector (Preview)
Reset password

2 Redeploy + reapply

BT Serial console

B Connection iroubleshoot

b. Enable with custom storage account(At& Xt X8 KA HHEo R #d3hHE F=IgLIct O
CtE SaveE Z=2IFLCt

Home Virtual machines

| Boot diagnostics

I3 Boot diagnostics

| C] Save

>‘< Discard

Use this feature to troubleshoot boot failures for custom or platform images. Boot diagnostics can be used with a custom
storage account or with a pre-provisioned storage account managed by Microsoft. Please download the info you need
before switching from managed storage account to custom storage account. Learn more

Status

_ (") Epable with managed storage account (recommended)

I Enable with custom storage account |

(_) Disable

3|3gf10bllib storage account ™

Mo existing storage accounts in curre...

LIl oW

« 5EHA|: 212 M|l M Support + Troubleshooting(X| ¢ + £ Al 31Z2) M AM0f| A Serial
Console(Al2|YE 2&)2 R LICH Azure ZE2H2E 20| M Foi EA[ELICE gtEdo| A2
MOl AR EnterE £ 2O ZETEE EAIELCH
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Virtual machines Serial console

0 ExtHandler ExtHandler Distros redhat-#,

- 8CHA
H| 2l
« OEHA:
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Home » SSH keys

Create an 55H key

Basies  Tags  Review & create

Creating an 35H key resource allows you 10 manage and use public keys stored in Azure with Linu virbaal machines.
Learn mose

Praject details

Select the subseripibon to manaje deployed resources and costs. Use resounce Gioups like folders to orgamze snd manage all
FOUT MEEOUNCEs.

Drop Down List
Subscription™ (D . - | /
Resource group * (1) [New) resource-groug-name e |

Instance details Create Koy Pair Name

Select Resourcs group you craated from D

Region * 0 [ (us) east us v |

Key pair nams = | key-pair-name ] /
55H public key source | Generate new key pair ~

/ Glick Review + Croate

] & 0| LtEFLIEH Download private key(7H2! 7| CHR 2 E)E MEHS T SSH 7|& .pem THUE Cf
25t 2lAAE BHELICH

Ho f!

Generate new key pair

o An 55H key pair contains both a public key and a3
private key. Azure doesn't store the private key. After
the 55H key resource is created, you won't be able to

e |

Download private key and create resource

Return to create an SSH key resource




« 2EBHA: Bl 7I1E MEE M E2lZX|EC|IE PHE24T™ Azure Repos MHEME EX5HAAIL.

=

CLIE Edl| HMAE £ = 2|ZX|EE|7L 0|0] /= AR 3EHAHE HL{E LCt.

« 3EA: M 27l 7|E 7FX 224 crypto key import <public key filename> repository
<repository name> H&E2 AtEFLICEH

« B (4): 7tH2717F =2 M S7H 71§ AH85t04 SSHE Sl Cisco ISEN| 21218
A& LICH.


https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops
https://learn.microsoft.com/en-us/azure/devops/repos/?view=azure-devops
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