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RADIUS NAS 34

aaa new node

aaa aut hentication login default group radius

aaa aut hentication ppp default if-needed group radius

aaa aut horization network default group radius

aaa configuration config-usernane nasl-pools

radi us-server host 172.18.124.114 auth-port 1645 acct-port 1646
radi us-server key cisco

AAA AH NAS £ =219l

.IViewProfile -p 9900 -u nasl-pools
User Profile Information

user = nasl-pools

profile_id=63

profile_cycle = 7

nenber = nas_profiles

password = pap Mhkkkkkkkk "

radi us=Ci sco {

reply_attributes= {

6=5

9, 1="i p: pool -def #1= pool 1 172.22.83.2 172.22. 83. 253"
}

}

}
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.IViewProfile -p 9900 -u pool _test
user = pool _test{
profile_id = 46
profile_cycle = 14

menber = dial _rad
password = pap "*rFxxEEEN
radi us=Ci sco {
reply_attributes= {

7=1

6=2

9, 1="i p: addr - pool =pool 1"
}

}

&hv-‘
°

i
r

A& Xt "pool_test"7F AAA AMEH2| pool10i|Af Cto|Md st IP

as5300#show debug
CGeneral OCS:
AAA Aut henti cati on debugging is on
AAA Aut hori zation debugging is on
PPP:
PPP protocol negotiation debugging is on
Radi us protocol debugging is on
as5300#t erm non
as5300#

>

7t

ok
o
i
r
o

=
e

00: 26: 01: 9%.1 NK- 3- UPDOMN: I nterface Asynch, changed state to up

00: 26: 01: As5 PPP: Treating connection as a dedicated |line

00: 26: 01: As5 PPP: Phase is ESTABLI SHI NG Active Open

00: 26: 01: As5 AAA/ AUTHOR/ FSM (0): LCP succeeds trivially

00: 26: 01: As5 LCP: O CONFREQ [Closed] id 1 len 24

00: 26: 01: As5 LCP: ACCM 0x000A0000 ( 0x0206000A0000)

00: 26: 01: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 01: As5 LCP: Magi cNunber OxDOD1EC92 (0x0506DOD1EC92)
00: 26: 01: As5 LCP: PFC (0x0702)

00: 26: 01: As5 LCP: ACFC (0x0802)

00: 26: 01: As5 LCP: | CONFACK [REQsent] id 1 len 24

00: 26: 01: As5 LCP: ACCM 0x000A0000 ( 0x0206000A0000)

00: 26: 01: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 01: As5 LCP: Magi cNunber OxDOD1EC92 (0x0506DOD1EC92)
00: 26: 01: As5 LCP: PFC (0x0702)

00: 26: 01: As5 LCP: ACFC (0x0802)

00: 26: 02: As5 LCP: | CONFREQ [ACKrcvd] id O len 23

00: 26: 02: As5 LCP: ACCM 0x00000000 (0x020600000000)

00: 26: 02: As5 LCP: Magi cNunber 0x00002BF7 (0x050600002BF7)
00: 26: 02: As5 LCP: PFC (0x0702)

00: 26: 02: As5 LCP: ACFC (0x0802)

00: 26: 02: As5 LCP: Cal | back 6 (0x0D0306)

00: 26: 02: As5 LCP: O CONFREJ [ACKrcvd] id O len 7

00: 26: 02: As5 LCP: Cal | back 6 (0x0D0306)

00: 26: 03: As5 LCP: Tl Meout: State ACKrcvd
00: 26: 03: As5 LCP: O CONFREQ [ACKrcvd] id 2 len 24

00: 26: 03: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 26: 03: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 03: As5 LCP: Magi cNunber OxDOD1EC92 (0x0506DOD1EC92)
00: 26: 03: As5 LCP: PFC (0x0702)

00: 26: 03: As5 LCP: ACFC (0x0802)

00: 26: 03: As5 LCP: | CONFACK [REQsent] id 2 len 24



00: 26: 03: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 26: 03: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 03: As5 LCP: Magi cNunber OxDOD1EC92 (0x0506DOD1EC92)
00: 26: 03: As5 LCP: PFC (0x0702)

00: 26: 03: As5 LCP: ACFC (0x0802)

00: 26: 05: As5 LCP: Tl Meout: State ACKrcvd
00: 26: 05: As5 LCP: O CONFREQ [ACKrcvd] id 3 len 24

00: 26: 05: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 26: 05: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 05: As5 LCP: Magi cNunber OxDODLEC92 (0x0506DOD1EC92)
00: 26: 05: As5 LCP: PFC (0x0702)

00: 26: 05: As5 LCP: ACFC (0x0802)

00: 26: 05: As5 LCP: | CONFACK [REQsent] id 3 len 24

00: 26: 05: As5 LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 26: 05: As5 LCP: Aut hProt o PAP (0x0304C023)

00: 26: 05: As5 LCP: Magi cNunber OxDODLEC92 (0x0506DOD1EC92)
00: 26: 05: As5 LCP: PFC (0x0702)

00: 26: 05: As5 LCP: ACFC (0x0802)

00: 26: 06: As5 LCP: | CONFREQ [ACKrcvd] id O len 23

00: 26: 06: As5 LCP: ACCM 0x00000000 (0x020600000000)

00: 26: 06: As5 LCP: Magi cNunber 0x00002BF7 (0x050600002BF7)
00: 26: 06: As5 LCP: PFC (0x0702)

00: 26: 06: As5 LCP: ACFC (0x0802)

00: 26: 06: As5 LCP: Cal | back 6 (0x0D0306)

00: 26: 06: As5 LCP: O CONFREJ [ACKrcvd] id O len 7

00: 26: 06: As5 LCP: Cal | back 6 (0x0D0306)

00: 26: 06: As5 LCP: | CONFREQ [ACKrcvd] id 1 len 20

00: 26: 06: As5 LCP: ACCM 0x00000000 (0x020600000000)

00: 26: 06: As5 LCP: Magi cNunber 0x00002BF7 (0x050600002BF7)
00: 26: 06: As5 LCP: PFC (0x0702)

00: 26: 06: As5 LCP: ACFC (0x0802)

00: 26: 06: As5 LCP: O CONFACK [ACKrcvd] id 1 len 20

00: 26: 06: As5 LCP: ACCM 0x00000000 (0x020600000000)

00: 26: 06: As5 LCP: Magi cNunber 0x00002BF7 (0x050600002BF7)
00: 26: 06: As5 LCP: PFC (0x0702)

00: 26: 06: As5 LCP: ACFC (0x0802)

00: 26: 06: As5 LCP: State is Open

00: 26: 06: As5 PPP: Phase is AUTHENTI CATI NG, by this end

00: 26: 06: As5 LCP: | |IDENTIFY [Open] id 2 len 18 magi c 0x00002BF7 MSRASV4. 00
00: 26: 06: As5 LCP: | IDENTIFY [Open] id 3 len 21 nmagi c 0x00002BF7 MSRAS- 1- ZEKI E
00: 26: 06: As5 PAP: | AUTHREQid 31 len 24 from "pool _test”

00: 26: 06: As5 PAP: Aut henticating peer pool _test

00: 26: 06: AAA: parse nane=Async5 idb type=10 tty=5

00: 26: 06: AAA: name=Async5 flags=0x11 type=4 shel f=0 sl ot=0 adapter=0

port =5 channel =0

00: 26: 06: AAA: parse nane=Serial 0: 18 idb type=12 tty=-1

00: 26: 06: AAA: name=Seri al 0: 18 fl ags=0x51 type=1 shel f=0 sl ot =0 adapter=0
port=0 channel =18

00: 26: 06: AAA/ MEMORY: create_user (0x618FFBB0) user='pool _test' ruser='
port="Async5' rem addr='9194722001/9194724101' aut hen_t ype=PAP servi ce=PPP priv=1
00: 26: 06: AAA/ AUTHEN START (2962877775): port="Async5' list="" action=LOd N
servi ce=PPP

00: 26: 06: AAA/ AUTHEN START (2962877775): using "default" Iist

00: 26: 06: AAA/ AUTHEN (2962877775): status = UNKNOW

00: 26: 06: AAA/ AUTHEN START (2962877775): Met hod=radi us (radius)

00: 26: 06: RADI US: ustruct sharecount =1

00:26:06: RADIUS: Initial Transmt Asyncb id 10 172.18.124.114: 1645,

Access- Request, len 103

00: 26: 06: Attribute 4 6 01010101
00: 26: 06: Attribute 5 6 00000005
00: 26: 06: Attribute 61 6 00000000
00: 26: 06: Attribute 1 11 706F6F6C
00: 26: 06: Attribute 30 12 39313934

00: 26: 06: Attribute 31 12 39313934



00: 26: 06: Attribute 2 18 FC2DE489

00: 26: 06: Attribute 6 6 00000002

00: 26: 06: Attribute 7 6 00000001

00: 26: 06: RADI US: Received fromid 10 172.18.124.114: 1645, Access-Accept,

len 58

00: 26: 06: Attribute 7 6 00000001

00: 26: 06: Attribute 6 6 00000002

00: 26: 06: Attribute 26 26 0000000901146970

00: 26: 06: RADI US: saved authorization data for user 618FFBBO at 618FEAE4

00: 26: 06: AAA/ AUTHEN (2962877775): status = PASS

00: 26: 06: As5 AAA/ AUTHOR/ LCP: Aut horize LCP

00: 26: 06: As5 AAA/ AUTHOR/ LCP (3264835197): Port='Async5' list="" servi ce=NET
00: 26: 06: AAA/ AUTHOR/ LCP: As5 (3264835197) user='pool _test"'

00: 26: 06: As5 AAA/ AUTHOR/ LCP (3264835197): send AV service=ppp

00: 26: 06: As5 AAA/ AUTHOR/ LCP (3264835197): send AV protocol =l cp

00: 26: 06: As5 AAA/ AUTHOR/ LCP (3264835197): found list "default”

00: 26: 06: As5 AAA/ AUTHOR/ LCP (3264835197): Met hod=radi us (radi us)

00: 26: 06: RADI US: cisco AVPair "ip:addr-pool =pool 1" not applied for Ilcp

00: 26: 06: As5 AAA/ AUTHOR (3264835197): Post authorization status = PASS REPL
00: 26: 06: As5 AAA/ AUTHOR/ LCP: Processing AV servi ce=ppp

00: 26: 06: As5 PAP: O AUTHACK id 31 len 5

00: 26: 06: As5 PPP: Phase is UP

00: 26: 06: As5 AAA/ AUTHOR/ FSM (0): Can we start | PCP?

00: 26: 06: As5 AAA/ AUTHOR/ FSM (2404696831): Port='Async5' list="" servi ce=NET
00: 26: 06: AAA/ AUTHOR/ FSM As5 (2404696831) user='pool _test"'

00: 26: 06: As5 AAA/ AUTHOR/ FSM (2404696831) : send AV servi ce=ppp

00: 26: 06: As5 AAA/ AUTHOR/ FSM (2404696831) : send AV protocol =i p

00: 26: 06: As5 AAA/ AUTHOR/ FSM (2404696831): found list "default"

00: 26: 06: As5 AAA/ AUTHOR/ FSM (2404696831) : Met hod=r adi us (radi us)

00: 26: 06: RADI US: cisco AVPair "ip:addr-pool =pool 1"

00: 26: 06: As5 AAA/ AUTHOR (2404696831): Post authorization status = PASS REPL
00: 26: 06: As5 AAA AUTHOR/ FSM W can start | PCP

00: 26: 06: As5 | PCP: O CONFREQ [Closed] id 1 len 10

00: 26: 06: As5 | PCP: Address 14.36.1.53 (0x03060E240135)

00: 26: 07: As5 CCP: | CONFREQ [ Not negotiated] id 4 len 10

00: 26: 07: As5 CCP: M5- PPC supported bits 0x00000001 (0x120600000001)

00: 26: 07: As5 LCP: O PROTREJ [Open] id 4 len 16 protocol CCP

(0x80FD0104000A120600000001)

00: 26: 07: As5 I PCP: | CONFREQ [ REQsent] id 5 len 40

00: 26: 07: As5 | PCP: ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01)
00: 26: 07: As5 | PCP: Address 0.0.0.0 (0x030600000000)

00: 26: 07: As5 | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

00: 26: 07: As5 | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

00: 26: 07: As5 | PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)

00: 26: 07: As5 | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

00: 26: 07: As5 AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
00: 26: 07: As5 AAA/ AUTHOR/ | PCP: Says use pool pool 1

00: 26: 07: AAA: parse nane=Async5 idb type=10 tty=5

00: 26: 07: AAA: name=Async5 flags=0x11 type=4 shel f=0 sl ot=0 adapter=0

port =5 channel =0

00: 26: 07: AAA: parse nane=Serial 0: 18 idb type=12 tty=-1

00: 26: 07: AAA: name=Serial 0: 18 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0

port=0 channel =18

00: 26: 07: AAA/ MEMORY: create_user (O0x618FFCD8) user='nasl-pools' ruser=""
port="Async5' rem addr='9194722001/9194724101' aut hen_t ype=NONE servi ce=NONE priv=1

00: 26: 07: As5 AAA/ AUTHOR/ POOL (3562270977): Port="Asynch' list=""' service=NET

00: 26: 07: AAA/ AUTHOR/ POOL: As5 (3562270977) user='nasl-pools'

00: 26: 07: As5 AAA/ AUTHOR/ POOL (3562270977): send AV servi ce=ppp

00: 26: 07: As5 AAA/ AUTHOR/ POOL (3562270977): send AV protocol =ip

00: 26: 07: Async5 AAA/ AUTHOR/ POOL (3562270977): found list "default”

00: 26: 07: As5 AAA/ AUTHOR/ POOL (3562270977): Met hod=radi us (radius)

00: 26: 07: RADI US: authenticating to get author data

00: 26: 07: RADI US: ustruct sharecount =2

00:26:07: RADIUS: Initial Transmt Async5 id 11 172.18.124.114:1645, Access-Request,



len 98
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RADI US:

RADI US:
RADI US:
AAA/ AUTHOR (3562270977) :
AAA/ AUTHOR/ CONFI G Processi ng AV pool -def#1=pool 1 1.2.3.4 1.2.3.5
AAA/ MEMORY:

As5

port="Asyncb’

priv=1
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%_1 NEPROTO- 5- UPDOMN:  Li ne pr ot ocol

Attribute
Attribute
Attribute
Attribute
Attribute
Attribute

4 6 01010101

5 6 00000005

61 6 00000000

1 12 6E617331

30 12 39313934

31 12 39313934

Attribute 2 18 E6DF8390

Attribute 6 6 00000005

Received fromid 11 172.18.124.114: 1645, Access-Accept,
Attribute 6 6 00000005

Attribute 26 43 0000000901256970

saved aut horization data for user 618FFCD8 at 61450E5C
cisco AVPair "ip:pool -def#l=pooll 1.2.3.4 1.2.3.5"

Post aut horization status = PASS_REPL

free_user (0Ox618FFCD8) user='nasl-pools' ruser=""'
rem addr ="' 9194722001/ 9194724101"' aut hen_t ype=NONE ser vi ce=NONE

AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
| PCP: O CONFREJ

Pool returned 1.2.3.4

Processi ng AV servi ce=ppp

Processi ng AV addr - pool =pool 1

Processing AV addr*1.2.3.4

Aut hori zati on succeeded

Done. Her address 0.0.0.0, we want 1.2.3.4
[REQsent] id 5 len 34

| PCP: ConpressType VJ 15 slots ConpressSlotl D (0x0206002D0OF01)
| PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

| PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

| PCP: Secondar yDNS 0. 0.0. 0 (0x830600000000)

| PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

| PCP: | CONFACK [REQsent] id 1 len 10

| PCP: Address 14.36.1.53 (0x03060E240135)

I PCP: | CONFREQ [ACKrcvd] id 6 len 10

| PCP: Address 0.0.0.0 (0x030600000000)

AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:

Start. Her address 0.0.0.0, we want
Processi ng AV servi ce=ppp
Processi ng AV addr - pool =pool 1

1.2.3. 4

len 69

AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:
AAA/ AUTHOR/ | PCP:

| PCP: O CONFNAK

Processing AV addr*1.2.3.4

Aut hori zati on succeeded

Done. Her address 0.0.0.0, we want 1.2.3.4
id 6 len 10

[ ACKr cvd]
| PCP: Address 1.2.3.4 (0x030601020304)

I PCP: | CONFREQ [ACKrcvd] id 7 len 10

| PCP: Address 1.2.3.4 (0x030601020304)

AAA/ AUTHOR/ | PCP: Start. Her address 1.2.3.4, we want
AAA/ AUTHOR/ | PCP: Request 1.2.3.4 from pool pooll
AAA/ AUTHOR/ | PCP: Pool grants 1.2.3.4

AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

AAA/ AUTHOR/ | PCP:  Processi ng AV addr - pool =pool 1

AAA/ AUTHOR/ | PCP: Processing AV addr*1.2.3.4

AAA/ AUTHOR/ | PCP:  Aut hori zati on succeeded

AAA/ AUTHOR/ | PCP: Done. Her address 1.2.3.4, we want 1.2.3.4
| PCP: O CONFACK [ACKrcvd] id 7 len 10

| PCP: Address 1.2.3.4 (0x030601020304)

I PCP: State is Open

I PCP: Install route to 1.2.3.4

1.2.3. 4

on Interface Async5,

changed state to up
as5300#show caller ip

Li ne
As5

as5300#show ip local pool
Pool

User | P Addr ess Local Nunber Renot e Nunber
pool _test 1.2.3.4 9194724101 9194722001
Begi n End Free In use

<->



pool 1 1.2.3. 4 1.2.3.5

TACACS+ NAS #Hu|ado|M

aaa new node

aaa authentication |login default group tacacs+

aaa aut hentication ppp default if-needed group tacacs+
aaa aut horization network default group tacacs+

aaa configuration config-usernanme nasl-pools
tacacs-server host 172.18.124.114

tacacs-server key cisco

AAA M NAS & = 21}Ql

.IViewProfile -p 9900 -u nasl-pools
User Profile Information

user = nasl-pools

profile_id = 63

profile_cycle = 8

servi ce=ppp {

protocol =ip {

set pool -def #1="pool 1 1.2.3.4 1.2.3.5"
}

}

}
AAA MHH AtEX Z 2 L

.IViewProfile -p 9900 -u pool _test
User Profile Information
user = pool _test{
profile_id = 46
profile_cycle = 15
paSSV\Drd = pap Mhkkkkkxkx"
servi ce=ppp {
protocol =l cp {

}

protocol =ip {

set addr-pool =pool 1

}

}

}
ClH3I &3

Script started on Mon Dec 10 13:22:05 2001
ddunl ap@t p-cse-353%tel net 172.18.124.114
Trying 172.18.124.114. ..

Connected to 172.18.124. 114.

Escape character is '""]".

UNI X(r) System V Rel ease 4.0 (rtp-evergreen)

I ogi n: root
Passwor d:

1

1 (dynani c)



Last login: Mon Dec 10 10:09:01 fromrtp-cse-353. cisc
Sun M crosystens Inc. SunCs 5.5.1 Generic May 1996
Sun M crosystens Inc. SunCs 5.5.1 Generic May 1996
# telnet 14.36.1.53

Trying 14.36.1.53. ..

Connected to 14.36. 1. 53.

Escape character is '""]"'.

User Access Verification

User nane: testuser
Passwor d:

as5300>en
Passwor d:
as5300#show debug
General OCS:
TACACS access control debugging is on
AAA Aut henti cation debugging is on
AAA Aut hori zation debugging is on
PPP:
PPP protocol negotiation debugging is on
as5300#terminal monitor

as5300#

00:06:29: Asl LCP: | CONFREQ [Closed] id O len 23

00: 06: 29: Asl LCP: ACCM 0x00000000 (0x020600000000)

00: 06: 29: Asl LCP: Magi cNunber 0x00006D9C (0x050600006D9C)
00: 06: 29: Asl LCP: PFC (0x0702)

00: 06: 29: Asl LCP: ACFC (0x0802)

00: 06: 29: Asl LCP: Cal | back 6 (0x0DO306)

00: 06:29: Asl LCP: Lower layer not up, Fast Starting
00: 06:29: Asl PPP: Treating connection as a dedicated line
00: 06: 29: Asl PPP: Phase is ESTABLI SHI NG Active Open

00: 06: 29: Asl AAA/ AUTHOR/ FSM (0): LCP succeeds trivially
00:06:29: Asl LCP: O CONFREQ [Closed] id 1 len 24

00: 06: 29: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 06: 29: Asl LCP: Aut hProt o PAP (0x0304C023)

00: 06: 29: Asl LCP: Magi cNunber 0xDOC0094C (0x0506D0C0094C)
00: 06: 29: Asl LCP: PFC (0x0702)

00: 06: 29: Asl LCP: ACFC (0x0802)

00: 06:29: Asl LCP: O CONFREJ [REQsent] id O len 7

00: 06: 29: Asl LCP: Cal | back 6 (0x0D0306)

00: 06: 29: 9%.1 NK- 3- UPDOMN: I nterface Asyncl, changed state to up

00: 06: 31: Asl LCP: Tl Meout: State REQsent
00: 06: 31: Asl LCP: O CONFREQ [REQsent] id 2 len 24

00: 06: 31: Asl LCP: ACCM 0x000A0000 ( 0x0206000A0000)

00: 06: 31: Asl LCP: Aut hProt o PAP (0x0304C023)

00: 06: 31: Asl LCP: Magi cNunber 0xDOC0094C (0x0506D0C0094C)
00: 06: 31: Asl LCP: PFC (0x0702)

00: 06: 31: Asl LCP: ACFC (0x0802)

00: 06:31: Asl LCP: | CONFACK [REQsent] id 2 len 24

00: 06: 31: Asl LCP: ACCM 0x000A0000 (0x0206000A0000)

00: 06: 31: Asl LCP: Aut hProt o PAP (0x0304C023)

00: 06: 31: Asl LCP: Magi cNunber 0xDOC0094C (0x0506D0C0094C)
00: 06: 31: Asl LCP: PFC (0x0702)

00: 06: 31: Asl LCP: ACFC (0x0802)

00: 06:32: Asl LCP: | CONFREQ [ACKrcvd] id O len 23

00: 06: 32: Asl LCP: ACCM 0x00000000 (0x020600000000)

00: 06: 32: Asl LCP: Magi cNunber 0x00006D9C ( 0x050600006D9C)
00: 06: 32: Asl LCP: PFC (0x0702)

00: 06: 32: Asl LCP: ACFC (0x0802)

00: 06: 32: Asl LCP: Cal | back 6 (0x0D0306)

00: 06:32: Asl LCP: O CONFREJ [ACKrcvd] id O len 7



00: 06: 32: Asl LCP: Cal | back 6 (0x0D0306)
00: 06:32: Asl LCP: | CONFREQ [ACKrcvd] id 1 len 20

00: 06: 32: Asl LCP: ACCM 0x00000000 (0x020600000000)

00: 06: 32: Asl LCP: Magi cNunber 0x00006D9C ( 0x050600006D9C)
00: 06: 32: Asl LCP: PFC (0x0702)

00: 06: 32: Asl LCP: ACFC (0x0802)

00: 06:32: Asl LCP: O CONFACK [ACKrcvd] id 1 len 20

00: 06: 32: Asl LCP: ACCM 0x00000000 (0x020600000000)

00: 06: 32: Asl LCP: Magi cNunber 0x00006D9C ( 0x050600006D9C)
00: 06: 32: Asl LCP: PFC (0x0702)

00: 06: 32: Asl LCP: ACFC (0x0802)

00: 06:32: Asl LCP: State is Open

00: 06: 32: Asl PPP: Phase is AUTHENTI CATI NG, by this end

00: 06: 32: Asl LCP: | IDENTIFY [Open] id 2 len 18 magi ¢ 0x00006D9C MSRASV4. 00
00: 06: 32: Asl LCP: | IDENTIFY [Open] id 3 len 21 magi ¢ 0x00006D9C MSRAS- 1- ZEKI E
00: 06:32: Asl PAP: | AUTHREQid 24 len 24 from "pool _test”

00: 06: 32: Asl PAP: Authenticating peer pool _test

00: 06: 32: AAA: parse nane=Asyncl idb type=10 tty=1

00: 06: 32: AAA: name=Asyncl flags=0x11 type=4 shel f=0 sl ot=0

adapt er=0 port=1 channel =0

00: 06: 32: AAA: parse nane=Serial 0:18 idb type=12 tty=-1

00: 06: 32: AAA: name=Seri al 0: 18 fl ags=0x51 type=1 shel f=0 sl ot=0

adapt er=0 port=0 channel =18

00: 06: 32: AAA/ MEMORY: create_user (0x61B26890) user='pool _test'

ruser="" port="Asyncl' rem addr='9194722001/9194724101' aut hen_type=PAP
servi ce=PPP priv=1

00: 06: 32: AAA/ AUTHEN START (4053426223): port='"Asyncl' list=""

acti on=LOG N servi ce=PPP

00: 06: 32: AAA/ AUTHEN START (4053426223): using "default" Iist

00: 06: 32: AAA/ AUTHEN (4053426223): status = UNKNOMWN

00: 06: 32: AAA/ AUTHEN START (4053426223): Met hod=t acacs+ (tacacs+)

00: 06: 32: TAC+: send AUTHEN START packet ver=193 i d=4053426223

00: 06: 32: TAC+: Using default tacacs server-group "tacacs+" |ist.

00: 06: 32: TAC+: Opening TCP/IP to 172.18.124.114/49 timeout=10

00: 06: 32: TAC+: Opened TCP/IP handl e 0x618FDF3C to 172.18.124. 114/ 49
using source 14.36.1.53

00: 06: 32: TAC+: 172.18.124.114 (4053426223) AUTHEN START/ LOG N PAP queued
00: 06: 32: TAC+: (4053426223) AUTHEN START/ LOd N PAP processed

00: 06: 32: TAC+: ver=193 id=4053426223 recei ved AUTHEN status = PASS

00: 06: 32: AAA/ AUTHEN (4053426223): status = PASS

00: 06: 32: TAC+: Closing TCP/I P 0x618FDF3C connection to 172.18.124.114/ 49
00: 06: 32: Asl AAA/ AUTHOR/ LCP: Aut horize LCP

00: 06: 32: Asl AAA/ AUTHOR/ LCP (2507907283): Port='Asyncl' list="" servi ce=NET
00: 06: 32: AAA/ AUTHOR/ LCP: As1 (2507907283) user='pool _test'

00: 06: 32: Asl AAA/ AUTHOR/ LCP (2507907283): send AV service=ppp

00: 06: 32: Asl AAA/ AUTHOR/ LCP (2507907283): send AV protocol =l cp

00: 06: 32: Asl AAA/ AUTHOR/ LCP (2507907283): found list "default"

00: 06: 32: Asl AAA/ AUTHOR/ LCP (2507907283): Met hod=tacacs+ (tacacs+)

00: 06: 32: AAA/ AUTHOR/ TAC+: (2507907283): user=pool _test

00: 06: 32: AAA/ AUTHOR/ TAC+: (2507907283): send AV servi ce=ppp

00: 06: 32: AAA/ AUTHOR/ TAC+: (2507907283): send AV protocol =l cp

00: 06: 32: TAC+: using previously set server 172.18.124.114 from group tacacs+
00: 06: 32: TAC+: Opening TCP/IP to 172.18.124.114/49 timeout=10

00: 06: 32: TAC+: Opened TCP/IP handl e 0x61B3B1A4 to 172.18.124.114/49
using source 14.36.1.53

00: 06: 32: TAC+: Opened 172.18.124.114 index=1

00: 06: 32: TAC+: 172.18.124.114 (2507907283) AUTHOR/ START queued

00: 06: 33: TAC+: (2507907283) AUTHOR/ START processed

00: 06: 33: TAC+: (2507907283): received aut hor response status = PASS_ADD
00: 06: 33: TAC+: Closing TCP/I P 0x61B3B1A4 connection to 172.18.124.114/49
00: 06: 33: Asl AAA/ AUTHOR (2507907283): Post authorization status = PASS_ADD
00: 06: 33: Asl PAP: O AUTHACK id 24 len 5

00: 06: 33: Asl PPP: Phase is UP

00: 06: 33: Asl AAA/AUTHOR/FSM (0): Can we start | PCP?



00: 06: 33: Asl AAA/ AUTHOR/ FSM (924563050): Port='Asyncl' list=""' servi ce=NET
00: 06: 33: AAA/ AUTHOR/ FSM  As1 (924563050) user='pool _test’

00: 06: 33: Asl AAA/ AUTHOR/ FSM (924563050): send AV servi ce=ppp

00: 06: 33: Asl AAA/ AUTHOR/ FSM (924563050): send AV protocol =i p

00: 06: 33: Asl AAA/ AUTHOR/ FSM (924563050): found list "default”

00: 06: 33: Asl AAA/ AUTHOR/ FSM (924563050): Met hod=t acacs+ (tacacs+)

00: 06: 33: AAA/ AUTHOR/ TAC+: (924563050): user=pool _test

00: 06: 33: AAA/ AUTHOR/ TAC+: (924563050): send AV servi ce=ppp

00: 06: 33: AAA/ AUTHOR/ TAC+: (924563050): send AV protocol =ip

00: 06: 33: TAC+: using previously set server 172.18.124.114 from group tacacs+
00: 06: 33: TAC+: Opening TCP/IP to 172.18.124.114/49 timeout=10

00: 06: 33: TAC+: Opened TCP/IP handl e 0x61B3B620 to 172.18.124.114/49

using source 14.36.1.53

00: 06: 33: TAC+: Opened 172.18.124.114 index=1

00: 06: 33: TAC+: 172.18.124.114 (924563050) AUTHOR/ START queued

00: 06:33: Asl CCP: | CONFREQ [ Not negotiated] id 4 len 10

00: 06: 33: Asl CCP: M5- PPC supported bits 0x00000001 (0x120600000001)

00: 06:33: Asl LCP: O PROTREJ [Open] id 3 len 16 protocol CCP
(0x80FD0104000A120600000001)

00:06:33: Asl IPCP: | CONFREQ [Closed] id 5 len 40

00: 06: 33: Asl | PCP: ConpressType VJ 15 slots ConpressSlotlD (0x0206002DOF01)
00: 06: 33: Asl | PCP: Address 0.0.0.0 (0x030600000000)

00: 06: 33: Asl | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

00: 06: 33: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

00: 06: 33: Asl | PCP: Secondar yDNS 0. 0. 0.0 (0x830600000000)

00: 06: 33: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

00: 06: 33: TAC+: (924563050) AUTHOR/ START processed

00: 06: 33: TAC+: (924563050): received author response status = PASS_ADD
00: 06: 33: TAC+: Closing TCP/I P 0x61B3B620 connection to 172.18.124.114/49
00: 06: 33: Asl AAA/ AUTHOR (924563050): Post authorization status = PASS_ADD
00: 06: 33: Asl AAA AUTHOR/ FSM W can start | PCP

00:06:33: Asl IPCP: O CONFREQ [Closed] id 1 len 10

00: 06: 33: Asl | PCP: Address 14.36.1.53 (0x03060E240135)
00: 06: 33: Asl IPCP: | CONFACK [REQsent] id 1 len 10
00: 06: 33: Asl | PCP: Address 14.36.1.53 (0x03060E240135)

00: 06: 34: 9% .| NEPROTO- 5- UPDOMN:  Li ne protocol on Interface Asyncl,
changed state to up
00: 06:34: Asl IPCP: | CONFREQ [ACKrcvd] id 5 Ilen 40

00: 06: 34: Asl | PCP: ConpressType VJ 15 slots ConpressSlotlD (0x0206002D0OF01)
00: 06: 34: Asl | PCP: Address 0.0.0.0 (0x030600000000)

00: 06: 34: Asl | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

00: 06: 34: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

00: 06: 34: Asl | PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)

00: 06: 34: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 0.0.0.0
00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Says use pool pool 1

00: 06: 34: AAA: parse nane=Asyncl idb type=10 tty=1

00: 06: 34: AAA: name=Asyncl flags=0x11 type=4 shel f=0 sl ot=0 adapter=0
port=1 channel =0

00: 06: 34: AAA: parse nane=Serial 0:18 idb type=12 tty=-1

00: 06: 34: AAA: name=Serial 0: 18 fl ags=0x51 type=1 shel f=0 sl ot=0 adapter=0
port=0 channel =18

00: 06: 34: AAA/ MEMORY: create_user (0x61451E1C) user='nasl-pools' ruser=""
port="Asyncl' rem addr="'9194722001/9194724101"' aut hen_t ype=NONE servi ce=NONE priv=1
00: 06: 34: Asl AAA AUTHOR/ POOL (2293413778): Port='Asyncl' list=""

servi ce=NET

00: 06: 34: AAA/ AUTHOR/ POOL: Asl1 (2293413778) user='nasl-pool s’

00: 06: 34: Asl AAA/ AUTHOR/ POOL (2293413778): send AV servi ce=ppp

00: 06: 34: Asl AAA/ AUTHOR/ POOL (2293413778): send AV protocol =ip

00: 06: 34: Asyncl AAA/ AUTHOR/ POOL (2293413778): found list "default"”

00: 06: 34: Asl AAA/ AUTHOR/ POOL (2293413778): Method=tacacs+ (tacacs+)

00: 06: 34: AAA/ AUTHOR/ TAC+: (2293413778): user=nasl-pool s

00: 06: 34: AAA/ AUTHOR/ TAC+: (2293413778): send AV servi ce=ppp

00: 06: 34: AAA/ AUTHOR/ TAC+: (2293413778): send AV protocol =ip



00: 06: 34: TAC+: Using default tacacs server-group "tacacs+" |ist.

00: 06: 34: TAC+: Opening TCP/IP to 172.18.124.114/49 timeout=10

00: 06: 34: TAC+: Opened TCP/IP handl e 0x61B3BA9C to 172.18.124. 114/ 49

using source 14.36.1.53

00: 06: 34: TAC+: 172.18.124.114 (2293413778) AUTHOR/ START queued

00: 06: 34: TAC+: (2293413778) AUTHOR/ START processed

00: 06: 34: TAC+: (2293413778): received aut hor response status = PASS_ADD
00: 06: 34: TAC+: Cosing TCP/I P 0x61B3BA9C connection to 172.18.124.114/ 49
00: 06: 34: AAA/ AUTHOR (2293413778): Post authorization status = PASS_ADD
00: 06: 34: Asl AAA/ AUTHOR/ CONFI G Processi ng AV servi ce=ppp

00: 06: 34: Asl AAA/ AUTHOR/ CONFI G Processi ng AV protocol =i p

00: 06: 34: Asl AAA/ AUTHOR/ CONFI G Processi ng AV pool -def #1=pool 1 1.2.3.4 1.2.3.5
00: 06: 34: AAA/ MEMORY: free_user (0x61451E1C) user='nasl-pools' ruser=""'
port="Asyncl' rem addr="'9194722001/9194724101' aut hen_t ype=NONE servi ce=NONE priv=1
00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Pool returned 1.2.3.4

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV addr - pool =pool 1

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV addr*1.2.3.4

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 1.2.3.4
00: 06:34: Asl | PCP: O CONFREJ [ACKrcvd] id 5 len 34

00: 06: 34: Asl | PCP: ConpressType VJ 15 slots ConpressSlotlD (0x0206002D0OF01)
00: 06: 34: Asl | PCP: PrimaryDNS 0. 0. 0.0 (0x810600000000)

00: 06: 34: Asl | PCP: PrimaryWNS 0.0.0.0 (0x820600000000)

00: 06: 34: Asl | PCP: Secondar yDNS 0. 0. 0. 0 (0x830600000000)

00: 06: 34: Asl | PCP: SecondaryW NS 0.0.0.0 (0x840600000000)

00: 06:34: Asl IPCP: | CONFREQ [ACKrcvd] id 6 len 10

00: 06: 34: Asl | PCP: Address 0.0.0.0 (0x030600000000)

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Start. Her address 0.0.0.0, we want 1.2.3.4
00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV addr - pool =pool 1

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV addr*1.2.3.4

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Done. Her address 0.0.0.0, we want 1.2.3.4
00: 06:34: Asl | PCP: O CONFNAK [ACKrcvd] id 6 len 10

00: 06: 34: Asl | PCP: Address 1.2.3.4 (0x030601020304)
00: 06:34: Asl IPCP: | CONFREQ [ACKrcvd] id 7 len 10
00: 06: 34: Asl | PCP: Address 1.2.3.4 (0x030601020304)

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Start. Her address 1.2.3.4, we want 1.2.3.4
00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Request 1.2.3.4 from pool pool1l

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Pool grants 1.2.3.4

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV servi ce=ppp

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV protocol =ip

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processi ng AV addr - pool =pool 1

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Processing AV addr*1.2.3.4

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Aut hori zati on succeeded

00: 06: 34: Asl AAA/ AUTHOR/ | PCP: Done. Her address 1.2.3.4, we want 1.2.3.4
00: 06:34: Asl | PCP: O CONFACK [ACKrcvd] id 7 len 10

00: 06: 34: Asl | PCP: Address 1.2.3.4 (0x030601020304)

00:06:34: Asl IPCP: State is Open

00: 06:34: Asl IPCP: Install route to 1.2.3.4

as5300#show caller ip

Li ne User | P Address Local Nunber Rerot e Number <->
Asl pool _test 1.2.3.4 9194724101 9194722001
as5300#show i p | ocal pool
Pool Begi n End Free In use
pool 1 1.2.3.4 1.2.3.5 1 1 (dynami c)

ol e
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