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. CLI(Command-Line Interface)
- ASDM(Adaptive Security Device Manager)

10.250.

Primary ISP
Mebtwork

Router

10.0.0.0/30

250.0/29

Secondary ISP
Network
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CLI x| o]4d

PIX

pi x# show running-config
Saved

PI X Version 7.2(1)
|
host nane pi x
domai n- nane defaul t.domain.invalid
enabl e password 9j Nf ZuGTC5t CVHO encrypt ed
nanmes
|
interface EthernetO
nanei f outside
security-level 0
i p address 10.200. 159. 2 255. 255. 255. 248
|
interface Ethernetl
nanmei f backup
!--- The interface attached to the Secondary ISP. !---
"backup" was chosen here, but any name can be assigned.
security-level 0 ip address 10.250.250.2 255. 255. 255. 248
I interface Ethernet2 nanmeif inside security-Ilevel 100
i p address 172.22.1.163 255.255.255.0 ! interface
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Et hernet 3 shutdown no naneif no security-level no ip
address ! interface Ethernet4 shutdown no naneif no
security-level no ip address ! interface Ethernet5
shut down no naneif no security-level no ip address
passwd 2KFQhbNI dI . 2KYQU encrypted ftp node passive dns
server-group Defaul t DNS domai n- nanme

defaul t. donmin.invalid pager |lines 24 | oggi ng enabl e

| oggi ng buffered debuggi ng ntu outside 1500 nmtu backup
1500 mtu inside 1500 no failover asdm i nage
flash:/asdnb21. bin no asdm history enable arp tinmeout
14400 global (outside) 1 interface

global (backup) 1 interface

nat (inside) 1 172.16.1.0 255.255.255.0

!-—-—- NAT Configuration for Outside and Backup route
outside 0.0.0.0 0.0.0.0 10.200.159.1 1 track 1

!--- Enter this command in order to track a static

route. !--- This is the static route to be installed in
the routing !--- table while the tracked object is
reachable. The value after !--- the keyword "track" 1is a

tracking ID you specify. route backup 0.0.0.0 0.0.0.0
10.250.250.1 254
!--- Define the backup route to use when the tracked

object is unavailable. !--- The administrative distance
of the backup route must be greater than !--- the
administrative distance of the tracked route. !--- If

the primary gateway is unreachable, that route is
removed !--- and the backup route is installed in the
routing table !--- instead of the tracked route. tinmeout
xl ate 3:00:00 tineout conn 1:00: 00 hal f-cl osed 0:10: 00
udp 0:02: 00 icnp 0:00:02 tinmeout sunrpc 0:10: 00 h323
0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 ngcp-pat 0: 05: 00
timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0:02:00 tineout uauth 0:05:00 absol ute
usernane cisco password ffl RPGDSQIh9YLg encrypted http
server enable http 172.22.1.0 255.255.255.0 inside no
snnp-server | ocation no snnp-server contact snnp-server
enabl e traps snnp aut hentication |inkup |inkdown
col dstart sla monitor 123

type echo protocol ipIcmpEcho 10.0.0.1 interface
outside

num-packets 3

frequency 10

!--- Configure a new monitoring process with the ID 123.
Specify the !--- monitoring protocol and the target
network object whose availability the tracking !---
process monitors. Specify the number of packets to be
sent with each poll. !--- Specify the rate at which the
monitor process repeats (in seconds). sla monitor
schedule 123 life forever start-time now

!--- Schedule the monitoring process. In this case the
lifetime !--- of the process 1is specified to be forever.
The process 1is scheduled to begin !--- at the time this
command 1s entered. As configured, this command allows
the !--- monitoring configuration specified above to
determine how often the testing !--- occurs. However,
you can schedule this monitoring process to begin in the
!-—- future and to only occur at specified times. !
track 1 rtr 123 reachability

!--- Associate a tracked static route with the SLA
monitoring process. !--- The track ID corresponds to the
track ID given to the static route to monitor: !---
route outside 0.0.0.0 0.0.0.0 10.0.0.2 1 track 1 !---
"rtr" = Response Tine Reporter entry. 123 is the |ID of
the SLA process !--- defined above




telnet tineout 5
ssh timeout 5
consol e tineout O
|
cl ass-map i nspection_default
mat ch defaul t-inspection-traffic
|
!
policy-map type inspect dns preset_dns_map
par anet er s
message- | ength maxi mum 512
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
nspect ftp
nspect h323 h225
nspect h323 ras
nspect netbi os
nspect rsh
nspect rtsp
nspect skinny
nspect esntp
nspect sql net
nspect sunrpc
nspect tftp
nspect sip
nspect xdncp

!

service-policy global _policy globa

pronpt host nane cont ext

Crypt ochecksum a4a0e9be4593ad43bcl7alcc25e32dc2
end
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riericce Name: RS C R ~

P Address: 0.000 Mask:  1.0.0.0 |
Gateway [P 1020013291 hetric: |1
Options

{" Mone

(" Tunheled (Used only for default route and metric will be set to 255

f* Tracked
Track ID: |1 Track IP Address: 100041
SLA D 123 Monitoring Options |

Enahling the tracked option startz a job for monitoring the state of the route, by
pinging the track address provided.

] .4 %J Cancel Help ‘

8. Interface Name EECI2 S R0 ZE2 7 4 F5t= QEH0|AE MEAST HO|EQ0l0 =
Esr 7|8 B2 E 7L 0| ofodAf 10.0.0.12 7|2 ISP HOIEf0l= EE ICMP F£XH2
2 ZLEHZE A LICt

9. Options(Z M) V0| M Tracked(FXE) 2tC|2 HHEE Z=]6t1 Track ID, SLA ID & Track
IP Address(FX IP F4) ZHEo gt =38t

10. Monitoring Options& & = &fLICt.0| CHat & Rt7t LIEHE LICEH

Freguency: |10 Seconds Data Size: 28 bytes
Threshold: 5000 milizeconds Tos: 0
Titne at: S000 trilizeconds Murber of Packets: |3
]2 Cancel Hel
[, 4]
M

11, BIE U 7|ek 2UIEZ S4Mof Tt 2h2 29stm gelg S2srio
12. QIE{L0 T H2E KT ste{pd 25 ISPoI CHE 1M B2 E F7HELIC
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rtertoce Name: (SR ~

P Address: IIII.III.III.III Massk: F.n.n.n A
Gateweay IP: I“IIII.EEEI.ESEI.*I Mleric: |254
—Options

% Mone

i Tunneled (Uzed only for default route and metric will be et to 255)

™ Tracked

Track 15 Track P Address:

=1 L B Matitaring Sptions |

Enahbling the tracked option stadts a job for monitaring the state of the route, by
pinging the track addrezs provided.

L ’}I Cancel Help |
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Output Interpreter T A(SSE 124 =) o
show B& £3o| 22 FLIC}.

- show running-config sla monitor - Z1I| 12| 0| 2| SLA BHS
pi x# show running-config sla monitor
sla nonitor 123
type echo protocol
num packets 3

frequency 10
sla nonitor schedule 123 life forever start-tine now

i pl cnpEcho 10.0.0.1 interface outside

- show sla monitor configuration - 49|
pi x# show sla monitor configuration 123
IP SLA Monitor, Infrastructure Engine-11
Entry nunber: 123
Omner :

Tag:
Type of operation to perform echo

(Lililik |

Hoto{Zeto[dAa AT

2K ZI[aelold dEe EAIRLICH

Cisen Svinims
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ot SE)(OIT) = £ show BB S X|HELICLOITE AE 504
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Target address: 10.0.0.1
Interface: outside
Nurmber of packets: 3
Request size (ARR data portion): 28
OQperation timeout (mlliseconds): 5000
Type O Service paraneters: 0x0
Verify data: No
Operation frequency (seconds): 10
Next Scheduled Start Time: Start Time already passed
Group Schedul ed : FALSE
Life (seconds): Forever
Entry Ageout (seconds): never
Recurring (Starting Everyday): FALSE
Status of entry (SNVWP RowStatus): Active
Enhanced Hi story:
- show sla monitor operational-state - SLA /12| 28 SH & EAIELICLZ|2 ISP & ol7t
Udlst| 2ol ol= & & AEfILICH
pi Xx# show sla monitor operational-state 123
Entry nunber: 123
Modi fication tine: 13:59:37.824 UTC Thu Cct 12 2006
Nurmber of Cctets Used by this Entry: 1480
Nurmber of operations attenpted: 367
Nurber of operations skipped: 0O
Current seconds left in Life: Forever
Operational state of entry: Active
Last tine this entry was reset: Never
Connection | oss occurred: FALSE
Timeout occurred: FALSE
Over thresholds occurred: FALSE
Latest RTT (milliseconds): 1
Latest operation start time: 15:00:37.825 UTC Thu Oct 12 2006
Latest operation return code: OK

RTT Val ues:
RTTAvg: 1 RTTM n: 1 RTTMax: 1
NunXf RTT: 3 RTTSum 3 RTTSun?: 3

7|2 I1SPof| AT{Et T ICMPOI|A] AlZh Z1p7} Wi stEd 2t S el 7| ElLICH.
pi x# show sla monitor operational-state

Entry nunber: 123

Modi fication time: 13:59:37.825 UTC Thu Oct 12 2006

Nurmber of Cctets Used by this Entry: 1480

Nurber of operations attenpted: 385

Nurmber of operations skipped: O

Current seconds left in Life: Forever

Operational state of entry: Active

Last tine this entry was reset: Never

Connection | oss occurred: FALSE

Timeout occurred: TRUE

Over threshol ds occurred: FALSE

Latest RTT (milliseconds): NoConnection/Busy/Timeout

Latest operation start time: 15:03:27.825 UTC Thu Oct 12 2006
Latest operation return code: Timeout

RTT Val ues:
RTTAvg: O RTTM n: O RTTMax: O
NunOF RTT: O RTTSum O RTTSun?: O
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pi x# show route

2 Elo|E2 o321 Z&Lch

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS 1S level-2, ia- IS-ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 10.200.159.1 to network 0.0.0.0

64.101.0.0 255.255.0.0 [1/0] via 172.22.1.1, inside
172.22.1.0 255.255.255.0 is directly connected, inside

10. 250. 250. 0 255. 255. 255.248 is directly connected, backup
10. 200. 159. 0 255. 255.255.248 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [1/0] wvia 10.200.159.1, outside

O0Oo0On

7|2 I1SPo Zo{7t &
]
pi x(confi g)# show route

st 17E F27F MAHE D W] B2 T dRIx[H o= 2t E HIOIE

Codes: C - connected, S - static, | - IGRP, R- RIP, M- nobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS1S, L1 - IS ISlevel-1, L2 - IS 1S level-2, ia- IS ISinter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downl oaded static route

Gateway of last resort is 10.250.250.1 to network 0.0.0.0

64.101.0.0 255.255.0.0 [1/0] via 172.22.1.1, inside
172.22.1.0 255.255.255.0 is directly connected, inside

10. 250. 250. 0 255. 255. 255.248 is directly connected, backup
10. 200. 159. 0 255. 255.255.248 is directly connected, outside
S* 0.0.0.0 0.0.0.0 [254/0] via 10.250.250.1,

O0Oo0On
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- debug sla monitor trace - 0l 2 fQ{o| 1&gl A& LICHFXE 7HAM (7|2 ISP H 0| E4

ol)7t Z 55t ICMP7} MEXMo = S#EL|c}
I P SLA Monitor(123) Scheduler: Starting an operation

I P SLA Monitor(123) echo operation: Sending an echo operation

I P SLA Monitor(123) echo operation: RTT=3 K

I P SLA Monitor(123) echo operation: RTT=3 K

I P SLA Monitor(123) echo operation: RTT=4 K

I P SLA Monitor(123) Schedul er: Updating result

ZE JHH (7|2 ISP AlO|ER0l)7t Ch2 £l 20 ICMP7H AlTj gt LICh
I P SLA Mnitor(123) Scheduler: Starting an operation

I P SLA Mnitor(123) echo operation: Sending an echo operation

I P SLA Mnitor(123) echo operation: Timeout

I P SLA Mnitor(123) echo operation: Timeout

I P SLA Mnitor(123) echo operation: Timeout

I P SLA Mnitor(123) Schedul er: Updating result

- debug sla monitor error - SLA ZL|E{ ZZ M A0|AM L MEE 2F

(712 ISP AHO|EH0l)7t S =1 ICMP7} HE&i&LICH

%°l X- 7-609001: Built local-host NP Identity I|fc:10.200.159.2

%°l X- 7- 609001: Built |ocal-host outside:10.0.0.1

9%l X- 6- 302020: Built | CWP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 52696 | addr 10. 200. 159. 2/ 52696

9%l X- 6- 302021: Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 52696 | addr 10. 200. 159. 2/ 52696

%°l X- 7- 609002: Teardown | ocal -host NP Identity |fc:10.200.159.2 duration
0: 00: 00

%°l X- 7- 609002: Teardown | ocal - host outside:10.0.0.1 duration 0:00: 00

%°l X- 7-609001: Built local-host NP Identity I|fc:10.200.159.2

%°l X- 7- 609001: Built |ocal-host outside:10.0.0.1

9%l X- 6- 302020: Built | CWP connection for faddr 10.0.0.1/0 gaddr
0. 200. 159. 2/ 52697 | addr 10. 200. 159. 2/ 52697

9%l X- 6- 302021: Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 52697 | addr 10. 200. 159. 2/ 52697

%°l X- 7- 609002: Teardown | ocal -host NP Identity Ifc:10.200.159. 2
duration 0:00: 00

%°l X- 7- 609002: Teardown | ocal - host outside:10.0.0.1 duration 0:00: 00

% (712 ISP H0IER0l)7} CHR BT FHE H2 T ®AELICh

%1 X- 7- 609001: Built local-host NP lIdentity Ifc:10.200.159. 2

%1 X- 7- 609001: Built |ocal -host outside:10.0.0.1

%1 X- 6- 302020: Built |CWP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6405 | addr 10.200. 159. 2/ 6405

%1 X- 6- 302020: Built | CWP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6406 | addr 10.200. 159. 2/ 6406

%1 X- 6- 302020: Built | CWP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6407 | addr 10.200. 159. 2/ 6407

9%l X- 6- 302021: Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6405 | addr 10.200. 159. 2/ 6405

9%l X- 6- 302021: Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6406 | addr 10.200. 159. 2/ 6406

%1 X- 6- 302021: Teardown | CMP connection for faddr 10.0.0.1/0 gaddr
10. 200. 159. 2/ 6407 | addr 10.200. 159. 2/ 6407

9%l X- 7- 609002: Teardown | ocal -host NP ldentity Ifc:10.200.159.2
duration 0:00:02

%1 X- 7- 609002: Teardown | ocal - host outside:10.0.0.1 duration 0:00: 02

%PIX-6-622001: Removing tracked route 0.0.0.0 0.0.0.0 10.200.159.1,
distance 1, table Default-IP-Routing-Table, on interface
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outside
!--- 10.0.0.1 is unreachable, so the route to the Primary ISP is removed.
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