Sonicwall A& 2} Cisco Security Appliance2]
VPN ZHI|2g|o]4d of

ST ME

MEEIEFTE 24

#HE ME

27| 7%

=N

HE /3 Clojo{a =

Sonicwall Z4I|22{|0|M

|IPsec & 2 E Z1I| a2 o|M

IPsec Aggressive Mode Z1I| 14| O| A4
CI=2 & elgtLct.

= A

2x 7
e o

4L =

HD oy [

AH
Ol EMOIME MIZ ™Mol DEQ = OEE OF AF23510{ 5 Z o8] HE ST ZHo EA15H7| 9
AN B 7€ AE510q IPsec EH{EE 785 WS MAHELICEHO| oM SA HERXHIE

Cisco Security Appliance(PIX/ASA) LH2| 192.168.1.x Z2}0|H! WU E 232} SonicwallTM TZ170 &
3t LHO| 172.22.1.x Z20|8) LIE 3 QL]C}.

N T AN

T AE

ol #8& AlTst7| ™ol Chg 2F Atg 2 SF8loF & Lich

. o] Axm[adio|ME AIZ5HZ| ol Cisco Security Appliance LIS 2! Sonicwall TZ170 Li & 9]
E2iEo| QIE{(10.x.xx HIEXIZ EA)2Z o|S35Hok gLCt

. AL XHE IPsec B4 0l 2l sfiof gHLCH 0] Z 2 M A E 2742 IKE(Internet Key Exchange)
HE Z&stE 5EHHZE Lis & U&LICHIPsec EIE2 E0|2Z2 EciZlof o|af ARt EILICHE
EHZ2 IPsec I|o{ Ztof O|SE [ E0|2Z22 Wo 2 ZHFELICHIKE 12 H0| A IPsec Z|o{=
M El IKE SA(Security Association) 23282 244 gf L|Ct.x|0{7} Q15 K| ISAKMP(Internet
Security Association and Key Management Protocol)& AF&3+04 20t E{'=d 0| MM ELICHIKE
2EH|0 M IPsec I|0{= IPsec SA ¥ 2 457 @5 QIS £ st HHEE AFSELICt



B EH| HY2 IPsec EMOI MY YHE ZAYELICHIPsec EI'H0| MM T IPsec ¥
x

|
L15tof LAEl IPsec OH7HEH4SE J|HEO 2 |Psec I|04 ZHoi| T|O|E{7} S EILICE. IPsec E{'He
IPsec SA7} A M| E|7LE =Fo| Mt2E i S = ELICE.

AISElE TNH 24

0

O| EMO MEE=CIES AZEQ 0] 2 5= o] HEXE 7|Hto g &tLC}.

K

. Cisco PIX 515E {7 6.3(5)

. Cisco PIX 515 HH%™ 7.0(2)

- Sonicwall TZ170, SonicOS Standard 2.2.0.1
Ol EMo| ME= §Y # £ 39| C|HIO|AE ECHE R EEIRIELICHO| EM0f| A E BE
olA= Z7|3HE(7|2) Ax[ado|Me 2 AI’S.*EI%%LIEL?:'XH HERZ7I 25 &
BHo{o| MR FE S 0|2l s X|stA|Z| "hEhLC

r9
0}1
40
H n
rn

2 M E

ol Zm|azfo|M2 Ot =0l H AZEQ o] T & AL E = U&L

0

.

=2

rr

Ct

r
rin

- PIX 6.3(5) ZdI|ago|M2 T LAz ES|0 1 HZ(PIX 501, 506 S)2 A& 5}
Cisco PIX &3t X Z 0t &7H AHSE = A&LIch

- PIX/ASA 7.0(2) Z4Z|2840|AM2 Cisco 5500 Series ASAS} &7 PIX 7.0 AZ E9J0{(501, 506
ol 2/&2 0| 5155 AM|2)& A&lst= CIHIO| A MEE AL E &~ Ql&LICH.

E7| 13

2] o] CHet KEAIEH LIS S Cisco 71& &I F2I2 AT st AAlR.

T8

ol Mol 0] EMollM HHsHE VIS TAI5t7] Qs &=t EAIELICH

0 W K T T(SRE THE STHE AHSSH04 Of Mol ALSE Hol CHE AIMIE LIS S
0|5 AA|D.

ﬂ!

& 10: IPsec Agressive Mode| M= Sonicwallof| A PIXO| CHEF IPsec E{'ES AlZFsloF &FLICt.Of Z4
I|acio|Mof Chet CIHOE 2ME [ O|& & 2le = U&LICE Ol= IPsec Aggressive Mode7t &f
S5tz HAlof LHRHE|0{ A& LICH.

L E<|3 ctolo{a

ol 2 Mol Che LIEST M2 AL BT


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

10.10.10.1/24 10.20.20.1/24 T

,—Hr T N, r\_e 192.168.1.0/24

PIX Fireesall

172.22.1.0/24

——Sonicwall TZ170 '"“"““

Sonicwall Z1I| 18| 0]A

Sonicwall TZ1702| ZAx|a2flo|M2 ¢l 7|8 CIE{H 0|A & Sall =~ ELICH

CHS BAE 225t AIL.

FRHXE A235lo LIS CIE{m|O|A & LI EHRE{Q IP A0 AZAELICH
| LhEFSLICH

=3

A

p

Yl |II
o




System
Metwark

Firenwall

WM

iﬁﬂ 0s

Advanced

DHCP owver WPM

Lsers

SECUrity Services

Log

Wizards

Helpn

Logout

2. Sonicwall C|H}O|A0] 229215t VPN > A S AMEHSH|C}
3. VPN I|0{Q] IP AL AISE A 35 &5 E 248 L|Ct.Destination Networks OF 2H01| A
AddE Z=lgLict




SNelvwork Subnet Matk

19216810

ll

4. THY HELIZE UHFLICH MY ol LIEHEf L



Ganeral

Security Policy

IPSac Keying Mode: IKE using Preshared Secret
LETHTER Tio Cisco P

IPSac Primary Galeway Mamea or address: 10200200

IF3ec Secondany Galeway Mame or Address: 0.0.0.0

Shaned Secral ciscol il
Destination Metworks

_}Uze this YPM Tunnel a3 default routa for all internet traffc
' Destination natwark obiaing IP addrasses using DHCE through this VPR Tunnel
(*} Bpecify destination nebworks balaw

132, 166, 1.0 E55. 855 255.0 sel

F
5. 8% & 4ol xot #E Z=FLct
6. 15t L 28| MHo| LHX| M1} &4 o] 41| 28]|0]4(Main Mode £ Aggressive
Mode)oll A& & ExchangeE& MEAEFLIC} O] O A A2 Bo|MoME R2IBE 2l SHAT Sl
Al LDEEE A83lE F B 250l AES-256 32 AF235H1 IKE HAol= 1024HIE

Diffie-Hellman & 2 Al2¢rL|Ct



Mol &
AA_I—
&LICHo| ME L]
71| 1y
ol

o



ety . J

8. &felg 2|8t ol ZAm|agio|M L 474 pIXe| I8 o|ME 22 5HH Settings(AX)
20| O] od|A| Settings(A ) &0t RALsHoF &LICH




VPN > Settings [ VPN Policy Wizard... | [ Apply | 2]

VPN Global Setdngs

[#] Enableveu
Lirigua Fingvwall ke nisler

VPN Pollcies

Destinathons Enable

Cryplo Sulte Configure

Gateway

EraupvP R ESP AEE: 256 HMAC SHA1 (ME) g

Ta Cisto P 10200300 @ 15116800 - 1821680 254 ESP AES-256 HMAL SHAT (ME) 2 o ﬁ

2 Polickes Definad, 1 Folicies Enabled, 3 Masmum Poliches Allowed

Currently Active VPN Tunnels

Naime Remate Gaberay

IPsec & 2C ZHI|ag)o|M

o| MMojME Chg ZHu|lasolde AFg &L

. Cisco PIX 515e H{%1 6.3(5)
. Cisco PIX 515 HHZ 7.0(2)

Cisco PIX 515e HZX 6.3(5)

pi x515e- 635#show running-config
Saved

Pl X Version 6. 3(5)

!--- Sets the hardware speed to auto on both interfaces.
interface ethernetO auto interface ethernetl auto !/---
Specifies the inside and outside interfaces. naneif
ethernet O outside securityO naneif ethernetl inside
securityl00 enabl e password 8Ry2Yj |yt 7TRRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed host name pi x515e- 635
fixup protocol dns nmaxi mumlength 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol sntp 25 fixup protocol sqlnet 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-list pixtosw
permt ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 ntu outside 1500 nmtu inside
1500 !--- Sets the inside and outside IP addresses and




subnet masks. ip address outside 10.20.20.1
255.255.255.0 i p address inside 192.168.1.1
255.255.255.0 ip audit info action alarmip audit attack
action alarmpdm history enable arp tineout 14400 !---
Instructs PIX to perform PAT on the IP address on the
outside interface. gl obal (outside) 1 interface !/---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) O access-list pixtosw /---
Specifies which addresses should use NAT (all except
those exempted). nhat (inside) 1 0.0.0.0 0.0.0.000 !---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 rpc 0:10: 00 h225 1:00: 00 timeout h323 0:05: 00
nmgcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout sip-
di sconnect 0:02:00 sip-invite 0:03:00 tinmeout uauth

0: 05: 00 absol ute aaa-server TACACS+ protocol tacacs+
aaa- server TACACS+ nax-fail ed-attenpts 3 aaa-server
TACACS+ deadtinme 10 aaa-server RADI US protocol radius
aaa-server RADI US nmex-failed-attenpts 3 aaa-server

RADI US deadtime 10 aaa-server LOCAL protocol |ocal no
snnp-server | ocation no snnp-server contact snnp-server
conmunity public no snnp-server enable traps fl oodguard

enable !--- Implicit permit for all packets that come
from IPsec tunnels. Sysopt connection pernmit-ipsec !---
PHASE 2 CONFIGURATION: !--- Defines the transform set

for Phase 2 encryption and authentication. !---
Austinlab is the nane of the transformset that uses
aes-256 encryption !--- as well as the SHAl hash

al gorithmfor authentication

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hnac

!--- Specifies IKE is used to establish the IPsec SAs
for the map "maptosw". Crypto map maptosw 67 ipsec-

i saknmp /--- Specifies the ACL "pixtosw" to use with this
map . crypto map maptosw 67 match address pixtosw !/---
Specifies the IPsec peer for this map. Crypto map

mapt osw 67 set peer 10.10.10.1 !--- Specifies the
transform set to use. Crypto map maptosw 67 set
transformset austinlab /--- Specifies the interface to
use with this map. crypto map nmaptosw interface outside
!--- PHASE 1 CONFIGURATION !--- Specifies the interface
to use for the IPsec tunnel

i saknmp enabl e outsi de

!--- Specifies the preshared key and the addresses to
use with that key. !--- In this case only one address 1is
used with the preshared key ciscol23. isaknmp key
¥x*kxkkx address 10.10.10.1 netmask 255.255.255.255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isaknp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isaknp policy 13 authentication pre-share
i saknp policy 13 encryption aes-256 isaknp policy 13
hash sha isaknp policy 13 group 2 isaknmp policy 13
lifetine 28800 telnet tinmeout 5 ssh timeout 5 consol e
timeout O ternminal width 80

Crypt ochecksum 07a3815d59db9965b72c7d8a7aaf 7f 5f : end

pi x515e- 635#




Cisco PIX 515 HHZ 7.0(2)

pi x515- 702#show running-config
Saved

Pl X Version 7.0(2)

nanes
|

!--- PIX 7 uses an interface configuration mode similar
to Cisco IOS®. !--- This output configures the IP
address, interface name, !--- and security level for
interfaces Ethernet(0 and Ethernetl. interface EthernetO
namei f outside security-level 0 ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl naneif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
I interface Ethernet2 shutdown no naneif no security-
level no ip address ! interface Ethernet3 shutdown no
namei f no security-level no ip address ! interface

Et hernet4 shutdown no naneif no security-level no ip
address ! interface Ethernet5 shutdown no naneif no
security-level no ip address ! enabl e password
8Ry2Yj | yt 7TRRXU24 encrypted passwd 2KFhbNI dI . 2KYOU
encrypted host nane pi x515-702 donai n-nanme ci sco.comftp
nmode passive !--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permt ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 ntu inside 1500 ntu outside
1500 no failover nonitor-interface inside nonitor-
interface outside no asdm history enable arp timeout

14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. gl obal (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-Iist

pi xtosw !/--- Specifies which addresses should use NAT
(all except those exempted). hat (inside) 1 0.0.0.0
0.0.0.0 !--- Specifies the default route on the outside

interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00: 02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05: 00 tineout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth

0: 05: 00 absol ute no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp !--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection permit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transformset for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
I--- as well as the SHA1 hash al gorithmfor

aut henti cati on.

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hnac

!--- Specifies the ACL pixtosw to use with this map.
crypto map maptosw 67 match address pixtosw !/---
Specifies the IPsec peer for this map. Crypto map

mapt osw 67 set peer 10.10.10.1 !--- Specifies the
transform set to use. Crypto map maptosw 67 set
transformset austinlab /--- Specifies the interface to
use with this map . crypto map maptosw i nterface outside
!--- PHASE 1 CONFIGURATION !--- Defines how the PIX




identifies itself in !--- | KE negotiations (IP address
in this case).

i saknmp identity address

!--- Specifies the interface to use for the IPsec
tunnel. isaknmp enabl e outside !--- These five commands
specify the Phase 1 configuration !--- settings specific
to this sample configuration. isakmp policy 13

aut hentication pre-share isaknp policy 13 encryption
aes- 256 isaknp policy 13 hash sha isaknp policy 13 group
2 isakmp policy 13 lifetine 28800 telnet timeout 5 ssh
timeout 5 console tinmeout 0 !--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel-group 10.10.10.1 type ipsec-12l tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *

Crypt ochecksum 092b6f c5370e2ef Ocf 07c2bc10f 1d44a : end

pi x515- 702#

IPsec Aggressive Mode Z1I|ad|0|M

of MMof M C}e HTlazolMde AF ELIC

. Cisco PIX 515e H{7 6.3(5)
. Cisco PIX 515 H{%17.0(2)

Cisco PIX 515e BT 6.3(5)

pi x515e- 635#show running-config
Saved

Pl X Version 6. 3(5)

!--- Sets the hardware speed to auto on both interfaces.
interface ethernet0 auto interface ethernetl auto !/---
Specifies the inside and outside interfaces. naneif
ethernet O outside securityO naneif ethernetl inside
securityl00 enabl e password 8Ry2Yj |yt 7RRXU24 encrypted
passwd 2KFQhbNI dI . 2KYQU encrypt ed host name pi x515e- 635
fixup protocol dns maxi mumlength 512 fixup protocol ftp
21 fixup protocol h323 h225 1720 fixup protocol h323 ras
1718-1719 fixup protocol http 80 fixup protocol rsh 514
fixup protocol rtsp 554 fixup protocol sip 5060 fixup
protocol sip udp 5060 fixup protocol skinny 2000 fixup
protocol sntp 25 fixup protocol sqglnet 1521 fixup
protocol tftp 69 names !--- Specifies the traffic that
can pass through the IPsec tunnel. access-list pixtosw
permit ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 nmtu outside 1500 ntu inside
1500 !--- Sets the inside and outside IP addresses and
subnet masks. ip address outside 10.20.20.1
255.255.255.0 ip address inside 192.168.1.1
255.255.255.0 ip audit info action alarmip audit attack
action alarm pdm history enable arp tineout 14400 !---
Instructs PIX to perform PAT on the IP address on the
outside interface. gl obal (outside) 1 interface !/---
Specifies addresses to be exempt from NAT (traffic to be
tunneled). nat (inside) O access-list pixtosw /---
Specifies which addresses should use NAT (all except




those exempted). nhat (inside) 1 0.0.0.0 0.0.0.000 !---
Specifies the default route on the outside interface.
route outside 0.0.0.0 0.0.0.0 10.20.20.2 1 tineout xlate
3:00: 00 tinmeout conn 1:00: 00 hal f-cl osed 0:10:00 udp

0: 02: 00 rpc 0:10: 00 h225 1:00: 00 timeout h323 0:05: 00
nmgcp 0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tineout sip-
di sconnect 0:02:00 sip-invite 0:03:00 tinmeout uauth

0: 05: 00 absol ute aaa-server TACACS+ protocol tacacs+
aaa- server TACACS+ nax-failed-attenpts 3 aaa-server
TACACS+ deadtinme 10 aaa-server RADI US protocol radius
aaa-server RADI US nmex-failed-attenpts 3 aaa-server

RADI US deadtime 10 aaa-server LOCAL protocol |ocal no
snnp-server |l ocation no snnp-server contact snnp-server
conmunity public no snnp-server enable traps fl oodguard
enable !--- Implicit permit for all packets that come
from IPsec tunnels. Sysopt connection permt-ipsec !---
PHASE 2 CONFIGURATION !--- Defines the transformset for
Phase 2 encryption and authentication. !--- Austinlab is
the nanme of the transform set that uses aes-256
encryption !--- as well as the SHAl hash al gorithm for
aut henti cati on.

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hnac

!--- Creates the dynamic map ciscopix for the transform
set. crypto dynanic-map ciscopix 1 set transformset
austinlab !--- Specifies the IKE that should be used to
establish SAs !--- for the dynamic map. Crypto nmap
dynmapt osw 66 i psec-isaknp dynam c ciscopix !--- Applies
the settings above to the outside interface. Crypto nmap
dynmapt osw i nterface outside !--- PHASE 1 CONFIGURATION
I--- Specifies the interface to use for the | Psec tunne

i saknmp enabl e outsi de

!--- Specifies the preshared key and the addresses to
use with that key. !--- In this case only one address 1is
used as the preshared key "ciscol23". isaknmp key
¥xk*kxkkx address 10.10.10.1 netmask 255.255.255. 255 /---
Defines how the PIX identifies itself in !--- IKE
negotiations (IP address in this case). isaknp identity
address !--- These five commands specify the Phase 1
configuration settings !--- specific to this sample
configuration. isaknp policy 13 authentication pre-share
i saknp policy 13 encryption aes-256 isaknp policy 13
hash sha isaknp policy 13 group 2 isaknmp policy 13
lifetine 28800 telnet tinmeout 5 ssh timeout 5 consol e
timeout O ternminal width 80

Crypt ochecksum 07a3815d59db9965b72c7d8a7aaf 7f 5f : end

pi x515e- 635#

Cisco PIX 515 HHZ 7.0(2)

pi x515- 702#show running-config
Saved

PI X Version 7.0(2)

nanes
|

!--- PIX 7 uses an interface configuration mode similar
to Cisco IOS. !--- This output configures the IP




address, interface name, and security level for !---
interfaces Ethernet(0 and Ethernetl. interface EthernetO
namei f outside security-level 0 ip address 10.20.20.1
255.255.255.0 ! interface Ethernetl naneif inside
security-level 100 ip address 192.168.1.1 255.255.255.0
I interface Ethernet2 shutdown no naneif no security-
level no ip address ! interface Ethernet3 shutdown no
namei f no security-level no ip address ! interface

Et hernet4 shutdown no naneif no security-level no ip
address ! interface Ethernet5 shutdown no naneif no
security-level no ip address ! enabl e password
8Ry2Yj | yt 7TRRXU24 encrypted passwd 2KFhbNI dI . 2KYOU
encrypted host nane pi x515-702 donmi n-nane ci sco.comftp
nmode passive !--- Specifies the traffic that can pass
through the IPsec tunnel. access-list pixtosw extended
permit ip 192.168.1.0 255.255.255.0 172.22.1.0

255. 255. 255. 0 pager lines 24 ntu inside 1500 ntu outside
1500 no failover nonitor-interface inside nonitor-
interface outside no asdm history enable arp tinmeout

14400 !--- Instructs PIX to perform PAT on the IP
address on the outside interface. gl obal (outside) 1
interface !--- Specifies addresses to be exempt from NAT
(traffic to be tunneled). nat (inside) 0 access-Iist

pi Xxtosw !/--- Specifies which addresses should use NAT
(all except those exempted). hat (inside) 1 0.0.0.0
0.0.0.0 !--- Specifies the default route on the outside

interface. route outside 0.0.0.0 0.0.0.0 10.20.20.2 1
timeout xlate 3:00:00 tineout conn 1:00: 00 hal f-cl osed
0: 10: 00 udp 0:02:00 icnp 0:00:02 timeout sunrpc 0:10:00
h323 0: 05: 00 h225 1:00: 00 ngcp 0: 05:00 tineout ngcp- pat
0: 05: 00 sip 0:30:00 sip_nedia 0:02:00 tinmeout uauth

0: 05: 00 absol ute no snnp-server |ocation no snnp-server
contact snnp-server enable traps snnp !--- Implicit
permit for all packets that come from IPsec tunnels.
sysopt connection pernmit-ipsec !--- PHASE 2
CONFIGURATION !--- Defines the transformset for Phase 2
encryption and authentication. !--- Austinlab is the
name of the transform set that uses aes-256 encryption
l--- as well as the SHAl hash al gorithm for

aut henti cati on.

crypto ipsec transformset austinlab esp-aes-256 esp-
sha- hnac

!--- Creates the dynamic map "ciscopix" for the defined
transform set. crypto dynam c-map ciscopix 1 set

transformset austinlab !--- Specifies that IKE should
be used to establish SAs !--- for the defined dynamic
map. crypto map dynnaptosw 66 ipsec-i saknp dynanic
ciscopix !--- Applies the settings to the outside
interface. crypto map dynmaptosw interface outside !1---
PHASE 1 CONFIGURATION !--- Defines how the PIX
identifies itself in !--- | KE negotiations (IP address

in this case).
i sakmp identity address

!--- Specifies the interface to use for the IPsec
tunnel. isaknmp enabl e outside !--- These five commands
specify the Phase 1 configuration settings !--- specific
to this sample configuration. isakmp policy 13

aut hentication pre-share isaknp policy 13 encryption
aes- 256 i saknp policy 13 hash sha isaknp policy 13 group
2 isakmp policy 13 lifetine 28800 telnet timeout 5 ssh




timeout 5 console timeout 0 !--- These three lines set
the IPsec attributes for the tunnel to the !--- remote
peer. This is where the preshared key is defined for
Phase 1 and the !--- IPsec tunnel type is set to site-
to-site. tunnel-group 10.10.10.1 type ipsec-12l tunnel-
group 10.10.10.1 ipsec-attributes pre-shared-key *
Crypt ochecksum 092b6f c5370e2ef Ocf 07c2bc10f 1d44a : end
pi x515- 702#

Of MME Ar&5to4 LI B0|MO| M= Xr&st=X| H L.

Output Interpreter _._-_rL(% El o8k ) (OIT)= 5 show BHS X|HELICHOITE AHE 5104

=
|
show B E3o| EM2 FL|C}.

- show crypto isakmp sa - Z|0{2| 24X 2= IKE SAE EA[ELICE

- show crypto ipsec sa - 34Xl SAM|M ALEst= AHE EAIELICH
Ol ZUME E{L0o| 25| MHE & PIX6.3(5) X PIX 7.0(2) 250 A Main ! Aggressive 2=
of CHEt €% ClHIo| £338 2o &L

217 0| MEE= 0| F StEQ 0 §& 7o M E IPsec E{EE 71X = O SE8 MEoqof &L
E+.9_I7:|0I 1= B 0| EMQ %IZ—‘CHI &'E TLI # FAS AIESIAAIL.

. Cisco PIX 515e tHHZX1 6.3(5) - 7|2 2 E

. Cisco PIX 515 HF 7.0(2)- 7|2 2=

. Cisco PIX 515e HH7 6.3(5) - M3l ZE
. Cisco PIX 515 &M 7.0(2) - M3 XM Z E

Cisco PIX 515e tHH 6.3(5) - 7|2 2 E

pi x515e- 635#show crypto isakmp sa

Tot al 1
Enbryonic : 0
dst src state pendi ng
created
10.10.10.1 10.20.20.1 QM | DLE 0
1

pi x515e- 635#

pi x515e- 635#show crypto ipsec sa

interface: outside
Crypto map tag: nmaptosw, |ocal addr.
10. 20.20.1

| ocal ident (addr/mask/prot/port):
(192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0)
remot e ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0)
current _peer: 10.10.10.1:500
PERM T, flags={origin_is_acl,}
#pkts encaps: 4, #pkts encrypt: 4, #pkts
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//tools.cisco.com/RPF/register/register.do

di gest 4

#pkts decaps: 4, #pkts decrypt: 4, #pkts
verify 4

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not conpressed: 0, #pkts conpr. failed
0, #pkts deconpress failed: O

#send errors 1, #recv errors O

| ocal crypto endpt.: 10.20.20.1, renpte crypto endpt.:
10.10.10.1
path nmtu 1500, ipsec overhead 72, nedia ntu
1500
current outbound spi: edOafa33

i nbound esp sas:

spi: 0xac624692(2892121746)

transform esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: nmaptosw

sa timng: remaining key lifetine (k/sec):
(4607999/ 28718)

IV size: 16 bytes

replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas

spi: OxedOaf a33(3976919603)

transform esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: naptosw

sa timng: remaining key lifetine (k/sec):
(4607999/ 28718)

IV size: 16 bytes

replay detection support: Y

out bound ah sas:

out bound pcp sas

pi x515e- 635#
Cisco PIX 515 HHX 7.0(2)- 7IE 2E

pi x515- 702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1

1 I KE Peer: 10.10.10.1
Type : L2L Role : initiator
Rekey : no State : MM ACTI VE
pi x515- 702#




pi x515- 702#show crypto ipsec sa
interface: outside
Crypto map tag: maptosw, |ocal addr: 10.20.20.1

| ocal ident (addr/nmask/prot/port):
(192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0)
remot e ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0)
current_peer: 10.10.10.1

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts
verify: 5
#pkts conpressed: 0, #pkts deconpressed: 0O

0, #pkts deconp failed: O
#send errors: 0, #recv errors: O

10.10.10.1

path mu 1500, ipsec overhead 76, media ntu 1500
current outbound spi: 2D006547

i nbound esp sas:
spi: O0x309F7A33 (815757875)
transform esp-aes-256 esp-sha-hnac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: naptosw

(4274999/ 28739)
IV size: 16 bytes
replay detection support: Y
out bound esp sas
spi: 0x2D006547 (755000647)
transform esp-aes-256 esp-sha-hnac
in use settings ={L2L, Tunnel, }
slot: 0, conn_id: 1, crypto-map: naptosw

(4274999/ 28737)

IV size: 16 bytes

replay detection support: Y
pi x515- 702#

Cisco PIX 515e HHM 6.3(5) - M2 &QI 2L

#pkts not conpressed: 5, #pkts conp failed

| ocal crypto endpt.: 10.20.20.1, renpte crypto endpt.:

sa timng: remaining key lifetine (kB/sec):

sa timng: remaining key lifetine (kB/sec):

pi x515e- 635#show crypto isakmp sa
Tot al 1
Enbryonic : 0

created
10.20.20.1 10.10.10.1 QVLI DLE

pi x515e- 635#show crypto ipsec sa

interface: outside
Crypto map tag: dynmaptosw, |ocal addr.
10. 20.20.1

| ocal ident (addr/nmask/prot/port):

dst src state pendi ng

0




(192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0)

remot e ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0)

current _peer: 10.10.10.1:500

PERM T, flags={}

#pkts encaps: 0, #pkts encrypt: 0, #pkts
digest 0

#pkts decaps: 0, #pkts decrypt: 0, #pkts
verify 0

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr. failed
0, #pkts deconpress failed: O

#send errors 0, #recv errors O

| ocal crypto endpt.: 10.20.20.1, renpte crypto endpt.:
10.10.10.1
path nmtu 1500, ipsec overhead 72, nedia ntu
1500
current outbound spi: efbl1149d

i nbound esp sas:

spi: 0x2ad2c13c(718455100)

transform esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 2, crypto map: dynmaptosw

sa timng: remaining key lifetine (k/sec):
(4608000/ 28736)

IV size: 16 bytes

replay detection support: Y

i nbound ah sas:
i nbound pcp sas:

out bound esp sas

spi: Oxefb1149d(4021359773)

transform esp-aes-256 esp-sha-hmac ,

in use settings ={Tunnel, }

slot: 0, conn id: 1, crypto map: dynmaptosw

sa timng: remaining key lifetine (k/sec):
(4608000/ 28727)

IV size: 16 bytes

replay detection support: Y

out bound ah sas:

out bound pcp sas

pi x515e- 635#
Cisco PIX 515 HHX 7.0(2) - =250l BE

pi x515- 702#show crypto isakmp sa

Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1




1 I KE Peer: 10.10.10.1
Type : L2L Role : responder
Rekey : no State : AM ACTI VE
pi x515- 702#

pi x515- 702#show crypto ipsec sa

interface: outside

Crypto map tag: ciscopix, |local addr:
10. 20.20.1

| ocal ident (addr/nmask/prot/port):
(192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0)
remot e ident (addr/mask/prot/port):
(172.22. 1.0/ 255. 255. 255. 0/ 0/ 0)
current_peer: 10.10.10.1

#pkts encaps: 5, #pkts encrypt: 5, #pkts digest: 5
#pkts decaps: 5, #pkts decrypt: 5, #pkts
verify: 5
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 5, #pkts conmp failed
0, #pkts deconp failed: 0O
#send errors: 0, #recv errors: O

| ocal crypto endpt.: 10.20.20.1, renpote crypto endpt.
10.10.10.1

path mu 1500, ipsec overhead 76, media ntu 1500
current outbound spi: D7E2F5FD

i nbound esp sas:

spi: OxDCBF6AD3 (3703532243)

transform esp-aes-256 esp-sha-hnac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-nmap: ciscopix

sa timng: remaining key lifetine (sec):
28703

IV size: 16 bytes

replay detection support: Y

out bound esp sas

spi: OxD7E2F5FD (3621975549)

transform esp-aes-256 esp-sha-hnac

in use settings ={L2L, Tunnel, }

slot: 0, conn_id: 1, crypto-map: ciscopix

sa timng: remaining key lifetine (sec):
28701

IV size: 16 bytes

replay detection support: Y

pi x515- 702#
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