IPSec E{'d 744 - Cisco Secure PIX Firewall to
Checkpoint 4.1 Firewall
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HES3 Clojo{a 3
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PIX Internet Checkpoint Firewall
- “cisco_endpoint” Router RTPCPVPN -
Metwork MNetwork
192.168.1.X124 10.32.50. X124
“inside_cisco" "cpinside”
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nanei f ethernet0 outside security0
nanei f ethernetl inside securityl00
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQhbNI dI . 2KYQU encrypt ed
host nane ci sco_endpoi nt

fixup protocol ftp 21

fixup protocol http 80

fixup protocol h323 1720

fixup protocol rsh 514

fixup protocol snmtp 25

fixup protocol sqglnet 1521

fixup protocol sip 5060
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nanes

access-list 115 permit ip 192.168.1.0 255.255.255.0
10.32.50.0 255.255.255.0

access-list 115 deny ip 192.168.1.0 255.255.255.0 any
pager lines 24

| oggi ng on

no | oggi ng tinestanp

no | oggi ng standby

no | oggi ng consol e

| oggi ng noni tor debuggi ng

no | oggi ng buffered

| oggi ng trap debuggi ng

no | oggi ng history

l ogging facility 20

| oggi ng queue 512

interface ethernet0 auto

interface ethernetl auto

nmtu outside 1500

nmu inside 1500

i p address outside 172.18.124. 35 255. 255. 255. 240

i p address inside 192.168.1.1 255.255.255.0

ip audit info action alarm

ip audit attack action alarm

no fail over

failover tineout 0:00:00

failover poll 15

failover ip address outside 0.0.0.0

failover ip address inside 0.0.0.0

arp timeout 14400

gl obal (outside) 1 172.18.124.36

nat (inside) 0 access-1list 115

nat (inside) 1 0.0.0.0 0.0.0.000

route outside 0.0.0.0 0.0.0.0 172.18.124.34 1

ti meout xlate 3:00:00g SA 0x80bd6alO, conn_id = 0
ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0:02: 00 rpc
0:10: 00 h323

0: 05: 00 sip 0:30:00 sip_nedia 0:02:00

ti meout uauth 0:05:00 absol ute

aaa- server TACACS+ protocol tacacs+

aaa-server RADI US protocol radius

no snnp-server | ocation

no snnp-server contact

snnp-server community public

no snnp-server enable traps

fl oodguard enabl e

!--- IPSec configuration sysopt connection permit-ipsec
no sysopt route dnat

crypto ipsec transform-set myset esp-des esp-sha-hmac
crypto map rtpmap 10 ipsec-isakmp

crypto map rtpmap 10 match address 115

crypto map rtpmap 10 set peer 172.18.124.157
crypto map rtpmap 10 set transform-set myset
crypto map rtpmap 10 set security-association lifetime
seconds

3600 kilobytes 4608000

crypto map rtpmap interface outside

!--- IKE configuration isakmp enable outside
isakmp key ******** address 172.18.124.157 netmask
255.255.255.240

isakmp identity address

isakmp policy 10 authentication pre-share

isakmp policy 10 encryption des

isakmp policy 10 hash sha

isakmp policy 10 group 1




isakmp policy 10 lifetime 86400

telnet tinmeout 5

ssh tinmeout 5

termnal width 80

Crypt ochecksum dc43c44e4513d3633a3f c7b1c3802¢c79
: end

[X]
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1. IKE & IPSec 7|2 =B HIH 7tof CtE2 2 Properties(%4d) > Encryption(& £ &) S =4
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Properties Setup

High&wailsbilty | IPPoalMAT |  Accesslists |  Desktop Securty |
Securty Policy ] Tratfiz Control ] Services ] Log and Alert ] Security Servers ]
Authentication ] SN Defender ] LDAF Encryption l ConnectControl ]

SKIF td anual IFSEC

[ {Enable Egpartable SEIF _

L LTI I — 5 Pl a"':":atl':'n range [hE:.:]:
Change SKIP Session key
Every |1 n Seconds [0 for infinity) From |1 a0
or

Every  [10485760  Bytes (0O for infirity] To fi

143

Reneqgotiate [KE Securnty &zzociations eveny |'| 4410 minubes

FHenegatiate IPSEC Security Aszociationg eveny |EEEEIEI seconds

aF. Cancel Help

2. Manage( 2l) > Network objects(LIE 23 7HA) > New(E & Edit) > Network(L|E 2|3 )&
EfStod XM ZQIE Foi Q= LHE("cpinside”) HIE I ol CHEt 7HAE FMHELICH ol CHS
PIX BHE0IM CHad(F #Hml) L E 9|3 2F L X|5HoF & LICt access-list 115 permit ip
192.168.1.0 255.255.255.0 10.32.50.0



Metwork Properties

General | MAT |

M ame:

|P Address: |10.32.50.0 Get address |

Met Mask: |255.250.2556.0

Commett: Colar: I ] -rl

|' Lacation: |' Broadcast:

@ |nternal ¢ External % Allowed T Dizallowed

O Cancel Help

255.255.255.0

3. Manage(&2l) > Network objects(LIE2|3. 7HA) > Edit(HA&)E ME45t0{ PIX7I O] HHEM
72171 HOIEHO|("RTPCPVPN" Checkpoint) A= ZQIE O| 7JHA|E HEIELICH &8 ¥
O|& # set peer ip_address %! x|(Location) 0| A LHE (Internal)& ME{EILIC} Type(F&)HIAM
Gateway(HIO|ESIO|)& MEHEILICE Modules Installed(2 & A %|E)0{ A VPN-1 & FireWall-
1 & QlgtE MBSt 1 Management Station(# 2| AE||0|M) &olgtE MEdEr |C}




Workstation Properties |

General | Interfaces | SNMP | NAT | Certificates | vPN | authe 4| »

Mame: RTPCPVPM
IP &ddress: |172.18.124.157 et addreszs
Camment: Firewalled gateway to internet
— Locatior: Type:
% |nternal & External ’7 ™ Host 1 Gateway
— Modules [nztalled
¥ WPM-1 & Firg\aall-1 Version: |41 ¥ Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

W Management Station Color: I- 1r|

aF. Cancel Help

4. Manage(Z2l) > Network objects(LIE |3 7HA]) > New(MZ BHE7]) > Network(LIER ) E
MEHSL0] PIX Foi|l = 2% ("inside_cisco") UIE I o CHEt 7HXE 7 &g LICt.Ol= S
PIX HEo| AA K M) U EXHZ 2}t Yx|3HoF & LICI access-list 115 permit ip 192.168.1.0
255.255.255.0 10.32.50.0



Metwork Properties

General | MAT |

ﬂEIITIE.': inside cizco

P Address: [192.168.1.0 Get address |

Met Mask: |255.250.2556.0

Conment; Colar: I I 1r|

Location: Broadcast:
|7¢'" Irternal & External |7'f=' Allowed © Dizallowed

O Cancel Help

255.255.255.0
. Manage(Z2l) > Network objects(IE- 3 7HA) > New(MZ BHE 7]) > WorkstationS A1EH

504 2|5 ("cisco_endpoint"”) PIX H|O|EQ)|0lof CHEt 7HAME FI+ELICt ol BHEOo| MB &&=
PIX QIE{m|o|AL|ct =3l &Y o/F QIE|H 0|A QR | X|0|AM FE MEHEFLICE Type($

&)0i| A Gateway(HIO|ES|O[)& MEHEILICH & T: VPN-1/FireWall-1 & QIgtE MEISHX| OF &

| =




Workstation Properties |

General | Interfaces | SNMP | NAT | WPN |

Mame: cizco_end
IP &ddress: |172.18.124.55 et addreszs
Conrnent:
— Locatior: Type:
™ |nternal % External ’7 ™ Host 1 Gateway
— Modules [nztalled
[ WPM-1 & Firg\/all-1 Version: |41 7 Get
l_ Flood(z ate-1 Wersiars 141 K
I | Compressieh Weramr (4.1 | -

[T Management Station Color: I- 1r|

aF. Cancel Help

AR
6. Manage(#2l) > Network objects(LIE 3 7HH) > Edit(TdE])E =4 504 Checkpoint
gateway endpoint(&'& "RTPCPVPN") VPN &2 T &g LICt. Domain(Z HI2!)0il A Other(Z|
EHE MENSH I EECHR S S0i M Checkpoint HIE 3 9| LHE ("cpinside") & ME4EFLICE
Encryption schemes defined(X2|El & &3} #|7|)0l| M IKEE ME4S Ot S Edit(+=H)E S=FE




Workstation Properties |
Generall Interface&l SHMF'I MAT I Certificates  WFM |.-'-‘-.uthEL|_"|
— Domain: — Encryption zchemes defined:
™ Walid Addresses(of Interfaces) M B=1 Manual IPSEC
{+" Other: r SHIP
I [ ez
[T Exportable for SecuRemote Edi... |
= rathic Eantiel Eegamg
IV it rathie Eental Legais
aF. Cancel Help
L|CH

.DES &5 35tE I8t IKE 82 0| BHol| S2lst= & HE e L|Cisakmp 22 # &f £ 3} des
. 0| BHol S2/5t24™M IKE &£82 SHA1 sHalo 2 BZAF LICtisakmp B # 3| Al shaCt= A
Mg #HAFLICH Aggressive Mode® B FAEHL|CH MEL X[ 2feletg MESSHL|CH

Authentication Method(2!5 & #)0i| A Pre-Shared Secret(At™ 27 &%) & QIEHS MEHE
LICt. o] BE2 i3 Z&LICtisakmp 22 # @15 pre-



Generall Interfacesl SHMP‘I MAT I Cerificates  ¥PN |.-i'-.uthE 4

k

General I
— Key Negatiation Encrpption Method(z): - — Hazh Method: —
[~ MDE

r CasT
r IDES IF SHaAT1

— Authentication Method:
W Pre-Shared Secret Edit Secrets. ..
[T Public Key Signatures [EGrfigure..,

[T Supports Aggresive Mode W Supports Subnets

KE Properties k >

=

K. Cancel Help

share

9. Edit Secrets(H|Z! =) &

=
isakmp 7| 7| F£4 HiotA3 HofA 3

2l5to4 PIX BZ0 S2lst=F A SR 7|18



Workstation Properties |

Generall Interface&l SNMF'I MAT I Certificates  WFM |.-'1'-.uthE 1 | "I
|

IKE Properties h
General |
Shared Secret I
— Shared Secrets Lizk:
LeerName shared Jecret
cizco endpoint e Edi
Remove

Ok, I Cancel |

k. | Cancel | Help |

aFk. | Cancel | Help |

10. "cisco_endpoint" VPN &2 T &l 5l24™ Manage > Network Objects > EditE =& L|C}.
Domain(=MH|2!)0ll A Other(ZIEHE MBS CHF PIX HIE 32| LR ("inside_cisco"2t 1 &

=
£ MEdFL|C}. Encryption schemes defined(& 2| El & &3} XM AH|)oll M IKEE ME4S CHS

Edit(=%)& S=|grLCt



Workstation Properties |

Eenerall Interface&l SHMF'I MaT PN |

— Domairn: — Encryption zchemes defined: ——

™ Dizabled I T Manual IPSEC

" Walid Addresses(of Interfaces) W [

& Other; r SKIP
I% inzide_cizco j
I | Ezpartabie far Secutemate Edi... |

= rattic Eantrel g g

I | Titrrar irafhic: Eental Legais

aF. Cancel Help

11. IKE &3 DES ¥ = 3E O| B0l S2lst= 5 AT LICHisakmp H2 # &f £3} des
[m}

12. O] B0 S2|5te{™ IKE &8

& M2 SHA1 iAo 2 A& LICH crypto isakmp policy # hash
shaCl= M™2 HEELICH Aggressive Mode® MB FAFLICH HES X|| 2fQlEtE M

EHSFL|CE Authentication Method(@!5 2 #)0i| A Pre-Shared Secret(At™ 3/ &) 2 QI
2 MEdEFLICE O &2 Ot Yol Sol&Lctisakmp H2Y # 215 pre-



General] Interfaces] SHMF‘] MAT ] Certificates  “FM l.-'-‘-.uthE B
KE Properties k by
General l
K.ey Megotiation Encrpption Method|z): Hazh Method:
[ MD5
F CAST
[ ] 30ES v SHAL
Authentication Method:
v Pre-Shared Secret Edit Secrets..
[ Public Eey Signatures
[ Supports Aggresive Mode W Supports Subnets
ak. Cancel Help
share
13. Edit Secrets(I:II E' )& 25101 O| PIX BHol| S|t E A S/ 7|8 AdHELIC
isakmp 7| 7| F4& JiotA3 HofA ST
g
General ]
Shared Secret =
Shared Secrets List:
shared Secret
HTPCFYER s Edi
Remowve
ak. Cancel |
aF. Cancel | Help |
14. Policy Editor(Z3Z T E!7[) Z 0l M Source(£ )2t Destination(CH4)2 25 "inside_cisco"
SFHEHE L E e RIS M UFLICH Set Service=Any, Action=Encrypt %!

2l "cpinside"(Y
Track=Long.



15. Action(%f ) M= ot2{ol| A =24 Encrypt(&Z3}) ot 0|

T‘f"'FITF'l'ZF"'H"F'H - Check Point Palbcy Editor
File Edit Yiew Manage FPolicy “Wndow Help

HEe&ho P 8588 08 & B8 S agiag & BEET &
%5 Secuity Policy - Standard | 429 Addvess Translation - Starderd | 8 Bandwidth Policy - Standard |

[z
D

|

For Help, presz F1 [BTPCPVEN ‘Readfwrite | | | o
£ 2 2/5 1 Edit properties(&4 ™

Source ‘I]e.t;hnatlnn| Service ‘ Action

ﬁ inzide_cizeo ﬁ cpinside

% cpinzide % insicle_cizco

@ Ay ' Encryit “E‘g Loy ‘ |.= I
| 2]

rH

E)B MEfsto] 955 MRS AIEH|C}

[rity Policy - Standard | §59 Address Translation - Standard | §§¥ Bandwidth Policy - Standard | A==
P PV Hiost | i Ldlap-Servers £59) Idap m accept -

P P Host ‘ Pt Logical-Servers | S losd_sgent accept

inzide_cisco chinside =1 —
B B, o~ | -
%, cpinside E;g, ingide_clsco )
5P dest-unresch T
S echo-reply
iﬂed’m—remﬂst accept Bme
% lemp-proto

Hp
ﬁ info-reqly @ drop
@ @ ?,EJEMGI — _|_ il
Ay Ay 2P mask-re E e _ g |

Ly A R —— . wl o
4| | b

L]

16. IKEE MEHSt CI S EditE S=2/8LICH



Enciyption Properties

General l

Encryption gchemes defined:

- = [

L Manual IPSEC

" [sie] SKIP
) [fg PWT

.................................

ak. Cancel Help

17. IKE Properties(IKE &%) 80| M CI S £ 42 2435104 0] BH Q| PIX IPSec Bkt LR
AlZILIC}.crypto ipsec transform-set myset esp-des esp- sha-hmacTransform(‘?j°4)01|A-|
Encryption + Data Integrity (ESP)& MEHEILICH =38t 2T 2|E2 DES, H|0|H FZE42
SHA10|o{of 5tH, &{&El I|o{ HO|EL[0|= 2|F PIX H0|ES|0|("cisco_endpoint"2t 1T B
)090F B L|Ct Eels S=IEUCH

IKE Properties

General l

Tranztorm:
[% {+ Encryption + D ata Integrity [ESP)

" Drata Integrity Only [&H]

Erncryption &lgorithrn: DES [l
Data Integrty -
Allowed Peer Gateway: cizco_sndpikg

[ Usze Perffect Forsard Secrecy

ak. Cancel | Help

18. CheckpointE TAI8t & #47 Alef 2 X &5t242 Checkpoint 470l A Policy(Z &) >
Install(Ad%])S M=4LIC}H

debug, show % clear &

ol dMoiM= Hm|aefo|Mo| XMz 2Sst=X| #Hlst= Ol ALY =+ Us SEE M3



show EE2 £33 2IEZ2|E E oM X|E=EC(EEE nZ4oh. 0| E2 M5 show B

Mol BM AME & = AaLIC

debug B S Al&57| ol Debug CommandsOll CHE 52 MEE T AAL.

HS e +8sts o= st ATIo| CHE Cl HIAIXIE EAIR

ol
|0

- debug crypto engine - & &3} &
L|Ct.

- debug crypto isakmp - IKE O|HIE O] CHEt HIA|X|E E AR LICH

- debug crypto ipsec - IPSec O|HEE E A|EtLICH.

- show crypto isakmp sa - I|0{0{| A 24Xl IKE SA(Security Association)& 25 & L|C}.

- show crypto ipsec sa - 34Kl 2o A0 M AFE5t= ™ E SLC.

. clear crypto isakmp sa - (Z1Z|2240|MH ZEO|M) ZE &M IKE 24 x|SLCH

. clear crypto ipsec sa - (Z1I|1240|A 2 E0iAl) 2 E IPSec 2O ¢S ArX|EHLICH

MIAEZQIE:
14EHAHO] ZAIE! M3 HE7| #HolM £X 7|50| Longe 2 MHEEIeEZ HEE ECE2 21
Hojof wztMo 2 E A|E/LICH CIS S 2245t0 AIA|EH CIHO HEE HE &= U&LICH

C: \ W NNT\ FW\ 4. 1\ f wst op
C\WNNT\FW\ 4. 1\ fwd -d

CHE FolM ChES &L

C:\WNNT\ FW\ 4. 1\ fwst art
&t 11: Microsoft Windows NT A %|¢/L|C}.

CHS B™EE AEstod MIAEZRIE0|M SAE X2 = U&LICH

fw tab -t IKE_SA_table -x
fw tab -t ISAKMP_ESP_table -x
fw tab -t inbound_SPI -x
fw tab -t ISAKMP_AH table -x

oflof &St AAIR. ZTE T EO|M SEHE £ &LICH

= -

T':K‘“ 3H7é

Oo| MMMz Zdx|aelo|M EXNME sidsie ol AASE = e HEE MSELich.

HER|3 29

Checkpoint2| & 25 THQIoIA M=z QI8 o2q 7He| iR HELZ I FFEE B2, sliE ClHt
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OlAE= 30|22 ECHE D BT5l0{ 0|8 AIS2E Qg &= &LICt PIXS| 253t ACLO| x|
st S FYx|X| g2 é%’— E{'do| e 4 A&LICE ol E S0{10.0.0. 0/24 & 2/ 10.0.1.0 /242 LY
B UERZ7EH ZH]EZE FHE E2 10.0.0.0/2322 48 = JU&LCH.

PIX2| M& C|HT =&

ci sco_endpoi nt# show debug
debug crypto ipsec 1

debug crypto isaknmp 1
debug crypto engi ne

debug fover status

t x Of
rx Of
open Of
cabl e Of
t xdnmp Of
rxdnp Of
ifc O f
rxip Of
txip Of
get Of
put Of
verify Of
switch Of
fail O f
fmsg Of

ci sco_endpoi nt# term mon

ci sco_endpoi nt #

I SAKMP (0): begi nning Quick Mdde exchange,

M | D of 2112882468: 7df 007241 PSEC( key_engi ne):

got a queue event...

| PSEC(spi _response): getting spi 0x9d71f29c(2641490588) for SA
from 172.18.124.157 to 172.18.124.35 for prot 3

70

crypto_i saknp_process_bl ock: src 172.18.124.157, dest 172.18.124.35

QAK_QM exchange

oakl ey_process_qui ck_node:

OAK_QM | DLE

| SAKMP (0): processing SA payload. nessage |ID = 2112882468

| SAKMP : Checking | PSec proposal 1

| SAKMP: transform 1, ESP_DES
| SAKMP: attributes in transform

| SAKMP: encaps is 1

| SAKMP: SA life type in seconds

| SAKMP: SA life duration (basic) of 28800

| SAKMP: SA life type in kil obytes

| SAKMP: SAlife duration (VPI) of 0Ox0 0x46 0x50 OxO0
| SAKMP: aut henticator i s HVAC SHA

| SAKMP (0): atts are acceptabl e. | PSEC(val i dat e_proposal _request):
proposal part #1,
(key eng. msg.) dest= 172.18.124.157, src= 172.18.124. 35,
dest _proxy= 10. 32. 50. 0/ 255. 255. 255.0/ 0/ 0 (type=4),
src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transfornr esp-des esp-sha-hmac ,
|'i fedur= 0s and Okb,
spi = 0x0(0), conn_id= 0, keysize= 0, flags= Ox4

| SAKMP (0): processi ng NONCE payl oad. nmessage |ID = 2112882468



2112882468
2112882468map_al |l oc_entry:

| SAKMP (0): processing |ID payl oad. nessage ID
| SAKMP (0): processing |ID payl oad. nessage ID
allocating entry 3

map_alloc_entry: allocating entry 4

| SAKMP (0): Creating | PSec SAs
i nbound SA from 172.18.124.157 to 172.18.124. 35 (proxy
10.32.50.0 to 192.168.1.0)
has spi 2641490588 and conn_id 3 and flags 4
lifetinme of 28800 seconds
lifetime of 4608000 kil obytes
outbound SA from 172.18.124.35 to 172.18.124.157 (proxy
192.168.1.0 to 10.32.50.0)
has spi 3955804195 and conn_id 4 and fl ags 4
lifetinme of 28800 seconds
lifetinme of 4608000 kil obytesl PSEC(key_engine): got a queue event...
IPSEC(initialize_sas): ,
(key eng. msg.) dest= 172.18.124.35, src= 172.18.124. 157,
dest _proxy= 192. 168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
src_proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = 0x9d71f 29¢(2641490588), conn_id= 3, keysize= 0, flags= 0x4
IPSEC(initialize_sas): ,
(key eng. msg.) src= 172.18.124.35, dest= 172.18.124. 157,
src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
dest _proxy= 10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),
protocol = ESP, transform esp-des esp-sha- hmac
|'i fedur= 28800s and 4608000kb,
spi = Oxebc8c823(3955804195), conn_id= 4, keysize= 0, flags= 0x4

return status is | KMP_NO ERROR2303: sa_request, (key eng. mnsg.)
src= 172.18.124. 35, dest= 172.18.124. 157,

src_proxy= 192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0 (type=4), dest_proxy=
10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0 (type=4),

prot ocol = ESP

transforne esp-des esp-sha-hmac , |ifedur= 28800s and 4608000kb
spi = 0x0(0), conn_id= 0, keysize= 0,

fl ags= 0x4004

602301: sa created, (sa) sa_dest= 172.18.124.35, sa_prot= 50, sa_spi=
0x9d71f 29¢c(2641490588),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 3

602301: sa created, (sa) sa_dest= 172.18.124. 157, sa_prot= 50, sa_spi=
Oxebc8c823(3955804195),
sa_trans= esp-des esp-sha-hmac , sa_conn_id= 4

ci sco_endpoi nt# sho cry ips sa

interface: outside
Crypto map tag: rtpmap, local addr. 172.18.124.35

| ocal ident (addr/mask/prot/port): (192.168.1.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current _peer: 172.18.124. 157
PERM T, flags={origin_is_acl,}
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify O
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 0, #pkts conpr. failed: O,
#pkts deconpress failed: O #send errors 0, #recv errors O

| ocal crypto endpt.: 172.18.124.35



remote crypto
path nmtu 1500,

endpt.: 172.18.124. 157

i psec overhead 0, nmedia ntu 1500
current outbound spi: 0

i nbound esp sas:

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:

out bound ah sas:

out bound pcp sas:

| ocal ident (addr/mask/prot/port):
renote ident (addr/mask/prot/port):

current _peer: 172.18.124. 157

PERM T, flags=

{origin_is_acl,}

#pkts encaps: 4, #pkts encrypt:
#pkts decaps: 4, #pkts decrypt:
#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conpr.

#send errors 1,

#recv errors O

| ocal crypto endpt.: 172.18.124.

path nmtu 1500,

i nbound esp sas:
spi: 0x9d71f29c(2641490588)

transform esp-des esp-sha-hmac

in use settings ={Tunnel, }
slot: 0, conn id: 3, crypto
remai ning key lifetinme (k/sec): (4607999/28777)

sa timng:
1V size: 8

replay detection support:

byt es

i nbound ah sas:

i nbound pcp sas:

out bound esp sas:
spi: Oxebc8c823(3955804195)

transform esp-des esp-sha-hmac

in use settings ={Tunnel, }
slot: 0, conn id: 4, crypto
remai ning key lifetinme (k/sec): (4607999/28777)

sa timng:
1V size: 8

replay detection support:

out bound ah sas:

out bound pcp sas:

ci sco_endpoi nt# sho cry is sa

dst
172.18. 124. 157

2 HE

(192.168. 1. 0/ 255. 255. 255. 0/ 0/ 0)
(10. 32. 50. 0/ 255. 255. 255. 0/ 0/ 0)

4, #pkts digest 4
4, #pkts verify 4

failed: 0, #pkts deconpress failed: O

35, renote crypto endpt.: 172.18.124.157
i psec overhead 56, media nmtu 1500
current outbound spi: ebc8c823

map:

Y

map:

rtpmap

rtpmap

byt es
Y
src state pendi ng created
172.18.124. 35 QM I DLE 0 2
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