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Metwork 198.51.100.0

Host
10.0.0.2

Host A
198.51.100.2

Network
10.%.%.%

inside 10.0.0.1

outside
209.165.201.2
Internet Router
209.165.201.1

Internet
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global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
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nat (inside) 1 10.0.0.0 255.0.0.0 0 O
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object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source static obj-198.51.100.0/24 0bj-198.51.100.0/24
destination static any-1 any-1

nat (inside,outside) source dynamic obj-10.0.0.0/8 obj-natted
Using the Auto Nat statements:

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0

nat (inside,outside) dynamic obj-natted

object network obj-198.51.100.0/24

subnet 198.51.100.0 255.255.255.0
nat (inside,outside) static o0b3j-198.51.100.0/24
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global (outside) 1 209.165.201.3-209.165.201.30 netmask 255.255.255.224
global (outside) 1 209.165.200.225-209.165.200.254 netmask 255.255.255.224

nat (inside) 1 0.0.0.0 0.0.0.0 0 O
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object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
range 209.165.200.225 209.165.200.254

object network any-1
subnet 0.0.0.0 0.0.0.0

Using the Manual Nat statements:

nat (inside,outside) source dynamic any-1 obj-natted
nat (inside,outside) source dynamic any-1 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2
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Using the Manual Nat statements:
object network any-1
subnet 0.0.0.0 0.0.0.0

object network obj-natted
range 209.165.201.3 209.165.201.30

object network obj-natted-2
subnet 209.165.201.30 255.255.255.224

nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted
nat (inside,outside) source dynamic 0.0.0.0/0 obj-natted-2

Using the Auto Nat statements:

object network any-1

subnet 0.0.0.0 0.0.0.0

nat (inside,outside) dynamic obj-natted
object network any-2

subnet 0.0.0.0 0.0.0.0
nat (inside,outside) dynamic obj-natted-2
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Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-198.51.100.0/24
subnet 198.51.100.0 255.255.255.0

object network obj-natted
range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

nat (inside,outside) source dynamic obj-10.0.0.0/8 obj-natted

Using the Auto Nat statements:

object network obj-natted

range 209.165.201.3 209.165.201.30

nat (inside,outside) source static obj-10.0.0.0/8 0obj-10.0.0.0/8 destination
static obj-198.51.100.0/24 0bj-198.51.100.0/24

object network obj-10.0.0.0/8

subnet 10.0.0.0 255.0.0.0
nat (inside,outside) dynamic obj-natted
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access-list WEB permit tcp 10.0.0.0 255.0.0.0

172.30.1.11 255.255.255.255 eqg 80

access-1list TELNET permit tcp 10.0.0.0 255.0.0.0 172.30.1.11
255.255.255.255 eq 23

nat (inside) 1 access-list WEB

nat (inside) 2 access-list TELNET

global (outside) 1 209.165.201.3 255.255.255.224
global (outside) 2 209.165.201.4 255.255.255.224

ASA H{Z 8.3 o| 4

Ijzeold2 chst Z&Lcth

Using the Manual Nat statements:

object network obj-10.0.0.0/8
subnet 10.0.0.0 255.0.0.0

object network obj-172.30.1.11
host 172.30.1.11

object network obj-209.165.201.3
host 209.165.201.3

object network obj-209.165.201.4
host 209.165.201.4

object service obj-23
service tcp destination eq telnet

object service obj-80
service tcp destination eq telnet

nat (inside,outside) source dynamic 0bj-10.0.0.0/8 0bj-209.165.201.3 destination
static obj-172.30.1.11 obj-172.30.1.11 service obj-80 obj-80
nat (inside,outside) source dynamic 0bj-10.0.0.0/8 0obj-209.165.201.4 destination
static obj-172.30.1.11 0obj-172.30.1.11 service obj-23 obj-23
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ASA(config)# show connection address 10.0.0.2

16 in use, 19 most used

TCP outside 198.51.100.100:80 inside 10.0.0.2:57431, idle 0:00:06, bytes 9137,
flags UIO

ASAE= AH|O|EE &35t 0|H, et 44 | o[22l pi&n Ux|st7| MEo| & Mol dtet E
cHElo] et S Sall CHA| & ElLIcH EMsts 40t U X5t ECfE2 QIE{H 0|A ACLO 2
ol RAHEHEIX| et WetEE Sall S E LCH

O|™ Z30| M LT ClE{m[o|A 9| EEI0|HE = 2|F QIE{m 0|A 2] 198.51.100.100 EAE 0 CHEH
HA4Ee MHMESLICIO| A2 TCP T2 EZEE O|R0{X|H6XE SO K& MEH7P Z|A&L|Ct. o
4 Zella= o]l ¢dZ2o| $A AEHE LIEFHL|CH 48 Z e 20i CHEF REhA I%._ LHE2 ASA TCP
Connection Flags(ASA TCP 142 Zcll1)E & X5HAAL.

Syslog

ASA (config)# show log | in 10.0.0.2

Jun 28 2014 11:31:23: %ASA-6-305011: Built dynamic TCP translation from inside:
10.0.0.2/57431 to outside:209.165.201.3/57431

Jun 28 2014 11:31:23: %ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:10.0.0.2/57431 (209.165.201.3/57431)

ASA 232 Hef 28 S0 syslogE e LICt.syslogse 24 LI 0|ME 7|8t 2 XA
g HQE MSELIChEZ2 Bl 6 £= 'HE Bl 20|z F 7H2| syslog& = 04& LICt.

Ol oo M= F 7HO] syslog7t MAIEILICE 3 Ml HAIRIS H5H40| MBS TAEHS S LIEHlE
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O AAIPFA U EES WEE P FA U ZES LiEpLCH

= B sysloge @&t 0| E2t0|AELQ M 7te| o] £ Ef{Eof CiEt 212 HIO|Z2of| eddS
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2 LIEtL= 238 MstX| et&LIChOial @120| HRE|l= Ol E= HZ0| dyEl= JAE Y
sist= 2l cHet E A7 7ISELCH

NAT g4#H(Xlate)

ASA (config)# show xlate local 10.0.0.2

3 1in use, 810 most used

Flags: D - DNS, e - extended, I - identity, 1 - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT from inside:10.0.0.2/58799 to outside:209.165.201.3/57431 flags ri idle

0:12:22 timeout 0:00:30

Ol Aum|aeio|Mo| URE, LHR ZAE IP FAE QUEHM EIRE It FAE HESHT| 26
PAT7} -_r“"E'L—|E|' Ol2{et 0| MHEIR=X| & elst7| ¢ 5H xIate(transIatlon) Eﬂolg% Eolg
T U&LICHBH show xlate= local 7|HE L LIF SAEQ| |IP A AR E|H Y SAEI|
HH4Et B 0| = o ?At E =2 EAEgLICLOIM E80 e R QI o|ALQL 2F QIEmo[A
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