ASA EElA 9.(x) 2B ZHu|adlolMdg St
37o] L LIE2I3 @17 of

=it

>

e

7

M QT ALS

O__I.L A'.s
MBEEZE2A

s

HE /3 Clolo{13Y

0

oy

Ol EM0lME 3712 IR LIEXIZ 2t B4 A& E Cisco ASA(Adaptive Security Appliance) H{%
9.1(5)2 dM™ste Yol CHoll MBELICLTH B2 = 7HASHE ?|5H 2t E 0| AFSElLICEH
AM T A

LT AE

Ol EAMof CHEt & 2710| el&Lch

ABElE T 24

0| A2 HE &= Cisco ASA(Adaptive Security Appliance) HH7 9.1(5)2 7|82 2 & L|C}.

olAE E7ISHEI(Z|8) anlzaﬂowog A|x+5|91g|,||:+_é_4x|1 l:||E-?-IEL7|- XHE g 7 E.:
BHPo{o| &AMl FEE 0l2| SKIsHAIZ| BHEFLICEH

=
g
=)
x
rr
o
1
x
=)
).
O
r
N
oIr
jo
-
0x
g'l_l
rr
02
HL
jn
sl
OH
o
r
[ul



#r11:0] MlAMof| A E B0l CHEt XhAIEH LI& S 2 2{™ Command Lookup Tool(SSE T

:

i Routern
wane | ey -
ImteEnnet
1 ] G
10.2.4.0024 10.1.1.024 A HR0,A183,24 _—
network P
— 3 =i
— Routerd
10.3.1.0024
network

10115024
wiarketation

2tm:o| AmaefolMof AFSE IP F4 X|H MAE QEAM EHMoz Bt EE = 9
&LICLO| FAE & - E0M AFEE RFC 1918 A QILICH

ASA 9.1

o| S MM E= o|gdEt +A92 AP EHL|CH.Cisco CIHFO| A0 A write terminal @2390| £240| Q= Z

o4
S
< Output Interpreter(S S & TZHENE ALEsto] HAHHQ EX| & +H A E EA|
Ch.

T4

. BFRE| A ZdT|azo|M
. I RE B HI|ado|M
. ASA HHZ1 9.1 0|4 |18 o|M

2tE A Zdmago|M

RouterA#show running-config
Building configuration...

Current configuration : 1151 bytes
!

version 12.4

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterA

I

boot-start-marker
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boot-end-marker

!

enable password cisco
!

memory-size iomem 25
no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

R o N B O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

ip audit po max-events 100
no ftp-server write-enable

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.2 255.255.255.0
duplex auto

speed auto

!

interface FastEthernet0/1

ip address 10.2.1.1 255.255.255.0
duplex auto

speed auto

!

interface IDS-Sensorl/0

no ip address

shutdown

hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
no ip http server

no ip http secure-server

1

1

1

1

1

control-plane

1

1

1

line con 0

line 33

no activation-character

no exec

transport preferred none
transport input all



transport output all
line aux 0

line vty 0 4
password ww

login

!

1

end

RouterA#
2t*E{ B Hu|ado|M

RouterB#show running-config
Building configuration...

Current configuration : 1132 bytes
!

version 12.4

no service pad

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

!

hostname RouterB

!

boot-start-marker

boot-end-marker

1

1

no network-clock-participate slot 1
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate wic
no network-clock-participate aim

P o N B O

no network-clock-participate aim
no aaa new-model

ip subnet-zero

ip cef

1

1

1

1

ip audit po max-events 100

no ip domain lookup

no ftp-server write-enable
1

no crypto isakmp enable

interface FastEthernet0/0

ip address 10.1.1.3 255.255.255.0
duplex auto

speed auto

no cdp enable

1

interface FastEthernet0/1

ip address 10.3.1.1 255.255.255.0



duplex auto

speed auto

!

interface IDS-Sensorl/0
no ip address

shutdown

hold-queue 60 out

!

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2
no ip http server

no ip http secure-server
1

1

1

1

1

control-plane

1

1

1

line con 0

stopbits 1

line 33

no activation-character
no exec

transport preferred none
transport input all
transport output all
line aux 0

line vty 0 4

password cisco

login

!

1

end

RouterB#
ASA 7T 9.1 o|4 Hu|ag]| oM

ASA#show run
Saved

ASA Version 9.1(5)

!

hostname ASA

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
names

!

interface GigabitEthernet0/0

nameif outside

security-level 0

ip address 203.0.113.2 255.255.255.0
1

interface GigabitEthernet0/1

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0

1

boot system disk0:/asa915-k8.bin



ftp mode passive
l-—- Enable informational logging to see connection creation events

logging on
logging buffered informational

-—- Qutput Suppressed
l-—- Creates an object called OBJ_GENERIC_ALL.
l-—- Any host IP not already matching another configured

l-—- object will get PAT to the outside interface IP
l-—- on the ASA (or 10.165.200.226) for internet bound traffic.

object network OBJ_GENERIC_ALL
subnet 0.0.0.0 0.0.0.0
nat (inside,outside) source dynamic OBJ_GENERIC_ALL interface

l-——- Qutput Suppressed

|--- Define a default route to the ISP router.

route outside 0.0.0.0 0.0.0.0 203.0.113.3 1

!1--- Define a route to the INTERNAL router with network 10.2.1.0.
route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

!1--- Define a route to the INTERNAL router with network 10.3.1.0.
route inside 10.3.1.0 255.255.255.0 10.1.1.3 1

: end
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ASA (config)# show connection address 10.2.1.124

16 in use, 918 most used

TCP outside 198.51.100.100:80 inside 10.2.1.124:18711, idle 0:00:16, bytes 1937,

flags UIO
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Syslog

ASA (config)# show log | include 10.2.1.124

Apr 27 2014 11:31:23: %$ASA-6-305011: Built dynamic TCP translation from inside:
10.2.1.124/18711 to outside:203.0.113.2/18711

Apr 27 2014 11:31:23: %$ASA-6-302013: Built outbound TCP connection 2921 for outside:
198.51.100.100/80 (198.51.100.100/80) to inside:10.2.1.124,/18711 (203.0.113.2/18711)
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ASA (config)# show xlate local 10.2.1.124

2 in use, 180 most used

Flags: D - DNS, e - extended, I - identity, i1 - dynamic, r - portmap,

s - static, T - twice, N - net-to-net

TCP PAT from inside:10.2.1.124/18711 to outside:203.0.113.2/18711 flags ri idle
0:12:03 timeout 0:00:30
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ASA(config)# packet-tracer input inside tcp 10.2.1.124 1234 198.51.100.100 80

--Omitted--

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow
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ASA# capture capin interface inside match tcp host 10.2.1.124 host 198.51.100.100
ASA# capture capout interface outside match tcp any host 198.51.100.100

ASA# show capture capin

3 packets captured

1: 11:31:23.432655 10.2.1.124.18711 > 198.51.100.100.80: S 7805234438:
780523448 (0) win 8192 <mss 1460,nop,wscale 2,nop,nop, sackOK>

2: 11:31:23.712518 198.51.100.100.80 > 10.2.1.124.18711: S 2123396067:
2123396067 (0) ack 780523449 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712884 10.2.1.124.18711 > 198.51.100.100.80: . ack 2123396068
win 32768

ASA# show capture capout
3 packets captured
1: 11:31:23.432869 203.0.113.2.18711 > 198.51.100.100.80: S 1633080465:

1633080465(0) win 8192 <mss 1380,nop,wscale 2,nop,nop, sackOK>
2: 11:31:23.712472 198.51.100.100.80 > 203.0.113.2.18711: S 95714629:
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95714629 (0) ack 1633080466 win 8192 <mss 1024,nop,nop, sackOK,nop,wscale 8>

3: 11:31:23.712914 203.0.113.2.18711 > 198.51.100.100.80: . ack 95714630
win 32768/pre>
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