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fIE/ 26 S

19216811 N | =
G (G e ot (5
Side-A internet side-B

linterfac interface Tunnell

ip addre

Tunnell
10.10

tunnel

10.10.10.2 25
rce GigabitEth

tunnel mode ipsec ipv4
tunnel destination 192.168.1.1
tunnel protection ipsec profile IPSEC-Profile-1

d
o lend

End with CNTL/Z.

= 1
1

config terminal

ip access-1ist extended <ACL name>

permit udp host <local address> host <peer address>
permit udp host <peer address> host <source address>
exit

exit

TEE ACL2 AME EBfE | HelE &35l ol ASEIH, Bi'd HE ol A8 &= E{m 0| A0 BY

—

R|E LIt

Monitor capture cap access-list cap buffer size 10 interface GigabitEthernet 1 both

Name of the capture Name of the ACL Buffer size in MB

the capture

Interface to apply In-inbound packets

Qut-outbound packets
Both-inbound &
outbound packets



192.168.1.1 11923 168 2l

N <

[« I 1 '3

‘\iif@l G1 G1 Q*)QI G2 G ‘:..L)G

Side-A internet side-B
Here Here

cap access-list cap buffer size 10 interface GigabitEthernetl both
cap start

tEthernetl, Direc

i: 1000

monitor capture <capture name> access-1ist <ACL name> buffer size <custom buffer size in MB> interface

77t T+ 9EH 0|§ SKIStHLE X|@HL Chs BB 2 +EE Eg
A&LICH.
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fjo
2l
M
Q'I_l
|_|'|
i
P
2
ok
4>

|Bd 4™ E Al

o Uuh X HE 2ol ZL
o X AIZB R YA o AE/SK| ZLEE
o XM S =E SCIX| 22l show monitor capture cap buffer
- EpiElo| Zterst £24 2 7(: show monitor capture cap buffer brief
- WX X7 HX A X277 ZLEZ
- X EHS FEFLICL
- BLEH A H "
- BLE 24X 24 LHELHZ]| bootflash:capture.pcap

A0 DHEE WX IPSec B S H 57| fIsH NAT-T7} &d3tE F2 miZlo
E 45002 A|' &to{ UDPE S3all ™ |' ed =
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IKEV2 PACKET EXCHANGE
INITIATOR RESPONDER

UDP 500/4500 packets seen.
N | vio,sa, ke, Nonce E:::::::::: NGoTAT
Initiator and responder roles.

SETTINGS

IKE_SA_INIT Response

VID, SA, KE , Nonce | SECRET KEY

EXCHANGE
IKE_AUTH Request .

PROVE
CE 7

PHASE : . IKE_AUTH Response IDENTITY

PHASE 1 AND PHASE 2 COMPLETE- ENCRYPTED &AUTHENTICATED

SPI values created.

Unencrypted
Unanuthenticated
&
i

Phase 1 in clear text.
Phase 2 encrypted

Encrypted
Unanuthenticated

et E{ oM Zx el ZHefe

M
1
mo
=3
>
Q'I_l
2
E
2
e
o
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File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
F ) TRE QeusEF &S| =E Qe FE
II|;:: a dsplay Fieer .. <Colfs [= Bk
N Time Source Dessination Protocel Length Info
r 10.000000 192.168.1.1 192.168.2.1 ISAKMP 496 IKE_SA_INIT MID=0@ Initiator Reguest
2 p.0e0Bee  192.168.2.1 192.168.1.1 ISAKMP 529 IKE_SA_INIT MID=8@ Responder Response
3 p.0eogee  192.168.1.1 192.168.2.1 ISAKMP 682 IKE_AUTH MID=@1 Initiator Request
4 0.000000  192.168.2.1 152.168.1.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response
5 0.000000 192.168.2.1 192.168.1.1 ISAKMP 496 IKE_SA_INIT MID=6@ Initiator Request
6 0.000000 192.168.1.1 192.168.2.1 ISAKMP 529 IKE_SA_INIT MID=88 Responder Response
7 ©.8e0800e 192.168.2.1 192.168.1.1 ISAKMP 682 IKE_AUTH MID=01 Initiator Request
8 0.0P0RGE  192.168.1.1 192.168.2.1 ISAKMP 362 IKE_AUTH MID=e1 Responder Response
9 9.000000 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=02 Initiator Request
1@ @.0ee008 192.168.2.1 192.168.1.1 ISAKMP 138 INFORMATIONAL MID=@3 Initiator Request
11 @.0eeeee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=@2 Responder Response
12 @.0ee0ee 192.168.1.1 192.168.2.1 ISAKMP 138 INFORMATIONAL MID=83 Responder Response
13 A AAAAAA 192 1AR 1 1 192 1AR 2 1 TAKMP 13R TNFORMATTONAI MTN=14 Racnandar Reanaset
> Frame 1: 496 bytes on wire (3968 bits), 496 bytes captured (3968 bits)
> Ethernet II, Src: Realtekl ©0:80:80 (52:54:00:00:00:08), Dst: RealtekU 9@:09:84 (52:54:00:00:00:04)
» Internet Protocol Version 4, Src: 192.168.1.1, Dst: 192.168.2.1
> User Datagram Protocol, Src Port: 580, Dst Port: 500
> Internet Security Association and Key Management Protocol
A x o [ o
MEE A #Hml| IKE_SA_INIT Exchange IHZ! 2| Internet Protocol AlA0i &= UDP IZlo| AA A &
= A — = - —
M| FATF Q&LICE User Datagram Protocol(AFH2 AL CIO|E{2™ T2 EZ) MMoll= AFE =2
. T = —_
E 2} Internet Security Association and Key Management Protocol(QIE{!l £+ 47| 3! 7| &2 =
= i = 3 = O S o4&k Ol Al v =
ZEZE) MM Z2EZ ol M, u# S HAIX| 7, ClHto|Ao| g A HHE SPI7I EAIE

LICH IKEV2 CIHOE £2& | C/t{a 230 St ME 7} EAIELICE
b Time Spurce (el TCF it Tirw I“'”‘IN" nm
10,000, 152.168.1.1 192, 168,21 SR S > Uﬂencryptedl
20.000 182,168.2,1 192.160.0.1
5 0,000 192.168.2.1 9. 168.1.1
R FE AT A i IKEv2:(SESSION ID = 18,SA ID = 2):Sending Packet [To
12 stk 1500001 P 192.168.2.1:500/From 192.168.1.1:500/VRF i0:f0]
< Initiator SPI : E9F5FB100567C549 - Responder SPI - 0000000000000000
il bt purh el byt .
¢ | Internet Protocol Uemionr-t,. |.|.|, I.)st:llﬂ.ll‘.a.z.l lKE‘u"Z |KE_5A_]N]T E)(Change REQUEST
Payload contents:

w Intern i ad Ky Minagesent Protocel
Initiater SPI: e9fSfB10OEETS49
Resporder SP1: Sooonooonnannds

Rext paylosd: Seowerity Associstion (33)
Wersion: 1.0

Exchange typf: TRE_SA_|
» Flags: oodE |Indtlator, Mo higher werslom, Reguest)
Message I0:

Length: 454
Paylond: Secwrity Association (33)
» Paylosd: Key Exchange (34)
» Paylomd: RNomce [48)
Paylosd: Vendor ID (43) : Cisco Delete Resson Supported
Payload: Wendor ID (43) : CHico VPN Revislion 2
Payload: Werdas ID (43) & CEido Dyiasis Roule Suppadted
¢ Paylosd: Wemdor ID (43) @ Clsco FlexWPH Supported
¢ Paylosd: Notify (41) - MAT_DETECTION SOURCE_IP
Paylosd: Notify (41) - MAT_DETECTION DESTINATION_IF

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP)
NOTIFY(NAT_DETECTION_DESTINATION_IP)

Debug crypto ikev2
Debug crypto ipsec




Ha. Time Sogroe o e TCF Delka Time

10.000. 192.168.1.1 192.168.2.1
zopea [B2366 21 1926
30,008 192.168.1.1 192.168.3.1
PHASE 1 IKE_SA_INIT Response 49,000 192.168.2.1 192.168.1.1
5 0.000_ 192.168.2.1 192.168.1.1
<mn,n,m | 60,000 192.168.1.1 192.168.2.1
70,000_ 192.168.2.1 192.168.1.1
59,000 192.168.1.1 192.168.2.1
99,000 192.168.2.1 192.168.1.1
10 0.000_ 192_168.2.1 192.168.1.1
11 9.006.. 192.168.1.1 192.168.2.1
12 0,000 192.168.1.1 192.168.2.1
£
|KEV2:(SESS|UN ID=18SAID = 2):RECEI\!‘EC! Packet lFl'Om » Frome 2: 520 bytes on wire (4232 bits), 529 bytes captured (4232 bits)
- . My * E I : Real H:iH 258 B B 3 i Realtekl €
192.168.2.1:500/To 192.168.1.1:500/VRF IDfﬂ] » Ifternet Protocol Versiom 4, Src: 102,168.2.1, Dst: 192.168.1.1

initiator SPI : EOF5FB100567C549 - Responder P : AC6900BED253AFBY | sl g sotcr, s et s, ot s s
Message id: O ]‘T‘:’:‘Wﬁmﬁ;ﬁ o
IKEvZ IKE_SA_INIT Exchange RESPONSE ot S A B

Next paylosd: Security Association (33}

Pa?iﬂﬂd tﬂnts: ) :‘:::::f ::;: ¢ IEE_SA_THIT (34)

SA KE N VID VID VID VID NOTIFY(NAT_DETECTION_SOURCE_IP) Flats: 98 [espoter o biger vrsio, Bspnse
NOTIFY(NAT_DETECTION_DESTINATION_IP) CERTREQ e
NOTIFY(HTTP_CERT_LOOKUP_SUPPORTED) ; Porlowts sy asecation ()

Payload: Nonce (40)
» Paylosd: Vendor 10 (43) : Cisco Delete Reason Supported
» Payload: Vendor ID (43} : Clsco VPH Revision 2
Payload: VWendor I0 (43) : Cisco Dynamic Route Supported
¢ Paylosd: Wendor ID (43} : Ciico FlexVPH Swpported
» Payload: Notify (41) - WAT_DETECTION_SOURCE_IP
» Payload: Wotify (41) - HAT_DETECTION DESTIMATICN TP
Payload: Certificate Request (38)

P laod. MaRIE. FEAL GTTA STAT | SR CLERRARTIR

Unencrypted!

IKE_AUTH Exchange &84 0| &5t HO|2 =7} F 2 3L E| X2 O|Hof| MdE SsPI & HMEl=
EUMM o3 Z2 oo ofet L2 HE7H EAELICH

Mo, Time St Darsbnabcn TOFDd
10,000, 192.168.1.
29,000 152,158.2.
39,000 192.168.1.

| 49,000 192,168.2.

2. 192.168.1.1

1.

1

1

1

‘|

PHASE 2 5 0. 000 192.168.2.1
60,008 152.168.1.1 192.168.2.1
T 0,000 192.168.2.1 192.168.1.1
20808 152 168.1.1 193 168.2.1
99,000 192,168.2.1 192.168.1.1

1

1

1

10 @008 192.168.2. 192.168.1.1
192,168.2,1
192.168.2.1

119,008 192,168.1.
129 008 192.168.1.

€

» Frame 4: 362 bytes on wire (2856 bits), 362 bytes captured (2256 |
» Ethermet II, Src: Realtekl 00:00:04 (52:54:00:00:00:04), Dst: Real
» Intermet Protocol Version 4, Src: 192.168.2.1, Dst: 192.168.1.1

» User Datagras Protocel, Sre Pert: 500, Dst Port: 509

Initiator SP!I : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF8Y [l | "t ireerity rseiswion e xer rorspemers frotocel

Responder SPI: 4c6908b8d4251aF0%9
Mext pavload: Engrypted and Authenticated {45}
IKEv2 IKE_AUTH Exchange RESPONSE > Version: 2.0
= Exchange type: IKE_AUTH (35)
v Flaps: (Responder, Mo higher wversion, Response)
+re . B ST RTTOTT
coel saow ® Version: Mo higher version
eele oo.. = RESpONFE: RESPONSE
Meiiage T0: Sl
Length: 320
» Paylosd: Encrypted snd Authenticated (46)

Encrypted!

OFX|2t IKE_AUTH Exchange THZ!0| = &1 =T B ¥4 0| Rt 2 ELCH



L T'ﬂt SeETE Tt TOF Dt

19,000 192,168.1.1 192.168.2.1 IKE_AUTH Request
20,009 192.168.2.1 192.168.1.1
30,000 192.168.1.1 192.168.2.1
48 889 192.168.2.1 152.168.1.1
50,000 192.168.2.1 192, 168.1.1
60,000 192.168.1.1 192.168.2.1
70,000 192.168.2.1 192.168.1.1
B0.000 192.168.1.1 192.168.2.1
90.000_ 192.168.2.1 192.168.1.1
10 0,060 192,168, 2.1 192.168.1.1
11 0,000 192,168.1.1 192,168.2.1
12 . 000 192.168.1.1 192.168.2.1

£

Frame 3:/682 bytes om wire (5455 bits), 682 bytes captured (5456 bt Initiator SPI : E9F5FB100567C549 - Responder SPI : 4C6900B8D253AF89
» Ethernat I, 5rc: Realtekl 00:00:00 (52:50:00:00:00:00), Dst: Realte
+ Internet Protocol Version 4, Sre: 102.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, Src Port: SN, Dit Port: 580
b Intem:t‘:c:nritv Association and Key Msnagesent Protocol IK‘EVZ |KE—AUTH ExChan = REQUE
Initiator SPI: e3f5fb1R@567c343
Eesponder SPI: dc5000bSd753afE0
Mext payload: Encrypled and Authenticated (46)

* Mersjon: 2.8
Exchange type: IKE_AUTH (35)
w Flags: @& (Initiator, Mo higher wersiom, Reguest)
Coua 1. Iaieiss Ialeiss

el oue. ow Version: Mo higher version

el uoo = Responde: Requeit
Message I0: Shciioadont
Length: 648

> Paylead: Encrypted and Authenticated (46) E r"l C rypted !

Transaction When NAT is in Between(NAT7} CFH AkO|of| /l= &
< ERAM)

Nat-transversal2 E{'d 40| Y ME M 2 &= U= = CHE 7|sLICH &7t ClHo|A M EE
Oof ASE StLL EE= F FAE ZF AIE 3|'E A<, C|Ho|AE 2EHAH[(IKE_AUTH Exchange) 7t &
A=l | UDP ZE E 5000 A 45002 2 #4738t L|Ct.

AZ M AT I8!

= 1;“‘0&_ i;;‘-_tlﬁ-ﬁ.l.‘l :;‘;‘.1221 ;’;&T:’I’ S
20.88. 192.168.2.1 192.168.1.1 ISaKMe
r 3 9.p8. 192.168.1.1 192.168.2.1 TSAKMP
4 9.08. 192.168.2.1 192.168.1.1 TSAKMP B
5 6.00. 192.168.1.1 192.168.2.1  ISaOw IKEv2:(SESSION ID = 10,SA ID = 1):Received Packet [From
Cvmmm e e 192.168.1.1-4500/To 192_168.2_1-4500/VRF i0-f0]
se.e 192.165.2.1 19216811  Isacw Initiator SP1 - ECO1171F30D05063 - Responder SPI : 9AOF8B75C0EQ01C78

Message id: 1
* Frame 3: 618 bytes on wire (4944 bits), 618 bytes capturad (4944

R R e IKEv2 IKE_AUTH Exchange REQUEST

* Internet Protocol Versidn &4, Src: 192.168.1.1, Dst: 192.168.2.1
» User Datagram Protocol, [Src Port: 4588, Dst Port: 4588

) IKEv2-(SESSION ID = 10,SA ID = 1)-Stopping timer to wait for auth message
~ O e i s e s e IKEv2-(SESSION ID = 10.SA ID = 1):Checking NAT discovery
e varioat Eneryphod sud thesticated (46} IKEV2:(SESSION ID = 10,SA ID = 1):NAT INSIDE found
i IKEv2-(SESSION ID = 10,SA ID = 1)'NAT detected float to init port 4500,
’ Exchange type: IKE_AUTH (35) resp port 4500

Flags: @xBE (Initiatar, Mo higher version, Request)
Message I0: OxDBODBEE1

Length: 572

> Payload: Encrypted and Muthenticated (46)

BEol M Zix{Et LIS:



imce RERexETisEaaan
= _
L Time S Destraton Protacal Lengd
ogmeis lmsliees sl IKEv2:(SESSION ID = 11,SA ID = 1):Sending Packet [To
30.000000  196.51.100.1  192.168.2.1 ISARNP 192.168.2_1:4500/From 198 51.100.1:4500/VRF 10:10]
e e icaeci  me Initiator SPI - EC01171F30D05063 - Responder SPI - 9A0F8B75C0E01C78
6 B, H000da 192 168.2.1 198.51.180.1 TSAKMP mm 'K-j- ‘I
7 0. 000004 158.51.188.1 192.168.2.1 TSAKMP

80.000000  152.168.3.1 198.51.180.1  ISAKNP IKEv2 IKE_AUTH Exchange REQUEST
Payload contents:

» Frame 3: 618 bytes on wire [4944 bits), 618 hy'ta-i capmua c-tg.u. bl
» Ethernet II, Sr¢: Real H H
¢+ Internet Protocol Versjon 4, Src: 198.51.19&.% Dst: 192.168.2.1
* User Datagram Protocol) Sec Port: 4588, Dst Port: 4588
» UDP Encapsulation of IFEET PaCRULS
w Internet Security Assoclation and Key Management Protocel

Initiator SPI: ec@l171f30d05063

Responder SPI: 9aBFEbT5cRe@lors

Hext payload: Encrypted and Authenticated (46)

Version: 2.8

Exchange type: IKE_AUTH (35}

Flags: @wdd (Initiatoe, Wo higher version, Request)

Message ID: exDIO0OOa1

Length: 572

Payload: Encrypted and Authenticated (46)

LerHRl HEE 22l EX|

=1 =

Bl Ao dek2 0|kl 24 &

Ch. CtE AlLtEl27F 7+ debe el
I|aziold = X

O] AlLIE|2= Z ClHHOlA 1EHAH| & 28 A Hu|asolds & lsto] siadd = &LIch a2t

Az =0l HMAE & gl AlLtEIR7F LAE 4 QlaLich 1B £ 28 Aol A T LHof

M NO_PROPOSAL_CHOSENE Z& 3t ClHIO|AE AlHsiol =Y S HAMEfLICE ol 8EH2
Au|agoldol EXMTE UE + A2 0H EAHE ZHsHok st=X[E LIEHHLICEH

File Edit view Go Capture Anabge Sutistics Telephony Wisless Took  Help File Edit View Go Caplure Analyze Statistics Telephony Wireless Took Help

dm:e RE QenEF & a8 8q dm & RE QwwEFE _ = aqall

[] - =3 L1 v =B
. e ™ Tune Sowce Destraton fratocel o

192.168.1.1 192, 168.2. TKE_SA_THIT MID=8< Ini.tiatol‘ Request 1.1 1 r
: = A £ ARt ‘ | 2.1 1 IKE_SA_INIT MID=00 Responder Mspony.-
3 0,000000 192.168.1.1 192.168.2.1 ISAKMP mrowﬂ(:mL MID=@5 inlI‘IaRnF Request - T T S e i
-?8.000000 1592.168.1.1 192,168.2.1 ISAKMP  THFORMATIONAL MID=84 !n%t:ator‘ Request | 4 8.000000 192.168.1.1 192.168.2.1 TSAKMP  IWFORMATIONAL MID=84 Initiator Request
;::m ::;::;; ::;i::i: :;::: :::-:—:::}; :;E': ;:;;;z: :::x;;e 50.000000 192.168.1.1  192.168.2.1 I5AKMP IKE_SA_INIT MID=00 Initiator Request
| 6 2.000008 192.168.2.1 192.168.1.1 ISAKMP  IKE_SA_INIT MID=09 Responder Response
protocel 10: IKE (1)
SPI Size: @ ‘
w p,ﬁo,ﬂ: Transform (3) » Frame 2: 78 bytes on wire (624 bits), 78 bytes captured (624 bits)
Hext payload: Transform (3) | » Ethernet II, Src: Realtekil 09:00:36 (52:54:00:00:00:36), Dst: RealtekU 00:00:33 (52:54:00:00
Reserved: 8@ » Internet Protocol version 4, Src: 192.168.2.1, Dst: 192.168.1.1
Payload length: 12 » User Datagram Protocol, Sr¢ Port: 588, DSt Port: 50
Transform Type: Encryption algorithm (EMCR) (1) |+ Internet Security Assaciation and Key Management Protocol
Reserved: 8@ Initiator SPI: 982a793178dd0a36
Transform ID (ENCR): ENCR_AES_CBC (12) Responder SPI: aceteafs3frasced
Transform Attribute (t=14,1=2): Key Length: 256 { wext payload: metify (41)
n“":"‘"" - : - » Version: 2.8
T Exchange type: IKE_SA_INIT (34)
Flags: @x20 (Responder, No higher version, Response)
Hessage ID: Guddddoddd
Length: 36 Walues sent from site-A
| Payload: Wotify (41) - HO_PROPOSAL_CHOSEN || do not match was is
configured on site-B
7(|.| ML
- o

IPSec EI'd E&2 & mWZ!o| 25 ClHIO|A 7ho| B2 E el AMER7I MEo AuE - U&
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File Edit View Go Capture Anahyze S1alistics Telephomy Wireless Tools Help

Fl L TR Qe ET S T Eass Ll File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
W] Azply = displary fite b dm;:® TRE QesETE D E4aqql
o Tirne Soarce Destnation Protocel ) . Nipphy o degley fier .. <C
12, 000800 192.168.1.1 193. 168 2.1 ISAKMP  IKE SA INIT PIII) W Inltlatur Request L D2 ot
3] 0 102,168, 3. - KE_SA 1ator Reques 1 0.0000008 192.168.2.1 192.168.1.1 IKE_SA_INIT MID=09 Initiator Request
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A device or service in between is blocking UDP packets

that come from side-A
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