IPS ME 84| 4.xE 5.x2 00|28 0]

7 4.x SDF utl Oro|2 o] EHA|
Cisco IOS IPS Oto|2g|o|M A3 EE AR
Cisco |0S Software & 2|A 12.4(11N)THIA OFo|a 3 0]MEl MBS Cisco IOS IPSE EE

Cisco 10S® Release 12.4(11)T 0|4F0i A Cisco 10S IPS(Intrusion Prevention System)= Cisco IPS
AZEL0| HM 5x ME HAIZ K|HELICH 5.x ME 8AI2 CHE Cisco 0{Z2t0|HA 7|8 IPS
MEAME A== HE 7|8 M Hol XML ZALICH Cisco IPS HH 4.x0 M Al L& &
SDF(signature definition file)ol CH&F X|22 0| ZIZ|A 2} Cisco 10S T-Train 2 ZE||0{ E2|A0 M
SEHELICH

T 4.x HH A SDFE AFR35}0q CISCO I0OS IPSE A&istE TZHE Cisco I0S IPSE AT A6t
01 Ciscol| AFM HOo|El ME HE 7|2 L 12 ME ME E£ Cisco I0S IPS Oto|1o|M RE
ZIE|IE AFE35104 O™ HHT 4.x SDF I} S Cisco IPS H{T 5.x @Al MH MEZ EIFOIILE{IOIA"%E*

= A&LIcH

O] E Mol ME Cisco IPS 4.x & 4| SDF{|A OFo|220]M 3} Cisco 10S Release 12.4(11)T O] 4
ol M oto|2 ey o|MEl M A'IIE = 2"*"2|'o|'t ghedof| CHa A E = LICt. Cisco I0S Release
12.4(11)T O|& 0l M Cisco I10S IPSE FA45H= o] EH; P Mgt L& 2 IPS 5.x Signature
Format Support and Useability EnhancementsE & Z 5t A Al

#1: Cisco 10S Release 12.4(11)T 0|4 o|O|X|2 ai|0|=35t7| oi| Cisco I0S IPS OHO| 22|
o|ME M™st= ol E&LCH.

NN QT AHE

T AE

ol EMoil cHet &7 @0 gi& Lt

AEElE FHE 24

ol EA2| ME & Cisco 10S Release 12.4(11)T O|&rg 7|8t 2 gL}
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Ol EMel HE= EY & #32| Cluto|AE ECHE Z Y& LICEH O] EAM0l| AAS E E% C |}
OlAE Z7V|gHEl(7|8) HI/adolMez AI"*EI%QLIEL X HERZ7 &S &2 8 E
BEo{e| MM IS O|2] SKIstAlZ| HFEfLICH

E7| 13

24 7ol CHE AFMIEH LIS S Cisco 712 &l E7| 7A)

EH¥ 4.x SDF 1+ &l 0to|ael|o|4d B |

[0
ikl

0 StAIA

0

oto|aB|o|M A3 ZIE0i&= Cisco I0S Release 12.4(11)T O™ E'EI&% AR-AlSHE 2FRE0 A At
& E|= Cisco 10S IPS Z4x| 2ol ME 7t 2 &HEl Cisco IPS 4.x @Al SDF o & (MEH AL
CLI Zdxz[azio|4d mtdo| R erLICt.

oro|zelold A3 BIEE 2 E I8 o|M ot LHol| M HIZ H2HEl ip ips AL <sigid>
[<sigsubid>]& = _EﬁPE BES AMerLict Hm|aefolM mdof o] CLI BEo| e k|of K| ef
o™ oto|zeold A3 BIENAM CLI AT ol mtUE 2 ER7F el&LIch AL HE
2 SDFEFE 7|gte =z gfLch.

Cisco I0S IPSE Cisco I0S Release 12.4(11)T O|& 22 H2{0|=5t7| Tof Ooto|zzio|M™ A3
2IEE AM3lF = 3 Execute the Cisco 10S IPS Migration Script(Cisco 10S IPS O10|Z28|0[M A
EE'E Aldt)o| ZZ MAE WELICEH

£ Cisco IOS Release 12.4(11)T O|&4 22 ¢4a2|0|=3t & 0ol zlo|Hd AT RIE
E A¥sie 42 O3 HAHE =& Uct

1. @lolA M8t CHE CLI W3, ip ips signature <sigid> [<sigsubid>]& (&) HI& &3} 5lof 5t=
X| §|-0|o+|__||:|.

2. 2t RE{Q| CLI x| 22f|o|ME mt ol A{ZStE4™ copy running-config ﬂash ipscfg.cfg HIE2
A= LICH Ol B™E 2 ipscfg.cfgets THAMM 7| & EtH Z|aolde SciAlol| &efef
L/ct. oto|aEo|M ZEMAMME A 4.x00 A 5.x ME 4] gHEHof OI nde ASELICH

3. Execute the Cisco 10S IPS Migration Script2 TIg4sL|C}.

Cisco 10S IPS Oio|agjo|M AT EE A

ololzaio|lMd A3 B E & LS URLOIA Cisco.comO| A AFE & &= Ql&LICH.
http://www.cisco.com/cgi-bin/tablebuild.pl/ios-v5sigup OO 0|M
IF = TFTP(Trivial File Transfer Protocol) M2t 22 BHRE{7F HA|
EP.

oFo|23y|0]MH AT RE= SDFE Cisco IPS X 4.x EAlof M M 5.x EAlo 2 8488t |Ct. Ofo|
a0l AT ZEE CHS MY oi7i#H 40k K| ErLiCt,

0|

\
-

T

2 1

kA §I.E|

o =

et oto|1gfo|M éﬂ%’ét I0S IPS [T d|o|MH UM ME ¢4 == U2 Cisco I0S
Release 12.4(11)T O|™ &2|A 0| X CLI ip ips signature <sigid> <sigsubid> disabled W& 2 7
HE HIEMHEHE A|JLIME oto[asio| e &= /d&LCH

ek 124 p>
L
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B 11: Cisco7t O AFE A X1 ME2 O] AT BIEZ #HBHE|X| §E&LICH

Of ofofl M= Cisco 10S IPS 5.x ME &4 X| @S AFE5t04 Cisco 10S Release 12.4(11)TOH| A IPS
4.x EAlo| 1t sdmips.sdfZ Cisco 10S IPSZ 0H0|1di0|MetE wede Eo{FLICt

C2821#tclsh flash:ios-ips-migrate.tbc

This migration script will nmigrate Signature Definition Files
from4.x format to 5.x format.
The migration script will migrate only the follow ng signature

parameters - severity, action, enabled - for G sco (non-custom signatures.
Do you want to continue? [y/n] y
Pl ease choose an I0S config file fromwhich to migrate 10OS | PS configuration.
Config File: [startup-confiqg]
The followi ng SDF | ocations were found configured in startup-config:
flash://sdm ps. sdf
Pl ease provide SDF to nmigrate fromthe above list or of your own
choi ce: flash:// sdm ps. sdf
Mgrating following SDF file (this will a take few m nutes):
flash://sdm ps. sdf
Ti me El apsed: 0:02: 23
M gration conpleted successfully. The migrated file is
C2821- si gdef - del ta. xm
C2821#

2% 0FO| 2201 AT BIE O 7)ol TS ZHaret S AE7} EAIEILICH 231 O+ A3 EE0]
M Cisco 108 IPS2| #4RH(0FOI 23|04 &) ZALT(01MS S IRIE MEiE £+ Y= SMS
MBBHLIC 7122t AlSE 7423|040 M U LICH HI|TB|01MS TFTP Mi = 2HeE(2
SR Aol ME P 29 ZBZE0lM IxIE RIF LI

oE SH Ch31t Z &L

AT ZENM TFTP A 192.168.1.501| A CLI ZAI|2|0|ME REESES & el2d™ titp://
192.168.1.5/<router CLI configuration>& A-&&fL|C}.

ZefAlo M E mt ol 21224 flash://<saved-configuration>S A& grLIC}H

Cisco 10S Software B2|A 12.4(11)ToA Oro|agl|o|ME MEHEZ Cisco I0S IPSE
==

M oto|aalo|Mo| 2 E|™ 2 E{ Q| 0|0|X|£€ Cisco IOS Release12.4(11)TE {4 120|=E& L
ChOI& =&5tX| 2 BR). 2t RE7I CtA| EEL|H CHE BHAHE 2t= &Lt

1. Cisco I0S IPSE #4435t 8tL|Ct. 0] 242 Cisco 2821 EFRXE{0f|A{ Cisco 10S IPSE &35} 6t
= YE 204E LT Cisco I0S IPSE TFdst= &0l CHEF RtA[EH LIS 2 IPS 5.x

Signature Format Support and Useability Enhancements& & =5t & A|2.
C2821#mkdir ips

Create directory filename [ips]?

Created dir flash:ips

C2821#conf t

Enter configuration comrands, one per line. End with CNTL/Z.

C2821(confi g)#ip ips name MYIPS

C2821(config)#ip ips config location ips

C2821(confi g)#ip ips signature-category
C2821(confi g-i ps-cat egory) #category all
C2821(config-i ps-category-action)#retired true
C2821(config-ips-category-action)#exit
C2821(config-i ps-category) #exit
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Do you want to accept these changes? [confirmy
C2821(config)#
2. 4E3 MB 37K 71§ F5tedH 0] 7|1E FAkstoq EhE{oll 80 &LICH

crypto key pubkey-chain rsa

nanmed- key real mci sco. pub signature

key-string

30820122 300D0609 2A864886 F70D0101 01050003 82010F00 3082010A 02820101
00C19E93 A8AF124A D6CC7A24 5097A975 206BE3A2 06FBA13F 6F12CB5B 4E441F16
17E630D5 C02AC252 912BE27F 37FDD9C8 11FC7AF7 DCDD81D9 43CDABC3 6007D128
B199ABCB D34EDOF9 085FADCl 359C189E F30AF10A COEFB624 7E0764BF 3E53053E
5B2146A9 D7A5EDE3 0298AF03 DED7A5B8 9479039D 20F30663 9AC64B93 C0112A35
FE3FOC87 89BCB7BB 994AE74C FA9E481D F65875D6 85EAF974 6D9CCBE3 FOBO8B85
50437722 FFBE85B9 5E4189FF CC189CB9 69C46F9C AB4DFBAS 7A0AF99E AD768C36
006CF498 079F88F8 A3B3FB1lF 9FB7B3CB 5539E1D1 9693CCBB 551F78D2 892356AE
2F56D826 8918EF3C 80CA4F4D 87BFCA3B BFF668E9 689782A5 CF31CB6E B4B094D3
F3020301 0001

qui t

exit

exit

3. C}& o2t 20| RQUE{H 0| A A Cisco IOS IPSE & /d3tEhLCt.

C2821(config)#

C2821(confi g) #interface gigabitEthernet 0/0

C2821(config-if)#ip ips MYIPS in

C2821(config-if)#ip ips MYIPS out

C2821(config-if)#exit

4. copy BHE AFE35H0q =& MB W7 |X[& ZE=gfLICEH
C2821#copy tftp://192.168.1.5/I0S-S253-CLI.pkg idconf

Ol WAL MH 147 |X| 10S-S253-CLI.pkgOll A Cisco 10S IPSE MHES 2=t T ios-
ips AL FHE| 2|7} 25 1EHAH 0| M :r"A'|E|9,'!9D=| D= ATLAE ©7|3Hch MY o
7|X|7} MB3Mo 2 2EE|H MEIE MIHo| gin Aot UEL|Ct

5. 0FO|24|0|MEl XML IS Cisco 10S IPSO| 2= 5t2{H C}S H2S AL 3HL|C} . <router-
hostname>-sigdef-delta.xml|0i & E& CtS 1t Z&LICt

copy flash:C282l1-sigdef-delta.xml idconf

BFRE7} T 5.x @40 ME IUE & 2446tH oto|aso|Mo| 2t = LICH.
6. AME 2F 4EHE 2 Q1524 show ip ips signature count WS AF8 8t CHS 2 E A|TL|%
of Chel M ME HE E E24™ show ip ips signature details ZZ 2 AF&FLICH

#ed HE

. Cisco &1 & x| A|AH
. 2ot A& E = 2F&l(CiscoSecure Intrusion Detection E )
- Technical Support - Cisco Systems
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