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access-list 101 permit ip [source-network] [source-mask] any
access-1list 101 deny ip any any
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permit tcp 10.10.10.0 0.0.0.255 any (84 matches)
permit udp 10.10.10.0 0.0.0.255 any

permit icmp 10.10.10.0 0.0.0.255 any (3 matches)
deny ip any any

23 IP AMA 55 102

permit eigrp any any (486 matches)

permit icmp any 10.10.10.0 0.0.0.255 echo-reply (1 match)
permit icmp any 10.10.10.0 0.0.0.255 unreachable
permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
permit icmp any 10.10.10.0 0.0.0.255 packet-too-big
permit icmp any 10.10.10.0 0.0.0.255 echo (1 match)
permit icmp any 10.10.10.0 0.0.0.255 time-exceeded
)

deny ip any any (62 matches

access-1list 101 permit tcp 10.10.10.0 0.0.0.255 any
access-1list 101 permit udp 10.10.10.0 0.0.0.255 any
access-1list 101 permit icmp 10.10.10.0 0.0.0.255 any
access-1list 101 deny ip any any

access-list 102 permit eigrp any any

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255 echo-reply

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255 unreachable

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
access-1list 102 permit icmp any 10.10.10.0 0.0.0.255 packet-too-big

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255 echo



access-list 102 permit icmp any 10.10.10.0 0.0.0.255 time-exceeded
access-list 102 deny ip any any
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permit eigrp any any (385 matches)

permit icmp any 10.10.10.0 0.0.0.255 echo-reply

permit icmp any 10.10.10.0 0.0.0.255 unreachable

permit icmp any 10.10.10.0 0.0.0.255 administratively-prohibited
permit icmp any 10.10.10.0 0.0.0.255 packet-too-big

permit icmp any 10.10.10.0 0.0.0.255 echo

permit icmp any 10.10.10.0 0.0.0.255 time-exceeded

permit tcp any host 10.10.10.1 eqg smtp (142 matches)
!--- In this example, you inspect traffic that has been !--- initiated from the inside network.
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routerl#configure

Configuring from terminal, memory, or network [terminal]? Enter configuration
commands, one per line. End with CNTL/Z.

routerl (config) #ip inspect name mysite ftp

routerl (config) #ip inspect name mysite smtp

routerl (config) #ip inspect name mysite tcp

routerl#show ip inspect config

Session audit trail is disabled

one-minute (sampling period) thresholds are [400:500]connections
max-incomplete sessions thresholds are [400:500]

max-incomplete tcp connections per host is 50.

Block-time 0 minute.

tcp synwait-time is 30 sec -- tcp finwait-time is 5 sec

tcp idle-time is 3600 sec -- udp idle-time is 30 sec

dns-timeout is 5 sec

Inspection Rule Configuration

Inspection name mysite

ftp timeout 3600
smtp timeout 3600
tcp timeout 3600
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version 11.2

no service password-encryption
service udp-small-servers
service tcp-small-servers

!

hostname routerl

!

!

no ip domain-lookup

ip inspect name mysite ftp

ip inspect name mysite smtp

ip inspect name mysite tcp

!

interface Ethernet0

ip address 10.10.10.2 255.255.255.0
ip access-group 101 in

ip inspect mysite in

no keepalive

!

interface Serial0

no ip address

encapsulation frame-relay

no fair-queue

!

interface Serial0.l point-to-point

ip address 10.10.11.2 255.255.255.252

ip access-group 102 in

frame-relay interface-dlci 200 IETF

!

router eigrp 69

network 10.0.0.0

no auto-summary

!

ip default-gateway 10.10.11.1

no ip classless

ip route 0.0.0.0 0.0.0.0 10.10.11.1

access-1list 101 permit tcp 10.10.10.0 0.0.0.255 any
access-1list 101 permit udp 10.10.10.0 0.0.0.255 any
access-1list 101 permit icmp 10.10.10.0 0.0.0.255 any
access-list 101 deny ip any any

access-list 102 permit eigrp any any

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
echo-reply

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
unreachable

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
administratively-prohibited

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
packet-too-big

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
echo

access-1list 102 permit icmp any 10.10.10.0 0.0.0.255
time-exceeded

access-1list 102 permit tcp any host 10.10.10.1 eqg smtp
access-list 102 deny ip any any

1

line con 0

line vty 0 4

login

1

end
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