ASA % Cisco 10S Group-lock 7|5, AAA B &l
WebVPN Z1I|12{|0]|4d of

ST ME

NSEE 2M @A

24

ASAZZ O &=

ASA with AAA Attribute VPN3000/ASA/PIX7 .x-Tunnel-Group-Lock
ASA with AAA attribute VPN3000/ASA/PIX7 .x-IPSec-User-Group-Lock
Cisco 10S Local Group-lock for Easy VPN

Cisco 10S AAA ipsec: Easy VPN& user-vpn-group

Cisco I0S AAA ipsec: user-vpn-group 2! Group-lock for Easy VPN
|OS Webvpn 215 2

Ct=2 EolgL|Ct.

B Xl 8l Z
N

L

r
fl

s

o
HL

eyl

O] E Mol ME Cisco ASA(Adaptive Security Appliance) & Cisco I0S®2| I & &= 7|50 CH3
M5 CHFSH AAA(Authentication, Authorization, and Accounting) S 4301 CH8H St

Ct. Cisco 10S2| A€ 1& &3 AHEXt-vpn-1& 7+2| XtO|Rol| CH3H = E&t 715
85t ofl et A MBELCt 215 T Qlmt &7 Cisco I0S WebVPN o= Q)

o>
r
n

N T ALE

27 AE
Cisco0l M CHg FRlof Ciet 72Xl X|alg g Zg HEFLID

. ASA CLI Az gj|o| M & SSL(Secure Sockets Layer) VPN Z1I| 1240 M
- ASA 3! Cisco 10S2| HZ MM A VPN Z4x|12 ol

ABEIE 7E 24



O| EMe| HEE OIS AZEQo HTIE 7|EI2 2 FfLCH.

MO

- ASA AZEQ|0q, H{T 8.4 0|4

. Cisco 10S, HH& 15.1 0|4t
Ol BEMOl HEE EY & # 39| CIHIO|AE ECHE ZEEIRIELICH Ol EMU AFBE ZE C
olaE 3<_7|2HEI(7I%) Auagjo|lde =z AI’“EI‘B,ﬂaI—IEP MM HEXHZI} EE 52 82, 2E
BZdo{o| ZAHA QI W& OI2| HKISHAIZ| HEEFLICEH

78

AMER E= OF HHoiM ol §EE Holg = A&LICH OHE2 =24 ALSA §42| oLt

usernane cisco password 3USUcOPFU MCO4Jk encrypted
usernane cisco attributes

group-lock value RA

usernane cisco2 password BAtr3ulT7j leEcYr encrypted
usernane cisco2 attributes

group-lock value RA2

tunnel -group RA type renpte-access

tunnel -group RA general -attributes
defaul t - group-policy My
tunnel - group RA webvpn-attri butes
group-alias RA enable

tunnel - group RA2 type renpte-access

tunnel - group RA2 general -attributes
defaul t - group-policy My
tunnel - group RA2 webvpn-attributes
group-alias RA2 enabl e

group-policy MY attributes
addr ess- pool s val ue POCL

webvpn

enabl e inside

anyconnect enabl e

tunnel -group-1ist enable

cisco AF2XIE RA BE{d 50 AI8E 4= 9IS M, cisco2 AFEXHE RA2 E{'d 150 A& £ Q
&Lt
= .

cisco2 AtEXI7F RA B &S ME{etE Z0| HFELICH



&' Cisco AnyConnect | 192.168.1.250

|sermame: I (o

Password: ||

| oK | cancel |

isco AnyConnect Secure Mobility Client

&'C

YPH:
Please enter vour username and password.

f152.165.1.250 - Connect |

May 17 2013 17:24:54: YASA- 4- 113040: G oup <My> User <cisco2> | P <192.168. 1. 88>
Terminating the VPN connection attenpt from <RA>. Reason: This connection is
group locked to .

ASA with AAA Attribute VPN3000/ASA/PIX7 .x-Tunnel-Group-Lock

AAA AH{0l| M BHEHE|= £ 3076/85(Tunnel-Group-Lock)= S 5| & &Lt
2 7 & (E = IETF(Internet Engineering Task Force) §44 25) 2151} &7 & &

E0lM ALSXHE ® 2 & J&LICH

CH2 2 Cisco ACS(Access Control Server)2| 15 Z 21} 19| of /L|C}.

Manually Enterad

Afiribute Type Yalue

CVPMID0MASAIPIET x-Tunnel-Group-Lock | Sthing

AAAOIAM EA2 dtetst RADIUS C|EH2 7t 0|2 LbEFHL|CE.

tunnel - group RA2 general -attributes
aut henti cati on-server-group ACS54

Parsed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 2 (0x02)

Radi us: Length = 61 (0x003D)

Radi us: Vector: E55D5EBF1558CA455DA46F5BF3B67354
Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)



Radi us: Value (String) =

63 69 73 63 6f | ~cisco

Radi us: Type = 25 (0x19) d ass

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 33 | 4484/3

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Vvalue (String) =

52 41 | Ra

rad_procpkt: ACCEPT

RADI US_ACCESS_ACCEPT: nornal term nation

RAEE 38 LHolM 2&E &= S RA2 HHE 250l AMAstein & M Zots SLUELICH

May 17 2013 17:41:33: %ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

ASA with AAA attribute VPN3000/ASA/PIX7 .x-IPSec-User-Group-Lock

E42 ASAN|M &5 E VPN3000 CIHEE|MME 7FX{ZLICH 8.4 ZAL| 2 2]0[44 7tO| = (|l
|2

o
calin EHOW 7tO|=0M XA EX|2H X Chs 1t Zo| B ELICH

| Psec- User - Gr oup- Lock
0 = Disabl ed
1 = Enabl ed

Tunnel -Group-Lock 40| Ql= d0l I8 F.::.L% HIZ M35t e S82 A8 = U&E

=
S A8 SIB0I0) g 2 m 28 Habo] S AELLh B £l 18 OB E HEHL 8o 1

E =22 dlgdststedn ot o[ &stH E Lt

Manually Entared

[ Atiribute Type Value
CVPMI0D0ASAPIAT x- P Sac-User-Group-Lg Enumeration OFF j
CWPMI0D0QASAPINT x-Tunnel-Group-Lock | String R

CIHHZ EAl:

Par sed packet data.....

Radi us: Code = 2 (0x02)

Radi us: ldentifier = 3 (0x03)

Radi us: Length = 73 (0x0049)

Radi us: Vector: 7C6260DDFC3E523CCC34AD8B828DD014

Radi us: Type = 1 (0x01) User-Nane

Radi us: Length = 7 (0x07)

Radi us: Value (String) =

63 69 73 63 6f | cisco
Radi us: Type = 25 (0x19) d ass


//www.cisco.com/en/US/docs/security/asa/asa90/configuration/guide/ref_extserver.html

Radi us: Length = 24 (0x18)

Radi us: Value (String) =

43 41 43 53 3a 61 63 73 35 34 2f 31 35 38 33 33 | CACS: acs54/ 15833
34 34 38 34 2f 34 | 4484/4

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 12 (0x0CQ)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 33 (0x21) Group-Lock

Radi us: Length = 6 (0x06)

Radi us: Vvalue (Integer) = 0 (0x0000)

Radi us: Type = 26 (0x1A) Vendor-Specific

Radi us: Length = 10 (0x0A)

Radi us: Vendor ID = 3076 (0x00000C04)

Radi us: Type = 85 (0x55) The tunnel group that tunnel must be associated with
Radi us: Length = 4 (0x04)

Radi us: Value (String) =

52 41 | Ra

rad_procpkt: ACCEPT

O|Z A otd SUet Autot dhdligtL|ChaE & F0| MEEIRI20{ IPSec-User-Group-LockO| 1124
Z[X] et J).

May 17 2013 17:42:34: Y%ASA-4-113040: G oup <My> User <cisco> | P <192.168. 1. 88>
Termi nating the VPN connection attenpt from <RA2>. Reason: This connection is
group locked to

Q|8 O & HAMo||M IPSec-User-Group-Lock=02 EH2t5l T AFS X} QIS £
Lock=RAE 7IXZ&LICE 0475| AIEA7L A2 2 I8 HF0| ™R

>.|. ol
0jo
jo
10
(=]

o
L
]

HiCH Z4I|agi|o|Mel A2 2|F O § MM &% ALEAtol CHal 1 & HIF 2 HIF g&tste St
EYEEIE OI%(Tunnel-Group-Lock)% k&5 H(IPSec-User-Group-Lock=0), 21 & &3 3l
o ALS Kol CHal A& AlREED A& LICH

O SHE £40| H O] AFRE|X| S S & QIEHLICE o] E42 0|7 VPN3000 AlZ[ =01 AHE
Z|A&LICH. Cisco B2 ID CSCui340660| ¥Y=i&L|Ct.

=2
=

Cisco I0S Local Group-lock for Easy VPN

Cisco 10S2o| 1 & ?_J_L|ILE4IO|*‘| OPEHol EEIOE M2 SMH2 ASA CIE2H & & E*L—lEP ASA01|
M AFER7E 2 EE O 8 O|&2 KI™ELICEH Cisco I0S group-lock &M (2l 819) S35tH™
Fot Eelg g %JQEH AF%IF O|& (&4l user@group)t IKEID(E OI&)E A P04 N3
ZHIOES "t

XtMIEH LI 2 Easy VPN Configuration Guide, Cisco 10S Release 15M&TE R Tt AIAIR

aaa new nodel
aaa authentication login LO3 N | ocal
aaa aut horization network LOGd N | ocal

usernane ci scol@~ROUP1 password O ciscol
usernane ci sco2@>R0OUP2 password 0 cisco2

crypto isaknp client configuration group GROUP1
key cisco
pool POOL


https://tools.cisco.com/bugsearch/bug/CSCui34066
//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-E4E2505A-73E9-495C-AAA6-201061A96FA1

group-lock
save- password
1
crypto i saknmp client configuration group GROUP2
key cisco
pool POOL
save- password

crypto i saknmp profile profl
match identity group GROUP1
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP1
virtual -tenplate 1

crypto i saknp profile prof2
match identity group GROUP2
client authentication list LOG N
i sakmp aut horization list LOG N
client configuration address respond
client configuration group GROUP2
virtual -tenplate 2

crypto i psec transform set aes esp-aes 256 esp-sha-hnmac
node tunnel

crypto ipsec profile profl
set transformset aes
set isaknp-profile profl

crypto ipsec profile prof2
set transformset aes
set isaknp-profile prof2

interface Virtual - Tenpl atel type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile profl

interface Virtual - Tenpl ate2 type tunnel
i p unnunbered Ethernet0/0

tunnel node ipsec ipv4d

tunnel protection ipsec profile prof2

ip local pool POOL 10.10.10.10 10.10.10.15
O|d2 & M= =2lo| GROUP10{ CHaH &ME3tEIRS S E0iELICH GROUP1S| B2, 3
MEXI= C|sco1@GROUP15'.-_“—°'L—IEF GROUP2(IE HZ i) G F AN EF 2O

= A&LIcH

RlE 0 HE3H2dH ciscol@GROUP12 GROUP1Z} &7H AFS5HAIAI2.

*May 19 18:21:37.983: I SAKMP: (0): Profile profl assigned peer the group named GROUP1
*May 19 18:21:40.595: | SAKMP/ aut hor: Author request for group GROUPlsuccessfully
sent to AAA

RIE 2 23 GROUP1Zt &7 cisco2@GROUP22 AS EHLICY.

*May 19 18:24:10.210: | SAKMP: (1011): User Authentication in this group failed



Cisco I0S AAA ipsec: Easy VPN& user-vpn-group

ipsec:user-vpn-group= AAA AME{OlA BHEHEH RADIUS S40|H AFEAF Q1B ofpt M8 &+~ Q&
LICHOE0 38 20| AF8E). F 7|5 2F 45 E&™0o|0H MZ CHE BHA|of A& ElL|Ct.

XEMIBH LI Easy VPN Configuration Guide, Cisco I0S Release 15M&TE & E5HAIAIL.

J8 M3 CEA 2 S5tH SYst Z0E U2 = JUELICH xto|H2 SHof 4 24(o: ASAS
Z2<)0]| Qloof 3t T S Zt2 ISAKMP(Internet Security Association and Key Management
Protocol) IKEID(Group Name)9 II'L?_ Ct= JAL|c Yx|stX| pfomd edZAo| AufEhL(ct otH&
2 2Cl0|HE AAA RIS E 2lall 0| ol & &5t D XIF2 18 B3 2 Hgdstste de U
‘Ft Lot

usernane cisco password O cisco #for testing
aaa aut hentication | ogin AAA group radius

crypto i saknp client configuration group GROUPL
no group-1| ock
crypto i saknp client configuration group GROUP2
no group-1| ock

crypto i saknp profile profl
client authentication list AAA
crypto i saknp profile prof2
client authentication list AAA

A& Xtod| CH3H ipsec:user-vpn-group /30| Mo|=|11 &0 CH35H group-lockO| & | EL|Ct.

ACSO{|= cisco11t cisco22t= F BO| AFE X7 A& LICEH ciscol AFEALL| B2 0| £40| BtetE
LIC}. ipsec:user-vpn-group=GROUP1. cisco2 AI&At2| B2 0| £/d0| H.J?JE.:.' LIC}. ipsec:user-
vpn-group=GROUP2.

cisco2 At2 X7t GROUP12 AF23510{ 2012 A|EstH CIE 277 E 1 EL|Ct.

debug radi us verbose
debug crypto isaknp
debug crypto isaknp aaa

*May 19 19:44:10.153: RADI US: Ci sco AVpair [1] 29

" ipsec:user-vpn-group=GROUP2"

*May 19 19:44:10.153: RADI US(00000055): Received fromid 1645/23

AAA/ AUTHOR/ | KE: Processi ng AV user-vpn-group

*May 19 19: 44:10. 154:

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1l - access denied

O|& cisco2 AH& Xt2| ACS7} ipsec:user-vpn-group=GROUP2E &5t 7| 2 ILICt. Ol Cisco
I0Set GROUP19| H|x At L|Ct.

Ol A st O & =20l et SLst S E7F S ELICE OlX 23 FQXUP user@group 2 AL
X O|IELZ MBE EHeE UXIP @group 10| AL XIE AFRE £ Q& Lt

=0

I
rr

Cisco 10S7} OFX|2 H&(@ 01%)2 & HstD IKEID( )9t Hlmgiooz 1
ciscol@GROUP1E AM&3lof &

ipsec:user-vpn-group2| < & AL X7 ACSOl Ho||od /1 £ ipsec:user-vpn-groupO| gt
gtE|T (0] A AF&Xt-vpn-group = GROUP1) siE S430| IKEID2} I:II E[2 2 Cisco VPN £ 210


//www.cisco.com/en/US/partner/docs/ios-xml/ios/sec_conn_esyvpn/configuration/15-mt/sec-easy-vpn-srvr.html#GUID-FAE44C39-E24D-443A-861F-269D943DD391

C1EOf| M cisco1Tt AHEE &= U&LICE.

Cisco 10S AAA ipsec: user-vpn-group & Group-lock for Easy VPN

F 7152 SAlol AA&stX| BiE olf= FUULMN?

crypto i saknmp client configuration group GROUP1
group- | ock
crypto i saknmp client configuration group GROUP2
group- | ock

£z ?c O30 &L

1. Cisco VPN AF€ A= GROUP1 44g Fdstn eddehL|ct.

2. M3 X0l pE CHAH7} MEIMO M Cisco 10S= AL XL 0|2 2! H|ZEH S 0 CHSH xAuth RS
M&FLCH

3. Cisco VPN AFE A= HUS £4l5t1 ACSH| Ho|E SHHE HIYUHS 2 cisco1@GROUP1
AMEXt Ol S 23,

4. Cisco I0S= O& a2 gLt Ar8Xt o|Fol M3 E 28 ol§2 M7 st IKEIDL
I:I|I’|_3|'L.|E|- A—|_T'_7<-Io||:|.

5. Cisco IOS= ACS AMHol| AAA 282 E-LICHALE A} cisco1@GROUPY).

6. ACSE ipsec:user-vpn-group=GROUP1& A} &35t04 RADIUS-Accept® gtetgfL|Ct.

7. Cisco IOSE F Hmj| &0l £+&&L|Ct. o|Hol= RADIUS EM0M XMS8 21E 8 IKEID2
H| |}

AT A2 E HF)0lM 277 L AstH R E SHE MI e = FA| 2F 7 7|SELICH
*May 19 20: 14: 31.678: | SAKWMP/ xauth: reply attribute XAUTH USER NAME V2

*May 19 20: 14: 31.678: | SAKWP/ xauth: reply attribute XAUTH USER PASSWORD V2
*May 19 20: 14: 31.678: | SAKWP: (1041): User Authentication in this group failed

72 H|(ipsec:user-vpn-group) 0l A ZHol 7} ehAMEtH AAA OIS S 2|8t RADIUS EME £ AI8H
Z Q= 7} gtet=EL|C).

AAA/ AUTHOR/ | KE: User group GROUP2 does not match VPN group GROUP1 - access denied

|OS Webvpn 18 &&

ASAO| A Tunnel-Group-Locke 2 E #74 M A VPN A—II:II/\(IPSec SSL, WebVPN)0i| AFEE £

i’JQL—IEP Cisco I0S 1 & &=a Y ipsec: user-vpn- -group2| B2 IPSec(easy VPN MH)0{| B EHE

°H—|E+ EX WebVPN ZHHIAE (L 4ZAE O F HA) oM EXH AFEXIE 15 &aedH 215 Euﬂ
2 AE OHOF g LCt.
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aaa new node
aaa authentication login LIST |oca

usernane cisco password O cisco
username ciscol@Cl password 0 cisco
username cisco2@C2 password 0 cisco

webvpn gat eway GW
i p address 10.48.67. 137 port 443
http-redirect port 80
| oggi ng enabl e
i nservice
|
webvpn install svc flash:/webvpn/anyconnect-w n-3. 1. 02040- k9. pkg sequence 1
|
webvpn context Cl
ssl authenticate verify al
|
policy group Cl
functions file-access
functions file-browse
functions file-entry
functions svc-enabl ed
svc address-pool "POOL"
svc defaul t-domain "cisco.cont
svc keep-client-installed
defaul t-group-policy Cl1
aaa authentication list LIST
aaa authentication domain @C1
gateway GW domain C1 #accessed via https://IP/C1l
| oggi ng enabl e
i nservice
|
1
webvpn context C2
ssl authenticate verify al

url-list "L2"
headi ng "Li nk2"
url-text "Display2" url-value "http://2.2.2.2"

policy group C2
url-list "L2"
defaul t-group-policy C
aaa authentication list LIST
aaa authentication domain @C2
gateway GW domain C2 #accessed via https://IP/C2
| oggi ng enabl e
i nservice

ip local pool POOL 7.7.7.10 7.7.7.20

ChS ool MdeE & 74| ZHEIAETL QlaLich C1 2 C2. 4 HElAE o= §Y MHEE 717l ng#t
a& EAMo| U&LICt C10A = AnyConnect HMIAE S{EEILICEH HOIERIOIE F HHEIAEE

RE sASES FEELICH C1 * C2.



cl1sco SSLVPN Service

English -

LIzarnames
Welcome to ciscol

Pagsword

Cisco Systems

SSLVPN Servi |
Ervice [Login Clear

debug webvpn aaa
debug webvpn

*May 20 16:30:07.518: W/: validated_tp : cert_username : matched_ctx :

*May 20 16:30: 07.518: W/-AAA: AAA authentication request sent for user: "eciscol"

*May 20 16:30:07.518: W: ASYNC req sent

*May 20 16:30:07.518: wv-AAA: AAA Authentication Passed!

*May 20 16:30: 07.518: %SSLVPN-5-LOGIN_AUTH PASSED. VW _CtX: Cl Vvw gW. GW renote_ip:

10. 61. 218. 146 user_name: ciscol, Authentication successful, user |ogged in

*May 20 16:30:07.518: WV-AAA: User "ciscol" has logged in from "10.61.218.146" to gateway "GW"
context "C1"

C1 HEHAE (https://10.48.67.137/C1)0d| YA ASH= St ALE X} O|F 22 cisco2& AHE3I0{ 2O
Qlstedm st o] 2 F 71 EEL|CE

*May 20 16:33:56.930: W/: validated_tp : cert_usernane : matched_ctx :

*May 20 16:33:56.930: W/-AAA: AAA aut hentication request sent for user: "cisco2"

*May 20 16:33:56.930: W.: ASYNC req sent

*May 20 16:33:58.930: Wv-AAA: AAA Authentication Failed!

*May 20 16:33:58.930: ¥%SSLVPN-5-LOGIN_AUTH_ REJECTED: VW CtX: C1 vw gw. GW

renote_i p: 10.61.218. 146 user_name: cisco2, Failed to authenticate user credentials

ol Mol cisco2@C1 AFE X7t ¢17| HE LICE cisco AFHEAHE o HEHIAE N 23018
T l&Lch

Cte& & elRrLic

2Rl o] 5ol CHall ALE 7tSEH &

e
[l
>
N
%0
o>
L
[u}

X

23Al o] Am|Tagoldol A8 E + U §HE X iE 27 eiaLict

e e
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. 7|& X|® 2 £ A - Cisco Systems
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