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Ct2at 22 40| U&Loh.

o M4
o« IP A&
o MnT dAMA

T4

- "Allow only listed IP addresses to connect(LI &l IP FA0F A4 3{E)"E MEHFLICH
- "Add(F7I)"E Z=IFLct



Session IP Access MnT Access

v Access Restriction

(O Allow all IP addresses to connect
© Allow only listed IP addresses to connect

v Configure IP List for Access Restriction
IP List

-1~ Add

] IP MASK

MNo data available

IP HMA ZAI| 22| 0|M
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Edit IP CIDR

IP Address/Subnet in CIDR format

IP Address "" r~ E™1"1"

Netmask in CIDR format 32
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Session IP Access MnT Access

~ Access Restriction

() Allow all IP addresses to connect
© Allow only listed IP addresses to connect

~ Configure IP List for Access Restriction

IP List
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Edit IP CIDR

IP Address/Subnet in CIDR format
IP Address ol

Netmask in CIDR format 21

Services and portals that receives incoming connection :

© Admin Services ()

() User Services (1)

(O Admin and User Services
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Running iptables -nvL...
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Chain ACCEPT_22_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT tcp -- eth0 * x.x.x.x/x 0.0.0.0/0

tcp dpt:22

Firewall rule permitting the SSH traffic from segnment x.x.x.x/X

461 32052 ACCEPT all --
65 4048 DROP all -- * * 0.0.

* 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
0.0/0 0.0.0.0/0
Chain ACCEPT_161_udp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 O ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0

udp dpt: 161

Firewall rule permitting the SNWP traffic from segnent x.Xx.x.x/Xx

0 O ACCEPT all --
0 0 DROP all -- * * 0.

©0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
0.0.0/0 0.0.0.0/0

« 3.2 O|& o] B2 "show firewall" HHE AL 35104 &sted 7= = Qlgh = Q&LICE.
I.
—_
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ftp://%3Cip_address%3E/path

<tfroot>

gjuarezo-311/admin#show firewall

Chain ACCEPT_22_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
170 13492 ACCEPT tcp -- eth0 * x.x.x.x/x 0.0.0.0/0

tcp dpt:22

Firewall rule permitting the SSH traffic from segnent x.x.X.x/X
0 0 ACCEPT all -- * * 0.0.0.0/0 0.0.0.0/0 state RELATED,ESTABLISHED
13 784 DROP all -- * * 0.0.0.0/0 0.0.0.0/0

Chain ACCEPT_161_udp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT udp -- * * x.x.x.x/x 0.0.0.0/0

udp dpt: 161

Firewall rule permitting the SNWP traffic from segnent x.Xx.Xx.x/Xx

ACCEPT all -- * *
DROP all -- * * 0.

/

/

/ /0 state RELATED,ESTABLISHED

00 0.0.0.0/0 0.0.0.0
00 0.0.0/0 0.0.0.0/0
Chain ACCEPT_8910_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 O ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0

tcp dpt: 8910

Firewall rule permitting the PxGid traffic fromsegnent x.x.X.x/X

/0 state RELATED,ESTABLISHED

0 0 ACCEPT all -- * * 0.0.0.0/
* % 0.0.0 .0/0

0 0.0.0.0
90 5400 DROP all -- * .0/0 0.0.0
Chain ACCEPT_8443_tcp_ipv4 (1 references)

pkts bytes target prot opt in out source destination

0 O ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0

tcp dpt: 8443 F

irewall rule permitting the HTTPS traffic from segment x.X.Xx.x/Xx

ACCEPT all -- * *
DROP all -- * * 0.

/ /0 state RELATED,ESTABLISHED

/

00 0.0.0.0/0 0.0.0.0
00 0.0.0/0 0.0.0.0/0

Chain ACCEPT_8444_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 O ACCEPT tcp -- * * x.x.x.x/x 0.0.0.0/0



tcp dpt:8444 F

irewall rule permtting the Block List Portal traffic fromsegment Xx.x.X.X/X

/ .0/0 state RELATED,ESTABLISHED

/0

0/0 0.0.0
/0 0.0.0.0

o o

0 ACCEPT all -- * *
0D

0.0.0
ROP all -- * * 0.0.0.0
Chain ACCEPT_8445_tcp_ipv4 (1 references)
pkts bytes target prot opt in out source destination
0 0 ACCEPT tcp -- * * Xx.Xx.x.x/x 0.0.0.0/0

tcp dpt:8445 F

irewall rule permtting the Sponsor Portal traffic fromsegnment Xx.Xx.Xx.x/X

/ .0/0 state RELATED,ESTABLISHED

/0

0 O ACCEPT all -- * * 0/0 0.0.0
00D /0 0.0.0.0

ROP all -- * * 0.

o o

.0.0
.0.0
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« GUIOIAM DEBUGOI M "Infrastructure" 44

QA
« show logging application ise-psc.log tail At&

CHE 23= IP AMA MEto M ZXIE Flote AIHE &g = AU&LICH

2024-07-04 18:19:11,339 DEBUG [admin-http-poo131][] cisco.cpm.infrastructure.systemconfig.CpmIpFilterCa
2024-07-04 18:19:11,339 DEBUG [admin-http-poo131][] cisco.cpm.infrastructure.systemconfig.CpmIpFilterCa
2024-07-04 18:19:11,339 DEBUG [admin-http-poo131][] cisco.cpm.infrastructure.systemconfig.CpmIpFilterCa
2024-07-04 18:19:11,339 DEBUG [admin-http-poo131][] cisco.cpm.infrastructure.systemconfig.CpmIpFilterCa
2024-07-04 18:19:11,339 DEBUG [admin-http-pool131][] cisco.cpm.infrastructure.systemconfig.CpmIpFilterCa
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