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23 2M2 ISENM 7|2 Mo 2 HIEESE|0] U&LICH & 43524 operations > System 360 >

= =

Settingg 120l T A|E A0t ZH&L|Ct.

sk Identity Services Engine Operations / System 360

CISCT

| Settings Monitoring Log Analytics

¥ Monitoring and Log Analytics Settings

-l\ Meanitoring enables you to maonitor a wide range of applications, system statistics, and key
perfarmance indicators (KP1) of all deployment nodas fram a cantralized consale.

{ @l Monitoring

3 Go to Monitaring CF View

,.'4| Log Analytics provides a flexible analytics system for in-depth analysis of syslog data generated from

different endpoints.
@l Log Analytics
2 Go to Log Analytics [ View
Rasat
BEOBMAE
ISEE ELK ABHZ X 7|36t= O &f 120] E|0H, show app stat ise

et FEO|M ZHE|O| SEHE &HE & J&LICH

<#root>

adm n#show application status ise

ISE PROCESS NAME STATE PROCESS ID
Database Listener running 7708

Database Server running 132 PROCESSES
AppTlication Server running 551493

Profiler Database running 14281

ISE Indexing Engine running 553168

AD Connector running 41413

M&T Session Database running 26017

M&T Log Processor running 33547

Certificate Authority Service running 41230



EST Service running 659568

SXP Engine Service disabled

TC-NAC Service disabled

PassiveID WMI Service disabled
PassiveID Syslog Service disabled
PassiveID API Service disabled
PassiveID Agent Service disabled
PassiveID Endpoint Service disabled
PassiveID SPAN Service disabled

DHCP Server (dhcpd) disabled

DNS Server (named) disabled

ISE Messaging Service running 10937
ISE API Gateway Database Service running 13294
ISE API Gateway Service running 586762
ISE pxGrid Direct Service running 637606
Segmentation Policy Service disabled
REST Auth Service disabled

SSE Connector disabled

Hermes (pxGrid Cloud Agent) disabled
McTrust (Meraki Sync Service) disabled
ISE Node Exporter running 44422

ISE Prometheus Service running 47890
ISE Grafana Service running 51094

I SE MNT LogAnal ytics El asticsearch running 611684

| SE Logstash Service running 614339

I SE Ki bana Service running 616064

ISE Native IPSec Service running 75883
MFC Profiler running 651910
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* Menu access

= vasnboard N

« Homepage for Kibana

() Home
Iﬂ » Recent dashboards or visualizations
Recently viewed pJ .
Recentiiened m viewed
£ Analytics . « Configuration area for visualizations and
Overview daShboardS
Discover
Dashboard » System settings/configuration
Visualize Library

{3 Management w IH

Stack Management
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X CHAIE E 7t Q&L Ct.
« O|2{8t CHA|E E= Operations> Log Analytics .
- Elastic UI7} LQ2|T  sandwich Menu > Analytics > Dashboards .

“tueh Identity Services Engine Operations / System 360
J| Bookmarks Saettings Menitoring Log Analytics
8% Dashboard & elastic
Il Context Visibility = | Dushbosd
‘. Operaticns 1 Home aﬁs
Il Policy £  Analytics e
X Administration Ovrarview
Discover
mll  Werk Centers
Dashboard i
Wisualize Library ulity Dashboard
interactive Help - ‘Dashboard
&} Management w —

8 Summany
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« ISE 3.30| M Al 7I58H CHAIEE

Title Description Tags Actions
ISE Observability Dashboard

ISE Overview Dashboard

ISE Processes Summary

ISE Troubleshooting Dashboard
Profiler Performance

Profiler Summary

RADIUS Accounting Summary
RADIUS Authentication Summary
RADIUS Performance

RADIUS Step Latency

TACACS Accounting Summary

TACACS Authentication Summary

ISE3.3 21 EM CHAIEE
M CHA|EE A A

1EAH|. 1A TiE HE(H|0IE AA)

F|HFLEO A "OIEIA THEA"S F|HIL} 7} SELE O| & 9| Elasticsearch QIEHIA Q) A5 X5t WS
Molg £ e FEYLCt.

ul

743} 2+

EF M Management > Stack Management > Kibana> Index PatternsS 2 2/ 5} 11 Create Index Pattern L &J01| E A|E! A

&LiCt.

Sattings Monitaring Log Analytics

& elastic

= Siack Mansgement Index patterns

@ Management Index patterns

Ingest

Create and manage the index patterns that help you retrieve your data from Elasticsearch.
Ingest Pipelines.

Alerts and Insights

) Search,,

Rules and Connectors.

. Fattern T
Kibana

Indax Patterns mint_analytics_tacacs_authentication® Dafsult
Saved Objects
Tags mnt_analytics_aggregate_steplatency*

Advanced Sellings
mnL_analylics_ise_counters®

QI A TEd BHE 7|
CtE HolE ISE0AM ALE JtsE ZE ™A LEE|o] U&LICH

. 5t QIEiA0| OB UFLICH Hers Ykl =i otUSste()7h B £ YL

« Timestamp 2= Iogged_ at, logged_at_timezone EE= "l don't want to use time filter"& A1EH



grct.
o OO CIS Createindex pattern.

Create index pattern

~"  Your index pattern matches 1 source.

Name
mnt_analytics_radius_authentication mnt_analytics_radius_authentication Allas
Use an asterisk (*) to match multiple characters. Spaces and the characters , /, 2, ", <, >, | are not
allowed. Rows per page: 50 ~
Timestamp field
logged_at -
Select a timestamp field for use with the global time filter.
Show advanced settings
X Close Create index pattern
QI A Me
KFA ol A= SIE RtAMEl= St A Ol= =N A2 [eL k=3
AEE QEAE LESO| AIZSHE AHYsts Ol A8 E = (e ZE 28 HyE LIgsLC
= Stack Management  Index patterns  mnt_analytics_radius_authentication
& Management L.

Ingest

Ingest Pipelines

Alerts and Insights

Rules and Connectors

Kibana

Index Patterns
Saved Objects
Tags

Advanced Settings

e
Ju
>
rII
P

2EHA Al

i

mnt_analytics_radius_authentication

Tima flaid: logged_at'

View and edit fields in mnt_analytics_radius_authentication. Field attributes, such as type and searchability, are based on field mappings © in Elasticsearch.

Fields (105)

() Search

Mamne T
id
index
_scone
source
ype

ACCESS_Service

ACCRSE_SErvice. kiyword

QS|

Scripted fields (0)

Field filters (0)

Type

ndex

-Source

_type

text

keywaord

Allfeid types

Excluded



FIHILIOI M "AlZH3t = TIO|E{E e Ze 2 LIEPHLIC}. Elasticsearcholl X% El |O|E{E 71 X412}

M 9

A K=1
=T

Ol = A&E, 2=, Ctolo{ae 2 HHto o €A olsist EAME + U&LICH ChExt
S 7bR| LErHel AlztE 82 BhE = U&LICH

X Egfa o EE WET|Z A|ZEE PHELICH HE.

L RHE: MZ 2CHE C|O|E{E EAISH0 = = Alzh 744 7o 22 €A HlnE =
A& LICE.

BtOI X E: Bt X%t E= HIO|EE 2IRIe 2 42 U740 O|o|E{ ZQIER E AIFLICE. Ol
gt 7|52 AlZHdll HE EREE A2 Etste Ol K& LCH.

HE XNE: HE AE: ¥ JoZ2 HIO|EE LEHLHH, 8ol Zt MOHE = HFE LIE}
Lo Ma™MEo| 37|= Y HIES LIEF-LIC.

Pod X E: 2Rl A EQ} HIR5HAH P REE T AlZtol [HE FAM7F EAIZX|2H 211 of2l A
A2 MREE HE AES O A =ZHelg = JA&Lch

S|E H: 5|1E Y2 MAS ALE5H04 O|O|E] 22 AZEO|Lt AXIE LIEFALICH ol2{8t EE&=
ClOIE{e| s£Lt #HStE EAlStE Ol & LICt

HEZA AZtE: FI2E E= e 22 B Xt g4f2 ZAIRLICH KPI(EY 4! M1t x|
)2 EAlstE Ol AHE A2 E LIEP

FH

Cilo|E{ Eflo|&: Clo|E{ Eo|£2 Ello|g Ao 2 2A|CIOIEIE EAIGIER AHAMIE HEE
E1 OolHE H™ EE L'Eia'c* T %'ﬁ 1=

SIAEOY SIAETIYS CIOIEE Bl & 202 L1 Z Hlo| Hlo|E ZRIE BT &
£ M+ EARUCH ol HHZ & olsist= ol RS & LICH

431 o 0|28t 7|52 KIZIZZ CIO|E{E AlZt3}stod CIOIE{E Mol EAlstD CheFst OFA,
Ma EE 37|18 M83t0d HIOIE & LIEtE & AUTS gLic

Ei St T 2etEs Hol BIEE EAIStH 2 Bo{el 37|= ClolH EHEel &2

L BIEE LPERLICEH

EFAl : ; ; ; 2 F2l|s |.2 ; ot = |E| |.7A||.
|:||' —'1 Anaytics> Visudize Library = = —!°|_|' Cr= Create Visualization _1 :!0'| EA En_l 7/:|J_'— E|-I= LICE.
® elastic
= Visualize Library
() Home s = =
isualize Library © Create visualzation

Recently viewed L
ISE Processas Summary L R . o

Building a dashboard? Create and add your visualizations right from the Dashboard application.
¥, Analytics w

Search.. Tags
Overview
Discover Titie Type Description Tags Actions
Dashboard AD Connector i) Lens
Visualize Library -

App Server i) Lens
{3 Management ~ Authentication Success Rate .

I Markdown

-markdown e
Stack Managemeant
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New visualization

#
1l

Lens I_fﬁ-l_—r'l TSVB

Create visualizations with our drag and Perform advanced analysis of your time
drop editor. Switch between visualization series data.

types at any time. Recommended for
most users.

Custom visualization

Use Vega to create new types of
visualizations. Requires knowledge of
Vega syntax.

Aggregation based Tools

Use our classic visualize library to create Text
charts based on aggregations_ Add text and images to your dashboard.

Explore options = Controls [
Add dropdown menus and range sliders to your
dashboard.

Want to learn more? Read documentation
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0

« Interactivity Settings: A& X7} O|O|E{& EE{R St 7Lt Kibana CHA|E

Sg =+ ULF 43 HEL HrUS AlAE Fhe = U&LICH

Ut o 2 A|ZtSHE KT

Ei~ Search

S o

@ — + Add fiter Time range

Index selection
| mnt_analytics_radius_aut... vl wea

Diagram style

| Ghmﬂvl I E

) Search field namas (-]

Filter by type 0 v Drop some fields here to start
# Records

v Available fields 0

5

Lens iz a new tool for creating visualization

Thare are no available fields that
contain data.

+ Extending the time range

> Empty fields 114

> Meta flolds 3

Available fields

Maike requests and ghve foedback [

~ Suggestions

o || 2

Current visualization

BE AlZts}

CO|CIE BESZ 0]

Fo7HLE CHAIEEof &

© Donut 2
mnt_analytics_radius_authentication® w
Shice by

& Add or drag-and-drop a field

e Diagram items

Size by

Count of records

Clsco B2 ID CSCwh480572 25l 212 mH'doll AF2 7Is8t EETF EAIEIX| A&LICH OB{LE 2

Ol B B2 C0[011 A= US HEAE 4 2laLick ol ofol
ol IDE AlZtststy| Sis 2 ZE TEE LI

|:||-x-|0| oA ZX|0|2 2 QIF HO|EH A9 =

& + Add filter

mnt_analytics_radius_aut.. = Bar horizontal § &= U

() Search field names [ ]

® 1205 3
Fiterbytype 0 v I -
IEEBII0HTAB @ B2 §
# Records
» Available fields * o
a
There are no available fislds that i
contain data. b
&
» Extending the time range
2/ [Empiy fiekia Ui 2E:0157AEBCFD
) = I
O W0 200 300 400 500 SO0 700 GO0 OO 1,000 1100 1300
Muadian of totalauthenlatency
~ Suggestions
—

Current visualization

£ 215 dlo[HAI7H

= Bar horizontal v &

| mnt_analytics_radius_authenticati... ~ I

Vertical axis

I Endpaint ID * I

Heorizontal axis

@ Median of totalauthenlatency *

@ Add or drag-and-drop a field

Break down by

F latency ®

2= Add layer



https://tools.cisco.com/bugsearch/bug/CSCwh48057

Save Lens visualization

Title Add to dashboard

EPvsLatency Existing

Description Search dashboards...
Joncasil ep vs latency lens visualization O New

MNone

Add to library @

Cancel Save and go to Dashboard

AlzZtsl K&
3EHAl. CHA|EE BHE 7|
M AlZtstE Rtso 2 M CHA|E =0 £7HEILICH Kibana DashboardsE AF2 5™ Elasticsearch Q!
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UCHE HE 7|5 A A2,



& elastic

= Dashboard Editing New Dashboard

[El ~ Search

+ Add filter

@) Create visualization (IR T IEN

E5 Add from library

EPvsLatency L)

FEEEBS IO AL

Endpoint ID

Median of totalauthenlatency

MOAIEE

=X &

Unsaved changes

Last 1 hour
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« Kibana, Logstash &! Elasticsearch7} Z4E|O[L{0{| A 4

= A&LIch

admin#show logging application 1ise-kibana/kibana.log
admin#show logging application ise-logstash/logstash.log
admin#show logging application mnt-Ta-elasticsearch/mnt-la-elasticsearch.log

e 3
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Options ~ Share [E save
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