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O|E) > Posture Updates(Z A% Cl|0|E)2 0|SBILICt X|Z UH|O|EE =St Z = MATL
2tZ2 = w7k xR| Z|CHEIL|CE

Claco ek Cargs

[egipepinn Boripny
Pl Lvd iy oD el it v D6 1 D et " B D D el

F0FTIORZL 108058
Laad wpdafe stiempl 88 FIZIN0ANTE 114058 was seccasalul
ATTERG. 000
¥ 261900
NFRQ D
NS00

e

Cisco M|& {7 |X|= AnyConnect AZEQo{ of7|X|2F Z O] Cisco.com AtO|E 01| A EP Este
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Agent Resources From Lotal Disk

Agent Resources From Local Disk
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No data avallable
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Category Cisco Provided Packages

IBrn:-wse..._ anyconneci-linuxid-4.10.05085-webdeploy-kY.pkg

~ AnyConnect Uploaded Resources

Verslon Description

Name Type

AnyConnectDeskioplinux 4.... AnyConnectDeskiopl... 4.10.5085.0 AnyConnect Secure Mob...
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+ add -~

Agent resouwces from Cisco site

Agand resoiaicas Irem bocal gk oTempaoralAgant...
Hative Supplicant Profile 8 Supplicant Pro...
AnyConnect Configuratian ofgentlessOS5X

AnyConnect Posture Profile

OsXSPWizard

AMF Enabder Profile
oAgentlessWind...
Clsco-ISE-NSP Native Supplicant Pro...
WinSPWizard 3.0.0.3 WinSPWizard

CiscaTemporalAgentWindo. .. CiscoTemporaldgent...

|&] AnyConnect '8 & 2 &

fjo

Version Last Update Description

4.10.2051.0 Z021/08/09 12:12:31 With ChA: 4.3.1858.4353
Mot Applic... Z0M6/10/06 20:01:12 Pra-configured Mative 5...
4.10.2051.0 Z2021/08/09 19:12:36 With CM: 4.3.1858.4353
2.7.0.1 2001/08/09 19:12:27 Supplicant Provisioning ...
4.10.2051.0 2021708009 15:12:33  With CM: 4.3.2227.6145
Not Applic... 2016010006 20:01:12  Pre-configured Native 5...
3.0.0,3 2027/08/09 19:12:27  Supplicant Provisioning ...
4.10,2051.0 2021/08/09 19:12:28 With Ch: 4.3.2227.6145
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by

Download Remote Resources

JIE O DpEs 0O 0OpE 0| O

Name ~

AnyConnectComplianceModulelinuxtd 4.3.1968.0

AnyConnectComplianceModulelinuxbd 4,3.2028.0

AnyConnectComplianceModule 05X 3.6.11682.2

AnyConnectComplianceModuleOSX 4.3.2277.4353

AnyConnectComplianceModule 05X 4.3.2338.4353

AnyConnectComplianceModuleWindows 3.6.1168...

AnyConnectComplianceModuleWindows 4,3, 2617...

AnyConnectComplianceModuleWindows 4.3.2716...

ClarnfnantlaceSY A 10 ARARN
n hitp:/fcisco

10EtA|. Windows ! Mac& %|&l YA| of|0|MEE

Description

AnyConnect Linux Compliance Module 4.3.1968.0
AnyConnect Linux Compliance Module 4.3, 2028.0
AnyConnect OS5 X Compliance Module 3.6.11682.2
AnyConnect 05X Compliance Module 4.3.2277.4353
AnyConnect 05X Compliance Module 4.3.2338.4353
AnyConnect Windows Compliance Module 3.6.11682.2
AnyConnect Windows Compliance Module 4.3,2617,6145

AnyConnect Windows Compliance Module 4.3.2716.6145

With M- 4 3 2977 4383
com/go/anyconnect 3 1t



CiscoTemporalAgentOSX 4.10.06011 Cisco Temporal Agent for OSX With CM: 4.3.2338.4353
[:] CiscoTemporalAgentWindows 4.10.05050 Cisco Temporal Agent for Windows With CM: 4.3.2617.614!

B CiscoTemporalAgentWindows 4.10.06011 Cisco Temporal Agent for Windows With CM: 4.3.2716.614!
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12EtA|. Add(F7t) > NAC Agent EE= AnyConnect Posture Profile(NAC 0|0l ME E&=
AnyConnect ZAX ZZ2 1) Z2|§rL|ct.
+ Add
D Agent resources from Cisco site I Version Last Update Uescription
[ ] Agent resources from local disk oTempﬂralﬁgEﬁt... 4.10.2051.0 20‘2‘”’03)’09 19:12:31 With CM: 4.3.1858.4353
[:| Mative Supplicant Profile oTemporalAgent... 4.10.6011.0 2022/03/24 11:49:19 Cisco Temporal Agent fo...
O AnyGonnact Configuration ZonnectComplian... 4.3.2716... 2022/03/24 11:49:39  AnyConnect Windows C...
0 AnyConnect Posture Profile ve Supplicant Pro... Not Applic... 2016/10/06 20:01:12  Pre-configured Native S..,

AMP Enabler Profile
0 HESERANIE oAgentlessOSX  4.10.2051.0 2021/08/09 19:12:36  With CM: 4.3.1858.4353

Agant Protile Sattings  Mave Profil
AnyConnect Posture Profile

Nama *
LinuxACPostung

Dageription:

Agent Behavior

Farameter Value Description

Enable dobug log o fog Enables the debug log on the agent

Oporate on non-802.1X wireless No b Enabdes the sgent 1o operate on non-802.1X wireless natworks.

Enable signature check Ho by Check the signature of executables before running them

Log file size 13 MH The maximum agent log file size

Remediation timar 4 e I tha user falls to remediate within this specified time, mark them as non-compliant
Stenlth Mods Cisabiad v Anndnnr.-r.l can act as sither clentless or standard mode, When stealth mode is

enabded, it rune &8 B sonvice without any usar interlace.

Enable natifications in stealth moda Disablad Display user notifications aven when in Stealth moda
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13EHA|. 0| 0| M E S %}t0f| A= Posture Probes Backup List(ZA X ZZH #iQ] S 5)5 MEH
Choose(41=), PSN/Standalone FQDN(PSN/= &2 FQDN) &t & Select Save(X & A1EH)
EHStH |_| [_—_|.-
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Choose PSNs

Choogse spacilic PSNs or cluster virtual 1IPs as the backup st @
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries,

ise30.ciscoise.lab = {3

14%tH|. Posture Protocols(ZA X Z 2 E 2) > Discovery Host(Zd4 S AE)0|M PSN/S2E =
|p Xj\E & O|o|'|__||:|.

15EHA|. Discovery Backup Server 551} Select Choose0llA PSN EE£ S 2% FQDNE MEist D
SelectE MEYELICEH



Choose PSNs

Choose specific PSNs or cluster virtual IPs as the backup list to
which AnyConnect sends posture state synchronization probes. You
can choose a maximum of 6 entries.

List of PSNs

ise30.ciscoise.lab x (=)

16+ 7|, Server name rules(AMH O|& &) MH*E 2I5t0o] ZE AMEHol| 2135t 1 Call Home(#
&) S50l M PSN/Standalone IP FAE HOlfLICH E= A UEFIEE AISSH0d HERF Ll 2
£ &R PSN2 LUR[AIZ = U&LICHO: *.acme.com).

Posture Protocol
Para=aler Walue Dredet riplicen

This ks ihe agent reiry period il there is a Passive Reassesameni comenunication

PRA rotransmissicon Bme 139 T
Faliare:

Aatransmissicn Delay B s Tiena (in seconds] o wait belone retnying.

Bateangmiggian Lims '] Mismiber of retries allowsd for & MeSSage.

Emter arry IP address or FQDN that is routed theough o NAD. The NAD detects and

e (- REREE]
Dlacovary hoat redirects that Wiep traffic to the Client Provisioning portal.

By Selial, AmyCoansct dandi didccownidy probes 16 all the Chds ISE PENS
Discovery Backup Saerver List 1 PSNs) soguantially i the PSN i unreachable. Choose specific PSME &i 1P Backup s
and redtrict e ndded 15 which .ﬁ.-wﬂurnur,l sondi disgonicy piobad

& list of wildcarded, comma-separated rames that defines the servers that the

r naema rul = 3
Server name rules agent can conmect to. E.g. ® *.cleco.com®

A st of IP acdrasses, that defines the all the Policy senvice nodas that the agent
Call Hema List LLEREREE | will try o connect 10 i the PSN tha suthenticated the endpoint dossn't respond
for S0M reason.

.ﬁr'rr,n-mu:'. agont will cemtinuduthy Iry B0 roach diaccamry Largais [emlirpetian
Back-off Timer ] FreeY tEigatE Bnd pepvicudly eonnactod PENG) by sonding the deovidy packals il iy
e tirme limit (8 resched

17E-A|. Add(F=7}F) > AnyConnect Configuration(AnyConnect Z1X|18|0|4)& S 2I8tL|C}



Client Provisioning Policy
Resources

Client Provisioning Portal

* Select AnyConnect Package:

Configuration
Name:

LinuxAnyConnect Configuration

Description:

Resources

Edit _I_ Add . Juplicate

O0|0(0|0| B

0.5085.0v

AnyConnectDesktopWindows 4.10.5085.0

Agent resources from Cisco site

Agent resources from local disk

Mative Supplicant Profile

AnyConnect Configuration

AnyConnect Posture Profile

AMP Enabler Profile

AnyConnectDesktopLinux 4.10.5085.0

Ll

Ll



Description Value Notes

* Compliance

3.2028.Q
Module 9
AnyConnectComplianceModuleLinux64 4.3.1676.0
AnyConnectComplianceModuleLlinux64 4.3.2028.0
AnyConnect

AnyConnect Module Selection

ISE Posture

VPN
ASA Posture | |
Network

Visibility D
Diagnostic

and Reporting | ]
Tool



Profile Selection

* |ISE Posture CPosture v

VPN

LinuxACPosture
Network
Visibility
Customer
S

Feedback

o2 A3 &304 Submit(M&E)S MEIEFLIC.
18EHAH|. MEAS Dt o™ Adg FHLCH

19EHA|. Work Centers(2r] ME]) > Posture(E A %]) > Client Provisioning(22I0|21E Z 2 H|X{'d)
> Client Provisioning Portals(2ct0|HE Z2H|XM' X &)E MEIFFLICH

Overview Metwork Devices Client Provisioning Policy Elements Posture Policy Policy Sets Troubleshoot

i Client Provisioning Portals

Resourcas

CHent Provisioning Portal You can edit and customize the default Client Provisioning portal and create additional ones

Create

Client Provisioning Portal
(default)

Default portal and user
experence used (o install the
posture agents and verify
compliance on usar's devices

20EHA|. Portal Settings(Z & %) AM of2{of| M QlE{Ho|A X ZEE MBS T 1| O|X[of CHE
Teto| fo{E DS MEIE £ Q&LIC} Select Employee, SISE_Users and Domain Users(Z}&,
SISE_AME At & L H|QI AL& X} 41EH)
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Configure authorized groups
Uszer account with Super admin privilege or ERS admin privilege will have access to the portal

Available Chosen

ALL_ACCOLUNTS (default) Employee

GROUP_ACCOUNTS (default)

OWN_ACCOUNTS (default) [ <]
Choose all Clear all
21EHA|. Log ettings(2 12! H 0|x| A%) ot2{oll M Enable auto Log In(AXtS 21921 &M

geS
E[RA=X] EHAELICH

—

in Pa
2 £ 80| EAsl

~ Login Page Settings

Enable Auto Login ®
Maximum failed login attempts before
rate limiting: 5 (1 -999)
Time between login attempts when
rate limiting: 2 (1 - 999)
[] Include an
AUP as link -~
[J Require acceptan::e

[] Require scrolling to end of
AUP

22CHA|. @ 2% Mo M Save(KE)E ME{EHLICH



23EHA|. Work Centers(ZH] ME]) > Posture(Z A ) > Client Provisioning(20|HE Z 2 H|X{'d)
> Client Provisioning Policy(220|1E Z2H|X{'d HAM)E MEigrL|C}

24FHAH|. CPPOIM 10S T2 ol Y= ol % 8t4 E = 25t 1 Duplicate Above(9l EXl)E M=
grch

25EtAH|. £ 2|2 O|E € LinuxPosture2 K| & gfL|Ct.

26 A, Z1Hofl A AnyConnect ZAI|12{|0|ME HO|ME R MEAEHL|CE

#1: 0| B2 Y &4 ZE EELCI22 AnyConnect ZAI| 00| AR Z TME|IEZ &
AE|X| et & LIC.

Cllant Provishonin a

Client Provisioning Policy

27EH. 2 E FBLIDH
28EHA|. KBS FE LI
NEE SRR

29EHAH|. Work Centers(Ze] ME]) > Posture(4 Ell) > Policy Elements(Z% 2 4) > Conditions(Z= 74
) > File(Tt )& MEAEILICH AddE M=4EFLICEH

30EtAH|.TESTFileg® TtY =71 0|Eo 2 ™Mo|sl1 C}
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File Condition

Name * TESTFile
Description
* Operating System  Linux All W

Compliance Module Any version

* File Type FileExistence -
* File Path home A Testfile.csv
* File Operator Exists A

FileExistence.O| I} ! 5l Q |, 22|10 27d0| HEQIK|
EolstL|Ct ol SME t'E—*.'%P H ot b A Sol fEAS AAME Zet giaLct

:|o
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El
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o
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30
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Ha=p Jpwiating Lyanem s Culiin Pl i il il n Poanyre Type (=T [Tt Frarmgia] e ALnons

3 Linuxol HE HIAIX| HAEE 7 Yo 2 BF X|etX| ef&LICH

2T MY TH L

. 29 AA|: Linux 25
-TMEEF ZE4x
. dEff fE AnyConnect
L2 Y Ex 25 Y o0|ME(OSE MEiE & AI8 TtHS)
- OE QY CHE D E DS MENSt & MEds = QA £l 1.

33EHA|. Work Centers(2Fd #IE]) > Posture(ZEAX) > Posture Policy(ZA X HAl)E MEisL|C}

34EA|. Edit on any policy(&&of CHEt TE)E MEHSI 1 Insert New policy Define
LinuxPosturePolicy Policy(Af Z3%H40]| LinuxPosturePolicy 3%l Z9|)E 0|§ 22 MEi5t 1 32EHA|
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Posture Policy

Blete Pl Oiesi N L ] Cymraley Tyate=a o e Mt Fattere Tpre Ry G L ]

Posture General Settings ;

Remediation Timer |4 | Minutes
Metwork Transition Delay | 3 | Seconds (i
Default Posture Status | Compliant "| i
| Automatically Close Login Success Screen After |0 | Seconds i
~ Continuous Monitoring Interval | 5 ‘ Minutes i

Acceptable Use Policy in Stealth Mode

Posture Lease
*) Perform posture assessment every time a user connects to the network

Perform posture assessment every 1 Days (i

| Cache Last Known Posture Compliant Status

Last Known Posture Compliant State | 31 | [pays v

rot
W
0

Posture General Settings(ZA % Yt M%) MMo| 52 2 CtE&4t Z&Lct.

. I ElO|H: O| M2 SEt0IHUETL At o Ef ZHE =8l oF st= AlZtS HolgfLlct
AnyConnect Z1I| 18|00 7 EtO|H7t 4&LICt. O EtO|H= AnyConnect7t OfL|Z}
ISES L|CH.

. 7|8 AEf AEl: o] AL Linux 7|8 2 XA 20| UA| ofO|FEE AldlE £ gl 2
M™ == ZAX OO|MET} Qi= ClHO|AO]| CHEF ZARX HEHE MBELIC

- g RLUET 7 0| MH2 =X QIES| QIHIEE|E & 5t= O E2(7H0|M L st= 0]
ZHol MELICH o] ™2 AnyConnectl M 2 LIE{R! C|0|E{1E ™ &3l of PE HIZ & X|™
g LCt.

- ARIA BEO| 2B 715 Bt AL EH: 0| Mol CHEt 5 7HX| ME A2 RHE E= HESY
L|Ct. Block2 AUP7} £QIE|X| i 2 B2 ARIA EE AnyConnect 22t0|1E 7| TIHE[X| ¢



£S5 guch Contmue(ﬁl-’—'?-)% 835tH AUP(AnyConnectl| ARIA ZE MY M8 Al BF
O|E)E &¢Ql5t x| efote ARMA HE ZEIOIAUET} A& TI-AE = J&LICH
T Bt

A HE7te A EN -r-IEi 20| 528 T4 LA RILICE "Posture Protocol(ZA X Z2EZ)

oM ZAX MEIHE 23l AnyConnect O0|HMEE Fdst= WS =QIFI&LICH oo|MEE

g Zm|aefolMdel EP0|D101I 2t HolEl PSNE F7(|Me 2 2*0._|°.=.*LIEP.

RAO0| PSNO|| &5t PSNE siiE IS Z QIE od8tof CHEt ISE ZAT|ado|ME 7|Hte 2 A

SR LML, ‘é!R?_FXI 0{F & ZYELICE Seto|HET EBIHE SotstH PSNE2 A= ZQIE 9|

ZAXN S8 MEIE fXI6tD TAXN 2|A7F AEHEELCH A=EXZQIETL R E 7o Alufsted 2 A
~ & EAT HIE%QE HEE D EXfetEH AN 2[ATF MZHELICH

36HAl. Policy(&#) > Policy Elements(&& 2 &) > Results(Z1}) > Authorization(# & §£09) >
Authorization Profile(T8t §04 Z 21} Q)& MEYBILICH F 7+ MEY

37EtA|. Wired_RedirectE Het 504 T 202 HO|5t 1 CFS OIS FAEHLICH

~ Common Tasks

Web Redirectior

ent Provisioning (Posture) ACL ACL_REDIRECT _AV A Value Client Provisioning Portal (defi

Static IP/Host name/FQDN

AULD Smart Hort

38EHA| MY S MEELICH
39EtAH. Tet fof HA 74

Posture0l|= M| 7tX| AP 71 & HEH F0{ 73 0] U&LICH

- AN =

Ct.

2. F Hml 732 1HE8 E55tK| e dEXQIEQ HBE Q15 S fEFLICH
I MEF i 2F SUS AU E A&LICH & A=XQIEE ZEI0|YME ZEH|KE
ZHE Z[C|HMSte A FHE HeE Fo{ Z20UE A ELCH

3. 2T R M3 QB W ZAX & HEZQIEQ AUX|SHH AHH 75 El PermitAccess
et 20 Z20tUS AFS & LICH

Policy(Z#) > Policy Set ( M ME)E MEIS T Wired 802.1x - MAB Created in the previous
E

x4
o
lab(O|H A&0iAM M E MAB)OI| CHE REZ st EE MEHRFLICH

[ — ]



B Hetwork_Accens Acsherscation Passed

SESE_UnkrdwnCompdans_Rede =

st AND Comphancn_\Uninown_(Davicey PotturelSE + o y o

B ISEAD Exiemairoaps. [OUALS cicoie tabvUsen/Diomain Users

B  Hon_Complians Devices
SE5E_MosComplarce fsdrect  AND (5  Metwors_Access sesherscaten Pauses FogturelSE + d o

AR ISEAD ExemaiGoogs EOUALS cicobe tabvUieri/Dioman Uiers

B Complani Duvices
S5E_Complance Daevice_Mccess AND [0 Mebeors_Acceds Scthentcation Paissd Wl + e o

A ISEAD ExtemaiGriupi EQUALS cicoine bW ien/Doman s

A9{xle] #Hu|3ef oM

o= #o[7t /g & AU&L

&3 ot +M4821B N % LIE}
C}. o47|01|'— ERQUWE D IH

>||

'HLICH IBNS 2.0 K| &9
o| Z&HELct

usernane <admi n> privilege 15 secret <password>

aaa new nodel

|

aaa group server radius RAD | SE GRP
server nanme <i sepsnnode_1> server nanme ! aaa authentication dotlx default group RAD | SE GRP aaa
aut hori zation network default group RAD | SE GRP aaa accounting update periodic 5 aaa accounting
dot 1x default start-stop group RAD | SE GRP aaa accounting dot1x default start-stop group
RAD | SE GRP ! aaa server radius dynanm c-author client server-key client server-key ! aaa
session-id common ! authentication critical recovery delay 1000 access-session tenplate nonitor
epm | oggi ng ! dot1x systemauth-control dotlx critical eapol ! # For Access Interfaces:
interface range G gabitEthernetx/y/z - zz

description VA CE-and- Dat a

switchport access vlan

swi tchport node access

swi tchport voice vlan

i p access-group ACL_DEFAULT in

aut hentication control-direction in # If supported

aut hentication event fail action next-nethod

aut hentication host-nbde nmulti-auth

aut henti cati on open

aut henti cation order dotlx mab

aut hentication priority dotlx nab

aut hentication port-control auto

# Enables preiodic re-auth, default = 3,600secs
aut hentication periodic

# Configures re-auth and inactive timers to be sent by the server
aut hentication timer reauthenticate server

aut hentication tinmer inactivity server

aut hentication violation restrict

mab

snnp trap mac-notification change added

snnp trap mac-notification change renoved

dot 1x pae aut henti cator

dot 1x tinmeout tx-period 10

dot 1x tinmeout server-tineout 10

dot 1x max-req 3

dot 1x max-reauth-req 3

auto qos trust

# BEGIN - Dead Server Actions -

aut hentication event server dead action authorize vlan
aut hentication event server dead action authorize voice
aut hentication event server alive action reinitialize



# END - Dead Server Actions -

spanni ng-tree portfast
!

# ACL_DEFAULT #
I This ACL can be custonized to your needs, this is the very basic access allowed prior
! to authentication/authorization. Normally | CMP, Dorain Controller, DHCP and | SE
I http/https/ 8443 is included. Can be tailored to your needs.
1
ip access-list extended ACL_DEFAULT
pernmit udp any eq bootpc any eq boot ps
permit udp any any eq donain
pernmit icnmp any any
permit udp any any eq tftp
permit ip any host
permit ip any host
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
pernmit tcp any host eq ww
pernmit tcp any host eq 443
pernmit tcp any host eq 8443
1

# END-OF ACL_DEFAULT #
!

# ACL_REDIRECT #

! This ACL can be customnized to your needs, this ACL defines what is not redirected
I (with deny statenent) to the ISE. This ACL is used for captive web portal

I client provisioning, posture remnediation, and so on.

1

ip access-list extended ACL_REDI RECT_AV

remark Configure deny ip any host to allow access to
deny udp any any eq domain

deny tcp any any eq domain

deny udp any eq bootps any

deny udp any any eq boot pc

deny udp any eq bootpc any

remark deny redirection for | SE CPP/ Agent Di scovery
deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

deny tcp any host eq 8443

deny tcp any host eq 8905

deny udp any host eq 8905

deny tcp any host eq 8909

deny udp any host eq 8909

remark deny redirection for remedi ati on AV servers
deny ip any host

deny ip any host

remark deny redireciton for remedi ati on Patching servers
deny ip any host

remark redirect any http/https

permit tcp any any eq www

pernmit tcp any any eq 443

1

# END-OF ACL-REDIRECT #

1

ip radius source-interface

1

radi us-server attribute 6 on-for-1login-auth

radi us-server attribute 6 support-nultiple



radi us-server attribute 8 include-in-access-req
radi us-server attribute 55 include-in-acct-req
radi us-server attribute 55 access-request include
radi us-server attribute 25 access-request include
radi us-server attribute 31 nmac format ietf upper-case
radi us-server attribute 31 send nas-port-det ai
radi us-server vsa send accounting
radi us-server vsa send authentication
radi us-server dead-criteria tinme 30 tries 3

!
ip http server
ip http secure-server
ip http active-session-nmodul es none
ip http secure-active-session-nodul es none

1
radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!
radi us server

address ipv4 auth-port 1812 acct-port 1813

ti meout 10

retransmt 3

key

!
aaa group server radius RAD | SE GRP

server nane

server nane

!

mac address-table notification change

mac address-table notification mac-nove
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Settings = Network
Network
Wired
Bluetooth . )
Connected - 10000 Mb/s o
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3] Appearance VPN i
0 Notifications
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Q search
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*\ Settings Neltwork
Cancel
Security

B02.1x Security ()

Authentication Protected EAP (PEAP)

Anonymous identity EEInaE

CA certificate

Mo CA certificate is required

PEAP version | Automatic

Inner authentication  MSCHAPvVZ
Username manzoe
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Show password
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*5 Hotspot Login

atfuanfus
CISCO

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Start
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Activities &) Network Login *

*s Hotspot Login

stliaalie " i
:|'5::g Client Provisionil

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

4 Detecting if AnyConnect is installed and running...

2e{Zl Fo| Atg 22 2I5H AnyConnect7t X[ k|0] JUEHEtE O|& B XISHX| Z&Lct.
AnyConnect 22+0|¢IE 2 H#H5124 Alt-Tab T = Activities M7 2 AFS & LT}

Activities &Y Network Login v abr6 12:01

Hotspot Login

[ g

sl - .
e Client Provisionin

Device Security Check
Your computer requires security software to be installed before you can connect to the network.

Unable to detect AnyConnect Posture Agent

+ + This is my first time here

+ Remind me what to do next

1. If AnyConnect is already installed, start AnyConnect so it can check your device and give

you access in a few seconds.
2. If AnyConnect detects your device is missing security requirements, follow instructions in
AnyConnect to update your system. When your device meets security requirements, you

will be able to access the network.
3. You have 15 minutes to install and for the system scan to complete,

Tip: Leave AnyConnect running so it will automatically scan your device and connect you
faster next time you access this network,

You have 15 minutes to install and for the compliance check to complete
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Cisco AnyConnect Secure Mobility Client -

< System Scan
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*‘ Cisco AnyConnect Secure Mobility Client -

< System Scan
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$* Hotspot Login

gL Client Pro

Success

You now have Internet access through this network.
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Contack your sysbem administrator,
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