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Devi ce# configure term nal Device(config)# access-session attributes filter-list list TEST
Devi ce(config-comfilter-list)# vlan-id Device(config-comfilter-list)# exit Device(config)#
access-session accounting attributes filter-spec include |ist TEST Device(config)# access-
session authentication attributes filter-spec include |ist TEST Devi ce(config)# end

&1 "access-session accounting attributes filter-spec include list TEST" @& =35t™ IBNS
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Swi t ch(confi g)#access-session accounting attributes filter-spec include list TEST This operation
wi Il permanently convert all relevant authentication commands to their CPL control -policy

equi valents. As this conversion is irreversible and will disable the conversion CL
"authentication display [|egacy| newstyle]', you are strongly advised to back up your current
configuration before proceeding. Do you wi sh to continue? [yes]:
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/content/en/us/td/docs/ios-xml/ios/sec_usr_8021x/configuration/15-e/sec-usr-8021x-15-e-book/sec-vlan-dot1x-auth-request.pdf
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Swi tch#sh run interface Twl/0/3 Building configuration... Current configuration : 336 bytes !
interface TwoG gabitEthernet1/0/3 switchport access vlan 77 sw tchport nbde access devi ce-
tracking attach-policy DT_POLICY access-session host-node nulti-host access-session closed
access-sessi on port-control auto nmab dot1x pae authenticator spanning-tree portfast service-
policy type control subscriber POLICY_Twl/0/3 end Sw tch#

Swi t ch#sh auth sess inter Twl/0/3 details Interface: TwoG gabitEthernet1/0/3 I1F 1D O0x1FA6B281
MAC Address: c¢85b. 768f.51b4 | Pv6 Address: Unknown | Pv4 Address: 10.4.18.167 User-Nane: C8-5B-76-
8F-51-B4 Status: Authorized Domai n: DATA Oper host node: multi-host Qper control dir: both
Session tinmeout: N A Common Session | D: 33781F0A00000AE958E57COD Acct Session | D 0x0000000e
Handl e: 0x43000019 Current Policy: POLICY_Twl/0/3 Local Policies: Service Tenplate:

DEFAULT_LI NKSEC POLI CY_SHOULD SECURE (priority 150) Security Policy: Should Secure Server
Policies: Method status list: Method State nab Aut hc Success Switch#

ISE &



Overview

Ever

| b

Endpain i

Endpaint Frofla
AuThesnicalion Polcy
AuTrdFipation Palicy

AuThOrizann Fags

Authantication Details

Sawoe Timetamp
Recakod Timaitsnp
Poley Serves

Evant

Usgrname

LipsE Type

CiscaA\VFair

S0 A v alioe SO

G658 768F 51 68
GESE T8 EF 51 B0
[ Le: ]

Dbl >> MAS
Dveilaudr == Wil Dgssl

Pl ALTEES

AEFT=11=30 IT06:3%. 187
20T1=11=35 21:006:3%. 187

isalObIaameN

5100 Authenboation SuCosecesd

CHOBFREF-DUBE

L]

cls-pac-opagque="*"**,

service-types=Call Check,

Staps

11001 Recsed RADIUS Azcesi- Rogquest
11017 HADLES croated a new soiaisa

Getpcted MHart Loobg Listae [Sorvice-Typae @ Gall
Cneck (104 Sprmen Sz

150453 Ewalesing Policy Greup

15008 Evalasing Servics Selectan Palcy

15041 Evalasing denury Palicy

5040 Cuensd PP - Neerneli2e Asaus AsdiasF oo Typs

11627

15013 Selectad antty Souwce - IMomal Enapairs
Iitene -

i 3 uir B i i
IO, CH:BE7EEFS1EL

24311 Found Endpoing in intemadl Endponds [S1Dne
22037 Aurrenicauon Passed

24718 H5E has mae confirmed lazaly previaus successiul maching
athechcson for wrar mAsihe Dirgsiary

12036 Ebwalzating Aunboriztion Pakoy
1504E Quered PP - Hadies. Tunned-Privase - Gooup - 1D
1506 Seiected Aushorizaton Profic - Parmedooess

24208 Loaking up Endpaind im internal Endooines IC5mone -
CHAR TOEF A1 Bd

T4 Fousd Easgare in inte el Endparns IS0
11002 Hehseod HADLIS Accori-Aocept

audit-session-id=33781F0ADOD00AEASBEBBDBY,

method=mab,
client=iif-id=491113166,
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