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::E;Eg Identity Services Engine Home » Context Visibility » Operations » Policy * Administration » Work Centers

»System  » Identity Management  » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC
Deployment  Licensing  » Certificates  » Logging  » Maintenance  Upgrade  » Backup & Restore  » Admin Access v Settings
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Client Provisioning tem Time Configuration
NTP Server Configuration NTP Authentication Ke

FIPS Mode

Security Settings ¥ System Time Configuration

S Time Zone | UTC

» Posture

Profiling ¥ NTP Server Configuration

» Protocols NTP Server1 | ... | ey [none v

— NTP Server 2 | | Key [None v

TS NTP Server 3 | | Key [None v]

SMS Gateway

5 Reset
System Time ave Si
ERS Settings
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oA 228t HMAC(Hashed Message Authentication Code) Zf2 ME{SHLICE

NTP Authentication Key

KeyID |1

HMAC md5

Key Value | essecsne

3EHAl. OK(EF2)E Z =!8t C}2 Save Authentication Keys(@!15 7| ME)E S=IgLICH NTP
Server Configuration(NTP A Z1x|2i0|M) e 2 FotzfLCt.

4EHA|. OlM 7| E&CH20 M 3E A 788 7] IDE 2 + A&LICH oi2d 7| ID7F 7 EE B2



s 7| IDE E2lgL|Cct O3 Cl S SaveE E21&FLLCE.

System Time Configuration
[ NTP Authentication Keys

¥ System Time Configuration

Time Zone  UTC

¥ NTP Server Configuration

NTP Server 1 | cvuscy.acs o Key |NDFIE| - |
Mone
NTP Server 2 Key |1 <= |
NTP Server 3 Key [None * |
Save | Reset
CLI EHA|
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admin(config)# ntp authentication-key ?

<1-65535> Key number >>> This 1is the Key ID

admin(config)# ntp authentication-key 1 ? >>> Here you can choose the HMAC value

md5 MD5 authentication

shal SHA1l authentication

sha256 SHA256 authentication

sha512 SHA512 authentication

admin(config)# ntp authentication-key 1 md5 ? >>> You can choose either to paste the hash of the actual
hash Specifies an ENCRYPTED (hashed) key follows

plain Specifies an UNENCRYPTED plain text key follows

admin(config)# ntp authentication-key 1 md5 plain Ntpl23 >>> Ensure there are no spaces given at the en

2CHA| NTP MHHE Holstm 1EHAH A 8 7| IDE e4Z2EL|Ct.

admin(config)# ntp server IP/HOSTNAME ?
key Peer key number
<cr> Carriage return.

admin(config)# ntp serve IP/HOSTNAME key ?



<1-65535>

admin(config)# ntp serve IP/HOSTNAME key 1 ?
<cr> Carriage return.

admin(config)# ntp serve IP/HOSTNAME key 1
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ntp authentication-key 1 md5 Ntpl23 >>> The same key that you configured on ISE
ntp authenticate
ntp master STRATUM

ISEL| AL:

show ntp BEE AFSELICEH NTP Q150 H3 8t NTP M2t S7|3HE ISEE & QIsH ok &f LICt.

admin# sh ntp
Configured NTP Servers:
NTP_SERVER_IP

Reference ID : 0A6A23B1 (NTP_SERVER_IP)

Stratum : 3

Ref time (UTC) : Fri Mar 26 09:14:31 2021

System time : 0.000008235 seconds fast of NTP time
Last offset : +0.000003193 seconds

RMS offset : 0.000020295 seconds

Frequency : 10.472 ppm slow

Residual freq : +0.000 ppm

Skew : 0.018 ppm

Root delay : 0.000571255 seconds

Root dispersion : 0.000375993 seconds

Update interval : 519.3 seconds

Leap status : Normal >>> If there is any issue in NTP synchronization, it shows "Not synchronised".

210 Number of sources =1
MS Name/IP address Stratum Poll Reach LastRx Last sample

A* NTP_SERVER_IP 2 9 377 100 +3853ns[+7046ns] +/- 684us

M indicates the mode of the source.
A server, = peer, # local reference clock.

S indicates the state of the sources.
Current time source, + Candidate, x False ticker, ? Connectivity lost, ~ Too much variability



Warning: Output results can conflict at the time of changing synchronization.
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https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvw78019/
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