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1. CentOS M

11 2E AXE CIHEZIE MAEHL|CE

nkdir -p /ciscol/ engi neer

1.2. MEX 258 dd&Lich

groupadd tac

1.3. O| BHEE2 AEXHE Main CIRE2|(Tt )0l F7hstT AEX7F & AX|Lofol| Fst= = X[H
gfLCH,

useradd -d /ciscol/engineer -s /sbin/nologin engineer
usernod -aG tac engi neer

& 1:EZH 9| /sbin/nologin £&22 A& X7t SSH(Secure Shell)& 3l 210!
EbHLICEH
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1.4. 7:”‘/—'7‘5HAi El‘%% ?JEE%EI- Elﬁ!iel% g"g‘ﬂLlEl-

nkdir -p /ciscolengineer/repo
1.4.1 C|HE2| ot of CHet Hets d™EEL ot

chown -R engineer:tac /cisco/engineer/repo
find /ciscol/engineer/repo -type d -exec chnmod 2775 {} \+
find /ciscol/engineer/repo -type f -exec chnod 664 {} \+

1.5. CentOS MH7I QB M 2Rl =™st= CIHEE(Qt It U S BHELICH
CIHEZ:
nkdir /ciscol/ engi neer/.ssh

chown engi neer: engi neer /cisco/ engi neer/.ssh
chnod 700 /cisco/ engi neer/.ssh



_t':l

touch /ciscol/ engi neer/.ssh/authori zed_keys
chown engi neer: engi neer /cisco/ engi neer/.ssh/authorized_keys
chnod 600 /cisco/ engi neer/.ssh/authorized_keys

1.6. sshd_config A|AE Ttoi 2301 Hetg A& Lct

oS HWEstEA™ vim Linux £ 0| BE &7 AL E &+ U&LICH

vim/etc/ssh/sshd_config
1.6.1 otefoll X|’HE g FItefLct.

#Subsystem sftp /usr/|ibexec/ openssh/sftp-server
Subsystem sftp internal -sftp

Mat ch Group tac

ChrootDirectory %

X11For war di ng no

Al | owTCPFor war di ng no

For ceCommand i nternal -sftp

sshd -t

|>
ﬂIIlIl

1.8. SSH AH| CFAl A|ZFEFLICE

systentt| restart sshd

FH:UF Linux A= seleclinuxZt 28 k|o{ IS =2 0| Of7¢H+E = elstE{H
getenforce BHE AEE = USLICLHYE MR A ZEQI B2 HESE HARLICH

1.9. (M= AHE}) semanage.conf It g TEISt04 A|0| SIS LIS MYgrLct.

vi m /et c/sel i nux/ semanage. conf
setenforce 0 BHE S FI}tgfLICH.

setenforce0
2. ISE M{E 4L +4

2.1. ISE 2 2H = AR QAEH0|AGUNE Sl MEAE AlS FIHELICH

TE>AAE fX| #E>MHEL>FEIHE ME{RILIC
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2.2 KA Ao X5 AS oladstLc).

Roepoaiong LSt » Add Repository
Repository Configuration
" Repository Name | sftp_pkd

* Protocel [SFTP =]

* Secver Name | 10,88 240,10 |

“Path [/ |

Credentials

* Enatla P¥I autherticaton [

" Liger Name | engineer

* Passwold

| subrrit JECL

#Ha:Ax|L|ojo| RE CIHMEZ| CHAl repo CIFEE|of HMASOF 5t B O B2
Irepo/040F EFL|C}.

rr

Host ey of sftp server must be added throwgh (LT using ‘crypto host_key add” exec command before this
repository can be used. Also ensure that the host key string matches the host name used in the LIRL of the
repository condiguration, To acoess thie P enabied repository, genemte key pairs from the GUI and expoet the
Pl kiry onbo your local maching, Copy this public key onba the PRI enabled SFTP server and a4 It to the
‘suthorined_keys' lile

3. ISE MH{ollAM 7| & & MAdgrLict.

3.1. ISE GUI

o|O|x|oll EZA|E! CHZ Administration>System Maintenance>Repository>Generate 7| $2 2 0|5
ghct.

KT A0 CHEH A S HMAE d22{M ISE GUI & CLI(Command Line
Interface)0i| M 7| ‘&2 435l oF B LICt.
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3.1.2. 370 7|1& WHELICT

ZE>AIAE fX| #E>XMEA>SIH 7| LIELHZ|2 o|SErLcH.

370 7| HE W7 |& MEYEFLICHid_rsa.pubZt= O|§ 22 mto| MHEELICHLISH & X

T E HEZGEK] §|-0|)
. [ Opening id_rsa.pub

ou have chosen to open:
id_rsa.pub

which is: PEM file (396 bytes)
from: https://10.88.240.96

What should Firefox do with this file?
Open with  Choose..,
O Save File

Da this automatically for files like this from now on.

3.2. ISE CLI

3.2.1. MEA FNHE 228 9| CLIZ O|sELICE
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3.2.2. Linux MH2| IPE host_key AIAE mt ol F=7tstedH O BHEE A-ATLICH

to host key add host <Linux server |P>

3.2.3. 22 CLI 7|& AMAAstL|C}.

criito kei ienerate rsa iassihrase <iassihrase>

3.24. 0| BHEZ ALE5t0q ISEL| CLIGIM S7H 7| & LHEHL|CH

crypto key export <nanme of the file> repository <repository nane>

AT 7 YUe LR £ Qls oMol HMA JHSEH K{FF AT} Qlo{ok B L|CH.
| ise24htts/admin# crypto key export public repository FTP |
4. S8t

vi m/cisco/ engi neer/.ssh/aut hori zed_keys
4.3. Generate key pairs A0 4 2! 6 EHA|MH HHE LIS SALSH04 2o &L

ISE GUIOIAH MME S7H 7|
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1. Linux A BE{0{ A
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tail -f /var/log/secure

o|0|X|ol EAIE CHZ £340| E AlZ|o{oF ELICt.

[reat@localbadt =)@ eall = fvarflopliecurs

Apr 1T T1:AT:RY lesslhont
[t p LT

Apr 1T 21:AF:0F lecalhaat
Apr LT 21:AT:HY lesslhost
ApE 1T 21r3B12F letalhost
FlUupGEXLWLE bo sl

Apr LT Z1:RE;IT lesslhont
ApE 1T 21r3B13F Llesalhost
[ |

2. ISE &8

pehd| 6881170 Accepted puglickey for reot from LD.24. 148,

aiyitend| 4t8117): pam_wadelayitesd=wior:deanion): senslon
sehdl diBL1T0: pam wndwieshd:sssslenl; seppien spinsd for

sahal SEA2BLN: Aeeepred publichey far enpinesr fros 18,24,

syeiendl dbB20E ] pam_ndsleystend-erer; SaERionl; sERElen
sahd[ SEE20E 0 pas_wndwissmdrdesslenl! sessien Spessd Tor

AYELICHEY™E A E5to] ot

o
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I3 part GIUGF wphd: REL FHATES ;HNHNDTATVIDEDL TyagfL KOGRIWF s

ppaned Far uder roof by {ulde@|
uper reet by (ulds@l
180, 104 port &L164 sahdy Gl SHADGE | MSSpIN T YEDEDLT egh LEDEE S

opentd far user anginesr by (udded)
uidr englnesr by [uided)

GUI0{ M Administration>System>Maintenance>RepositoryZ O[S &L |C}.
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By e = Prodsd o L L]

3l @ E% SlEhol Server Response(AMH SH) 7t E A& 10| F Alx|o{ok & LLCt.

n Sy RO o
Reposbory vakdsted successfully

CLI0I M show repo sftp _pki BHEE A#H5to] 7|2 ASELIC.

ISEE F7I2 C|HZsE2{H CLIoM ChS BHE S A-efL/ct

debug transfer 7
o|O|X|oll EAIEl CHZ &20| E A|z|o{oF ErL|Ct.

i e

https://www.cisco.com/c/en/us/td/docs/security/ise/2-
2/admin_guide/b _ise_admin guide 22/b ise _admin_quide 22 chapter 01011.html
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