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Microsoft Windows Active Directory 2003 —
Microsoft Windows Active Directory 2003 R2 —
Microsoft Windows Active Directory 2008 —
Microsoft Windows Active Directory 2008 R2 —
Microsoft Windows Active Directory 2012 —
Microsoft Windows Active Directory 2012 R2 —
Microsoft Windows Active Directory 2016 —

LDAP At

SunONE LDAP C|HE 2| A{H ™ 5.2
OpenLDAP C|HE 2| MH] 7% 2.4.23

2 E LDAP v3 5 & MH —

EZ MH

RSA ACE/AMH 6.x Al2|=

RSA @I& &elxt 7.x U 8.x AlE|=

2 E RADIUS RFC 2865 £ & E& MH —
SAML(Security Assertion Markup Language) SSO(Single Sign-On)
Microsoft Azure

OAM(Oracle Access Manager) ™ 11.1.2.2.0
OIF(Oracle Identity Federation) H™ 11.1.1.2.0
PingFederate A{H{ % 6.10.0.4
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ZE SAMLV2 & ID 32% —
ODBC(Open Database Connectivity) ID 2&~4

Microsoft SQL Server(MS SQL) Microsoft SQL Server 2012

otz Enterprise Edition 2 2|A&
12.1.0.2.0

PostgreSQL 9

AtO[H|O|A 16

OtOlsql 6.3

AM 2I(HAE AR AXE)

Ho|AS —

ODBC & Zix|zzfolM

O| Z4x| 1 ef|0| M2 Microsoft SQLUIAM £F M2 LE5t7| f{s =~ ELICH

1E7|. SQL Server Management Studio(A|Zf M|+ > Microsoft SQL Server)E 301 H|O|E{H|O|A
g ohELCH.

':'-:.:,:- Microsoft SQL Server Management Studio

File Edit WView Debug Tools Window Community Help

: Bl New Query | [y | 5y iy P | LB |5 Il & | B

Comect- 43 %3 m T (2] 5
= Lﬂ localhost (SQL Server 10.50. 1600 - BABALAND\ac
= 3
= [ Sy MNew Database...
¥
T Attach...
U Restore Database...
¥
3 Datl Restore Files and Filegroups...
Ej Seait Start PowerShell
_l Server
1 Replica Reports >
5% SOL Sef Refresh

2EH7. o|§ 2 ™5t olo|EHIo|A & BHELICE.
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g Gonera 1
2 Opti
T ons Database name: [1sEDE
Chwrier: |c-:lsfau|'l> _J
¥ Use ful fext indexing
Datahase files:
Logical Name | File Type | Fiegoup | Inial... | Autogrowth Path
ISEDB Rows Data  PRIMARY .L2} By 1 MB, unrestricted gro... B C\Program Files Microsoft SGL Server' M5, .
ISEDB_log Log Mot Appl 1 By 10 percent, unrestrict., o C:\Program Fles'Microsoft SQL Server'MS
Server
localhost
Cornection:
BABALAND\administrator
W7 Miew connection propedies
4| | 1|
W | e |
ok | conca |
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fle Edit Mew Project Debug Table Designer

Tools Window Help

P - Sl @ | ey BG4 0@B(9-0-8-5 5]

AT B = v [ T e i
Object Explorer
Connect> % 3] m T [2] .h

WIN-R4PMESFSC 16\[N..¥_DB - dbo.Table_2* X

_ICoh.lmNﬂne

I

DataType | AllowNuls |

5 |3 WIN-R4PMESFSC16\INFY_MS_SQL_SERV (SQL 4 [ | Username

B C3 Databases
[# [ System Databases
# [ Database Snapshots
= [ NFY_DB
i Database Diagrams
[E 3 Tables
L3 System Tables
|1 FieTables
=1 dbo.Table_1
[ Views
B [ Synonyms
_J Programmability
[ Service Broker
_ Storage
F 3 Security
3 Users
[# [ Roles
[# [ Schemas
F 3 Asymmetric Keys
[ Certificates
[# [ Symmetric Keys

® Ca Daiabase Audit Speciﬁcatimil;l
(3

_| VLAN
Projectld
UserGroup

[

varchar (MAX)
varchar(MAX)
varchar(MAX)

: varchar(MAX)

=18 x|

Allow Mulls
Data Type
Default Value or Binding

B Table Designer
Crillaticn

UserGroup
Yes
varchar(MAX)

<databass default=

(General)




Player‘"||l'dﬂJ Qﬂ& :

l-._:. SQLQuery3_testsgl - WIN-RAPMESFSC16\INFY_MS_SQL_SERV.INFY DB (WIN-R - Iﬂ’lil
File Edit WView Query Project Debug Tools Window Help

Pl Sl | newouery I FRL T B9 -S-05] »

: 97 g | v e || Y Exeate Poebug B 30 5 |57 PN 2|EE|L%

Object Explorer A IOl S0l Query3_test.sql - S\Administrator (54))* X
Connect> &) % m 7 7] .§ FICREATE PROCEDURE [dbo]. [ISE

= (s WIN-R4PMESFSC16\INFY_MS_SQL_SERV (St E'E;‘f'"—ld MECHHC25)
B 3 Databases
(L3 System Databases EIREGTE
[ [ Database Snapshots .—::IF EXIS Sl_S!ELE[T Username
g l__j INFY_DB | FROM TestTable

@ [ Database Diagrams | WHERE Username=fluser_id)
@ [ Tables EISELECT 8,1,2,3, 'This is a very good user’

& Gl Views f:?:ETEstTa:le . B
@CasS yms L sername=@user_i

P = | ELSE

E "Ij'i :r::::;::gw E_SELEET @, 'ERROR’
[# [ Storage LN
® [ Security

[ Security

| Server Objects

[ Replication

[ AlwaysOn High Availability

| Management

[ Integration Services Catalogs

I_f,’.) SQL Server Agent




F.. sQLQuery4_test.sql - WIN-R4PMESFSC16\INFY_MS_SQL_SERV.INFY_DB (WIN-R4PMESFSC16\Administrator (5 =121 x]
Fie Edit View OQuery Project Debug Tools Window Help

P S | newouery PR & B0 - - S-0 g »
i 4 {f | [y DB || ¥ Execute Popebug ® v 30 & |37 | LIS 2| EE|A

Object Explorer Sl 501 Query4_test.sql - 6\Administrator (54)) X
Connect~ &) @) m 7 7] .§ EICREATE PROCEDURE [dbo].[SGTRetrieval]

= | WIN-RPMESFSCI6\NFY_MS_SQL_SERV (St f@user_group varchar(255), @result int output
= 3 Databases . _J;GIN

# [ System Databases '_'_ B Ry g = )

& [ Database Snapshots =|IF EXISTS(SELECT * FROM TestTable WHERE Usergroup=guser group)

= [J Y8 HISER
# [3 Database Diagrams Set. presiit=0 . ]
@ [ Tables Select sgt from TestTable2 where 5GT in (select SGT FROM TestTable:
@ L@ Views Ene
@ C@ Synonyms Set @result=1
[ A Programmability END
[® [ Service Broker
[ [ Storage
M 3 Security

4 [ Security

M 3 Server Objects

= [ Replication

# [ AlwaysOn High Availability

& [ Management

# [ Integration Services Catalogs
& [ SQL Server Agent
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Device)= A AL At SHES IBN £2F M9 AAA QI PSNOi| HEFEFLICEH PSN2 Active
Directory ID MEAE AEXQIE X3 ZHE ASSHT AASAIE QIS FLICH HE Fo{ HME2
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. Cisco ISEE 2|82 DB7} M35t ZE 7
. O| &8 M2 Cisco ISE & & A|&to o|E35HX| et &LICH.

B
Ol £F M| Et™2 Chst Z&LCh

. Q|2 DBE J=ZQIE Xt ZH
. Q| DB7} PSNAEH 2ZZof i
ofl A 3=™ Ay x|x{o| ELict.

. Q|2 DB Z2AMA L MRE RX| 2EI57| I8t FII x|Alo| ZeghL|cH
- DBO]| CHBt user-ide| =& ZAL|zlO|/HMS 2 Qs @ FE 12450 &LLCt.

2 MeH Frt 223210l EE
82 0| £F M2 WANO] el =ZQIE AAAHIOIE 55

Q| DB M& Zm|ao|M
0| M0l AH= Microsoft SQLO| @18 XM 2 AIEZ|= 2|5 DBE EA|ELICH

1EtA|. Administration(Z 2]) > External Identity Source(2/% ID £&24) > ODBC M| A Cisco
ISE2| ODBC Identity Store(ODBC ID M&E4)E Mgstn A4S HAEFLCH



b ldenlibes  Groups  Exbamal ldently Sources

External Identity Sources
R B
* [ Cenvticate Authenticatien Profile

5 Astive Dineetory

£ LosF

(& OoBC

_E RADIUZ Taksn

_E REA Secudd

5 S4ML id Providers

[ Social Login

ODBC List = ISE_ODBC

ODBC Identity Source
General

ODBC DB connection details

* Hostname/lP[: port]

ldanlity Source Sequences b Saltings

QOB List » Mew ODBC Identity Source
ODBC Identity Source
Ganaral Connaction

*Name | sDa_s0L

Description

Stored Proceguras

bast-ad-ca.cisco.com

* Database name | [SEDB

Admin username

Admin password

| ISEDBUSer

AR

*Timeout | 5

Stored Procadures

Attributes

Attributes

Groups

Groups

-
| Test connection

*Hetnes | 1

* Database type

Test Connection

Microsoft SCL Sery

Stored Procedures

{) Piain text password authentication - Not Configured
«) Plain text password fetching - Not Configured

¢) Check username or machine exists - Not Configured
{) Fetch groups - Not Configured
{) Fetch attributes - Not Configured

Connection succeeded

L Close |

2EH7|. ODBC T 0| X| 2] Stored Procedures(M% T2 A|X]) B{ 2 Z 0|5 5104 Cisco ISE0|A A A E

ZZAXME FEELICH



QODBC List > SDA_SQL
ODBC Identity Source
Genaral Connection Stored Procedures Attributes Groups
Stored procedure type | Returns recordset hd
Plain text password authentication | @ @
Plain text password fetching | | @ &
Check username or machine exists [ | Do|
Fetch groups | | @& &
Fetch attributes | sGTRetrieval |®& &
Search for MAC Address in format | 00-500-500=000=200=00 *

3CHA|. &ol2 2|5 ODBC ID AA0AM AFE2 XL IDS| EAME 7HASLICE.
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Q0BG Lisl » SDA_SOL
DB Identity Source
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S| .
- - W Garer Conredion Stored Procedures s
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Salect Attributes from ODBC

Sampia User or Maching | tearl

i

[ Mame
[#] sol

Tyne
STRING

Defaull Value
1

Roatrigve Attriubes

Mame in ISE

54l

0K

| Cancel
— &

9 Mew lacatic

ACHA| P8t Ho{ Z2el2 M5t T 7 LICH Cisco ISE0IM Policy(H2l) > Results(A1t) >
Authorization profile(#4 8t 504 L 21}2l) > Advance Attributes Settings(1= &4 HA&)Z 0|53t
0 £/ 2 Cisco:cisco-av-pair2 MEAFL|Ct. gt& <name of ODBC database>:sgt2 MEE CtS

1o= -1

Mg,

'Icll‘:lcl'oh + Operations + Administration + Work Centers

Home + Context Visibility

Identity Services Engine

Policy Sets  Profiling Posture  Client Provisioning = ~ Policy Elemenis

Dictionarias v Conditions  ~ Results

e Authorization Profile

+ Authentication *Name [SQL AuthZ |

Description | ]

= Authorization

* Access Type [ACCESS ACCERT -]

Authorization Profiles

Downloadable ACLs Network Device Profile ik Cisco | » | @
Lailing Service Template
» Posture Track Movement

Passive Identity Tracking
+ Client Provisioning

+ Common Tasks

Security Group

¥ VLAN Tag D 31 Edit Tag | |D/Name | 100

Voice Demain Permission

‘Web Redirection (CWA, MDM, NSP, CPP) i

+ Advanced Attributes Settings

| Cisco:cisco-av-pair | =|sDA_sqL:sat

5EHA|. ek Hof HAME MASt 1 F4ELIC} Cisco ISE0 A Policy(Z2Y) > Policy sets(&2 Elgt

= OO

) > Authorization Policy(T 8 504 ) > Add(F7HZE OIS ELCH ID £AA71 SQL AHRI B2 =



=S LICH Result(Zt) Z 2t S 0|0 448t Authorization(HEH F0{) Z2HU=Z M
LICE.

vl
EN
=H

I ﬂIIO

" O
7 AupnonzE

¥ Aunorization Poiicy - Gioba
~ susmorizaion Pacy (18

Fesuits

Profiles Security Croups HE3 Actions

BEHH. AIBRIE 1Bt T HEt2 Roisted 2ole flsl 20l AgRIoH BT E sgt7t ZEEL
Ct.
Result

State ReauthSession:/ACT1004320000108702FD9BB4

Class CACSACI004320000109702FD9BEA POD4-ISE/293950587/330

Tunnel-Type (tag="1) WLAN

Tunnel-Medium-Type itag=1) 802

Tunnel-Private-Group-1D (tag=1) 400

19:59: 0T 19:23:82: 2027 01:56:1 2:9d:389:b9:64, 32 7d ad: b6 b7 33:19: 08461 6:da:
EAP-Key-Name atb7 737 13:73:d3:7e19:50:8d:32:53:d9:6d:24.0c:08:65:48.36:16.ec el ff31:5
bh:84fe:sd:ad 1bbaGd:80:d7 0aeah2

cisco-av-pair cts:gecurity-group-tag=0011-0

MS-MPPE-Send-Key b

MS-MPPE-Recv-Key R

LicenseTypes Base license consumed

Session Events

20170912 04:28:46.89 RADIUS Accounting watchdog update

2017-09-12 04:28:43.708 Authentication succeeded

20170912 04:24:37.459 Authentication succeadead
&5M 93 EZ (Post ISE 2.7)
ISE 2.7 O|F 2| M3t £0{ £ ODBCH M 7tXE 5= U2MH(0: Vlan, SGT, ACL) O|2H&F EM2

Ao AL E = U&LICH



ol £F Mo M Cisco ISE= Microsoft SQLI S&EILICH MS SQL2 2151}t Hst 20{E (& ID
MEAZ AI2EL|CH AEZQIEO| X4 ZHO| PSNO A2 &2 MS SQL DBOH CHaH Al s™HE
A ELCt HEt 2o{ A2 MS SQL DBE & X510 AFKF ID7F X2 AF2E|= SGT/VLANT
e et 0'“ 743}% 7t SLCt.

Dot1x endpoint

L

°|F DB A& 7u|efo|M

<L

|ZEHS VLAN ID 2 SGT2 & 74 MS SQL DBE MAI5t24TH o] EA{o| SEE o A

1EtA|. Administration(Z 2]) > External Identity Source(2/5F ID &24) > ODBC M|+ A Cisco
ISEC| ODBC ID MEAE MMStT HAZAE E|AEELICE

Administration - Identity Management

Groups External Identity Sources dentity Source Seguenc

Sequences Settings

External Identity Sources
QDEC Identity Source

Certificate Authentication F General

Active Directory
LDAP e
ODBC
< SDA_S0OL
RADIUS Token
RSA SecurlD

SAML |4 Providers

Soclal Loghn



2E+7|. ODBC H| 0| X| 2| Stored Procedures(M% T2 A|X]) RIS 2 0|5 36+01 Cisco ISE0|A 44 El
Z2AME FHELICH

Administration - Identity Management
dentities Groups External ldentity Sources dentily Source Sequences Settings

Extarnal Identity Sourcas L
QDBC Identity Source

Certificate Authentication F eral Sonnection Stored Proceduras Anributes
Active Directary
LDAP Stored procedure type  Returns recordset ~
908G Plain text password aushentication  ISEAuthUser
< SDA_S0L
ext password fatching  ISEFetchPas
RADIUS Token
R3A SecurlD CHECK LESTEME OF MAching xists
SAML Id Providers
Soclal Login s
€ bute ngs
@ [ Ao

|3 ODBC ID &0 M AFS A} IDS| &E & 7HMELICH

o

&AL 2els

= Cisco Administration - [demtity Management

Groups External ldentity Sources dentity Source Sequences Settings

External Identity Sources B s
ODBC Identity Source

Cerilficate Authenilcation F enera adlures Attributes
Active Directory
LDAP
L Dafault Valua Nama In ISE
ODBC
<3 SDA_SQOL

RADIUS Token

RS5A SecurlD

SAML Id Providers

Soclal Login




External Identity Sources

External Identity Sources
QDBC Identity Source

Certificate Authentication F Attriputes

Aetive Directory

LDAP
Name Type Default Value Name in ISE

ODBC
SDaA_SOL
RADIUS Token

RSA SecurlD

Soclal Login

ATHA|, Mt Hof Z2mlQls Mstn 7 LTt Cisco ISE0 A Policy(Z%4) > Results(21}) >
Authorization profile(# & £04{ 2 1} 2l) > Advance Attributes Settings(1= B4 A&)Z 0|53t
0{ £ & Cisco:cisco-av-pair2 MEHEILI|C} 22 <name of ODBC database>:sgt2 ME4 g L|C}.

So=E -4

Common Tasks( 2t £Fd) of2ioi A VLAN with ID/Name as <name of ODBC database>:vlan2
MESE T MEELCH
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