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- Cisco ISE(Identity Services Engine)
- REST API
- JSON
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APl Request and Response flow

GET ( Identity Group Details_Retrieval
‘ 200 ( details in JSON Representation)

POST ( User Creation) ’
‘ 201(Created)

GET { User Details_Retrieval) }
‘ 200 ( details in JSON Representation)

PUT ( User Details Modification) }
‘ 200 ( updated field)
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APl £& URL:
https://<ISE IP>:9060/ers/config/identityGroup
APl &£ 9| 3{|H:

HTTP 'Content-Type' SlICd:  application/json
HTTP 'Accept' 31| : application/json

ID 1§ MME 8t JSON ZE

{ "ldentityGoup": { "nanme": "
odl:

POST ( Identity Group Creation) ) _
' 201(Created)
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Request

POST - https://10.71.244.140:9060/ers/config/identitygroup

Headers~

Content-Type application/json

Accept application/json

+Add header

Basic auth~

ersadmin

Request bodyv

Type Custom

“name": "
"descripti " user group for testing”,
"parent”: "NAC Group:NAC:IdentityGroups:User Identity Groups®

Response (0.711s) - https://10.71.244.140:9060/ers/config/identitygroup

201 Created

Headers >

ID 28 ML A4

Pl Z& URL:

Show password?

https://<ISE IP>:9060/ers/config/identityGroup?filter=name.CONTAINS.<ID 1 & O|&>

APl £ 9| 3l|:
HTTP 'Content-Type' SlICd:  application/json
HTTP 'Accept' 31| H: application/json

of:
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GET j .140:9060/ers/config/identitygroup?filter=name.CONTAINS.testusergroup Send request

Headersv

Content-Type application/json i

Accept application/json

+Add header
Basic auth

ersadmin Show password?

Response (0.786s) - https://10.71.244.140:9060/ers/config/identitygroup ?filter=name.CONTAINS.testusergroup

200 o«

Headers >

{
"SearchResult": {
"total": 1,
“resources": [
{
"id": "bb6ae7220-4289-11lea-aB4@-cee7c3felbld",
“name": "testusergroup";
"description”: " User group for testing",
“link": {
"rel": "self"”,

“"href": “https://10.71.244.140:9060/ers/config/identitygroup/b6ae7220-4289-11ea-a840-cee7c3felbld"”
"type": "application/xml"
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APl £& URL:

https://<ISE IP>:9060/ers/config/internaluser/

APl & 9| l|:

HTTP 28X 89 3ld: application/json
HTTP Accept 3llH: application/json
ANEXt dMHE 28 JSON 2=

{ "InternalUser": { "name": "

(IR



Request “ T+

POST - https://10.71.244.140:9060/ers/config/internaluser/ Send request

Headersv
Content-Type application/json i
Accept application/jsen il

+Add header
Basic authv

ersadmin  ssesese Show password?

Request body

Type Customn
{
“InternalUsex®: {
"name": "testl23",
"email": "test@cisco.com",

"enabled": true,
"password”: "Letmein!l”,

"firstName": "test”,

“+ false,

"identityGroups": "b6ae7220-4289-1lea-a840-ceelc3felbld", y

Response (80.364s) - https://10.71.244.140:9060/ers/config/internaluser/

201 Created

Headers >
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https://<ISE IP>:9060/ers/config/internaluser

8 1:0| URLE AI85104 AFEAHE EHE-RE &= U &LICHfirstName, lastName, identityGroup,
name, description, email, enabledE Al835101 AL XIE ZE{2E -’F W& L—|Ef.
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https://<ISE IP>:9060/ers/config/internaluser?filter=<ZE{2l0] Ar £/ EEQ| O|&/
>.CONTAINS.<EE{Jo] A8 &l HEQ| 24>

API 2 & 9| il

HTTP 2Bl |8 3. application/json
HTTP Accept 3llH: application/json
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Request ol - I
GET - 140:9060/ers/config/internaluser?filter=email.CONTAINS.test@cisco.com
Headers~
Content-Type application/json i}
Accept application/json i }

+Add header
Basic authv

ersadmin Show password?

Response (1.348s) - https://10.71.244.140:9060/ers/config/internaluserfilter=email. CONTAINS.test@cisco.com

200 o«

Headers >
{

“SearchResult": {
"total": 1,
"resources": [
{
*id": "be9aee27-2212-4a77-aBe9-3092ba3b636e",
"name": "testl23",
"link": {
"rel": "self",

"href": "https://108.71.244,140:9060,/ers/config/internaluser/be%aee27-22f2-4a77-aBe9-3092ba3b636e",
“type": "application/xml"
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APl 3 & URL:

https://<ISE IP>:9060/ers/config/internaluser/<4Et A0l M HHet Z2MAE AF8 3501 AL AL IDE
2t &LIch>

Q| LI 4CHH | dHEEt T2 A

M504 BF2 href URLYLICE.

o

APl 2 £ 9| &l|H:

HTTP 2E= &8 dH: application/json
HTTP Accept 3ll: application/json
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AMEXRF RHE 5 o] CHsr JSON 2 E:

{ "Internal User": { "id":

Request Ol - B
PUT j 140:9060/ers/config/internaluser/be%ee27-22f2-4a77-a8e9=-3092ba3b636e Send request
Headers~
Content-Type application/json &
Accept application/json i
+Add header
Basic authv
ersadmin  sssesases Show password?
Request body~
Type Custorn -
{
"InternalUser”: {
"id": "beY%aee27-22f2-4a77-aBef-3092ba3bgi6e”,
"name": "testl23",
"password": "Letmein!3",
"enablePassword”: "Letmein!3”
}
}
v

Response (2.177s) - hitps://10.71.244.140:9060/ers/config/internaluser/be9aee27-22{2-4a77-aBe9-3092ba3b636e

200 o«

Cte& &l

ID 2&2 &Ql5t24™ ISE GUIO|A Administration(22l) > Identity Management(ID & 2) >
Groups(1®) > Identity Groups(ID L&) > User Identity Group(At& X} ID 2 &)2 2 O|S &rL|Ct.

Verify users(At& At 2 1) Administration(Z 2l) > Identity Management(ID #2|) > Identities(ID) >
Users(AH2 A} E ISE GUIZ O|S&tLC}.
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