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= Cisco |SE Administration - System

Deployment Licensing Certificates Lagging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Edit Certificate Template

Gertificate Management

Certificate Authority

Ovarview
Issued Cortificates Subjirct
Cartificate Authority Certifica.. Common Name {CN) SUserName$

Internal CA Settings

i MAC Address

Glient Authentication || Server Authentication

3Bl FM Z= ol cHet 7|8 MEA = oteds gLt

ISE > Work Centers(%f2d 4lE{) > BYOD > Client Provisioning(22}0|21E Z2H|AH'J)2 2 O|S &
LICtAdd(FE7HE 225t EECH20|A Native Supplicant Profile (NSP)(7 |2 AIEA Z 2 E
(NSP)2 MeEfst|ct.

0{7|M SSID O|§2 H 'SSID BYODE £33} 7| FMol 91745 o= 1} = sHok &HL|C} Protocol
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= Cisco Work Centers - BYQD

Client Provisioning

Row
Dy
] E
Wirsless Profie .
WPAD Enborprin
SSID Name Prox cate Templ...
= Optional Settings

Windows
Settings

| Authentication Mo Usor |

4EHA|. Windows & x|0f CHEt E2I0|HE Z2H|X{'d HAME OrEL|C}.

ISE > Work Centers > BYOD > Client Provisioning > Client Provisioning Policy= O|S &L EI‘ 2d
E

M AN E Windows ALLE ME4SHLICE 0| EHAHIO| A A4 A4 El WinSPWizard 3.0.0.2 2! NSPE MEHE!
L|C}.

Work Centers - BYOD
Client Provisioning

Client Provisioning Policy

Rule Name Identity Groups Operating Systems Other Conditions Results
5 Apple I05 A Conditica(s) 5 P
] Android Android Canditicn(s)
: o ”I o
H MAC 0F Mac 05X Condition(s)

5Er7|. BYOD ClHFO|&Z SSEIX| o2 ClHHO|A0 CHEF Het F0 Z2ut S HELICH

ocood

ISE > Policy > Policy Elements > Results > Authorization > Authorization Profiles > AddZ O|S &t
LICt.

Common Task(28 £r])0oll A Native Supplicant Provisioning(7|& AI&XI T2 H|X{'d)2 ME
LictwLcoll MM E Z|C|2MH ACL O|E 2 Holst1 BYOD ZEHE MENEFL|CH |2 ZHO0| AISEH

LICt &% BYOD ZEH2 4ME £ /U &LICHISE > Work Centers(2H¢] ME]) > BYOD > Portals
and components(jhE4 UM QA2 0|53t Add(F7HE E=IEHLICH.



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

e YOD Wireless Radiract
Authentication 3 BYOD_Wireless_Redirect I

Authorization

’ 4
I Authorization Profiles * Accass Type
s o
Downloadable ACLs

Wotwerk Dovice Prafile g% Ciseo  « @
Profiling

Service Template [m]
Pestine Track Movemeant ]

Aganiless Posture (m]
Client Provisionin —

v Passive Identity Tracking (O (0
~ Common Tasks
Wab Radirection (CWA, MDM, NSP, CPP
Native Supplicant Provisioning ACL BYOD-Inita: ~ value BYOD Portal (default) w

6EHH|. CIZEM =2 Ulele AAISHL|C},

ISE > #E|> 2|8 ID AA > QIS A
LI 7|2 QI =2t e AFEEFLICH

= Cisco ISE Administration - Identity Management

Identities Groups External Identity Sources Identity Source Sequences Settings

+ cen_profile
External Identity Sources

Certificate Authentication Profile

1 Certificate Authentication F

< cert_profile

“4 Preloaded_Certificate_Prof Description

1 Active Directory

“1 ADJoioint 4
& LDAP
I ODBC dentity Stare [mot apy w
1 RADIUS Token
! RSA SecurlD Use Identity From o Certificate Attribute Subject - Common M: A
1 SAML Id Providers
1 Social Login
Match Client Certificate Against Q Never
Certificate In identity Store () o ks
@]
7EAL ID £4 NEAE HH3D 0T EAoIM HuE oIS Z2Tee HsIL Tl oI5
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Administration - Identity Management
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T

|dentities Groups External Identity Sources Identity Source Sequences Settings

For_leap

Identity Source Sequence

~ Identity Source Sequence

BYOD_id_Store

~ Certificate Based Authentication

Select Centificate Authentication Profile cert_profile -

~ Authentication Search List

A set of identity sources that will be accessed in sequence until first authentication succeeds

Available Selected

dpoints nternal Users
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= Cisco ISE Policy - Policy Sets 'y

~ Authentication Policy (1)

(+) Status  Rule Name Conditions Use

Q

BYOD_id_Store

[ Default

> Options
> Authorization Policy - Local Exceptions
» Awthorization Policy - Global Exceptions
“ Authorization Policy (3)
Results
(+) Status Rule Name Conditions Profiles Security Groups

2

Q

B Natwork Access-EapAuthentication EQUALS EAP-TLS
[ ] Full_Accesss AND PermitAccess x Select from list

k  EndPolnts BYODRegistration EQUALS Yes

[ ] BYOD_Rediract k EndPoints: BYODRegistration EQUALS Unknown BYOD_Wireless_Redira.. = Select from list

WLC HIm|ago|M

1EHA|. WLCO M Radius ME{E FA8HLICt.

Security(E 2F) > AAA > Radius > Authentication(2/5)2 2 0|SgrLct.

afr]n

CISCO MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers > Edit
s Server Index 7

General
* RADIUS Server Address{Ipv4/Ipvé) 10.106.32.119

Authentication

Accounting Shared Secret Format |ASCII v
::Itllt:ai::mw il Shared Secret [sesesaes ® |
DNS Confirm Shared Secret |'“"""' @ I
Downloaded AVP
¥ TACACS+
LDAP HEY.\ieap [) (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Local Net Users IApﬂpiy Cisco ISE Default settings I
MAC Filtenng .
w Disabled Clients Apply Cisco ACA Default settings I
User Login Policies
AP Policies I“"“"'t ulolliaa s I
Password Policies Server Status Enabled ™ |
b Local EAP [Soeport for con | Enabled w ||
Advanced EAP Server Timeout 5 seconds
¥ Priority Order Network User Enable
b Certificate Management Enable
» Access Control Lists Management Retransmit Timeout 5 |seconds
) Wireless Protection Tunnel Proxy [ Enable
Policies
Reaim List
b Web Auth § i
PAC Provisioning [ Enable
b TrustSec —
1PSec LA Enable
Local Policies
Cisco ACA [ Enable
b Umbrella

Advanced

-



Security(E ) > AAA > Radius > Accounting(Z|d #2|)2 2 o|S&fLct.

MONITOR  WLANS

SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

cisco
Security

* AAA
General
» RADIUS
Authentication
Accounting
Auth Cached Users
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users
MAC Filtering
= Disabled Clients
User Login Policies
AP Policies
Password Policies

v

Local EAP

Advanced EAP
Priority Order

-

b 4

Certificate

Access Control Lists

-

Wireless Protection
Policies

w

Web Auth

TrustSec

-

CONTROLLER ~ WIRELESS

RADIUS Accounting Servers > Edit

Server Index

7

I Server Address(Ipv4/Ipvé)

10.106.32.118 |

Shared Secret Format
Shared Secret
Confirm Shared Secret

Apply Cisco ACA Default settings

[AscIT v

]

IPort Number

1813 I

Server Status
Server Timeout
MNetwork User
Management
Tunnel Proxy
Realm List

PAC Provisioning
IPSec

Cisco ACA

2E+A|. Dot1x SSIDE T &fLICt.

CIsCO

Enabled
|5 seconds

Enable
[J Enable
[ enable

[ Enable
[l Enable

[ Enable

COMMANDS

HELP

FEEDBACK

WLANSs

* WLANsS
WLANS

b Advanced

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANSs > Edit 'BYOD-Dot1x'
General | Qos | Policy-Mapping | Advanced
Profile Name |BYOD-Dotix [ |
Type WLAN
SsID | BYOD-Dot1x |
Status Enabled

Security Policies

Radio Policy

[WPA2][Auth(802.1%)]

(Modifications done under security tab will appear after applying the changes.)

| an ~

I Interface/Interface Group(G)

| management v ]

Multicast Vlan Feature
Broadcast SSID
NAS-ID

Lobby Admin Access [l

| Enabled
Enabled

|none
|




Cisco

MONITOR CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS

HELP

FEEDBACK

WLANs

* WLANsS
WLANS

b Advanced

alealn,

Cisco

MONITOR  WILANS

WLANs

WLANSs > Edit 'BYOD-Dot1x'

| taver2 | tayers | AaAservers |
Layer 2 Security & | wPA2+WPA3 v
Security Type Enterprise » |
MAC Filtering 2 (]

WPA2+WPA3 Parameters

Policy Bweaz  [weas

Eneryption Cipher Bccmpizs(aes)  [ccmpess [ecmpize  [ecMp2se
Fast Transition

Fast Transition

Over the D5

Reassociation Timeout

Seconds

Protected Management Frame

Disabled »

Authentication Key Management 12

PMF

802.1X-SHA1 Enable

CONTROLLER ~ WIRELESS SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

WLANSs

* WLANs
WLANS

b Advanced

WLANSs > Edit

‘BYOD-Dot1x'

Select AAA servers below to override use of default servers on this WLAN
RADIUS Servers

RADIUS Server Overwrite interface [_|Enabled

Apply Cisco ISE Default Settings Enabled I

Authentication Servers Accounting Servers

Enabled Enabled Enable
Server 1 [IP:10.106.32.119, Port:1812 ~ |[1P:10.106.32.119, Port:1813 v |
Server 2 | None ~ || None W |
Server 3 |None v || None v |
Server 4 | None ~ || None v |
Server 5 | None v |[ None v |
Server 6 |None ~ || None v |

Authorization ACA Server
[ enabled

Mano e

Accounting ACA Server
() Enabled

Carsar hMnna s

EAP Parameters

|



alval.

Cisco

MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY  MANAGEMENT

COMMANDS

HELP  FEEDBACK

WLANSs

~ WLANs
WLANS

¢ Advanced

3EHAl ClHtO|& Z2H[X 'S I8t MEHE HMAE MBSt

WLANSs > Edit 'BYOD-Dot1x'

| General | Security | QoS | Policy-Mapping || Advanced

[ Allow AAA Override Enabled I
Coverage Hole Detection Enabled
Enable Session Timeout g i_l 200 |
Session Timeout (secs)
Aironet IE Edenabled
Dlagnostic Channel 12 [Jenabled
Override Interface ACL Pvd [None V| 1Pv6 [None v |
Layer2 Acl
URL ACL
P2P Blocking Action [Disabled  ~]
Client Exclusion 2 Benabled | 180 e
Timeout Value {secs)
Maximum Allowed Clients & |a |
Static 1P Tunneling 42 [CJenatled
Wi-Fi Direct Clients Policy [Disabled ~ ]
Maximum Allowed Clients Per AP Radio  [200 |
Clear HotSpot Configuration

L_lEnabled

=3
=

DHCP
DHCP Server | Override
DHCP Addr. Assignment ) Required

Management Frame Protection (MFP)

DTIM Period (in beacon intervals)

802.11a/n (1-255) |1
802.11b/g/n (1 - 255) |1 |

NAC

NAC State [ISENAC v |

Lead Balancing and Band Select

Client Lead Balancing
Client Band Select

Passive Client

2IC|EM ACLE T dE LI

- DHCP %! DNsof| Ciet UDP E2HE 3{&(DHCPE 72X E §&F)
- ISEQtO| &4l
- CHE Ei=lg HRELIoH

0|Z:BYOD-Initial(EE & 3 £ o

MONITOR

WLAY HELF  FEEDBA

Security

¥ AAA

¥ Local EAP
Advanced EAP

¥ Priority Order

b Certificate

= Access Control Lists

CPU Access Control Lists
* FlexConneck ACLs

Layer2 ACLs

URL ACLs

Wireless Protection
Policies

¥ Web Auth

¥ TrustSec
Local Policies

b Umbrella

b Advanced

MAccess Control Lists > Edit

General
Agcess Lisk Name BYOD-Initial ]
Deny Counters a

Seq  Action

4
A

Source IP/Hask Destination I[P/ Mazk Protocol

Permit 0.0.0.0 / 0.0.0 0.0.0.0 / 0.0.0.0 upe Ay
Parmit 0.0.0.0 / 0.0.0.0 10.106.32.11% / 255.255.255.255 Any Ay
Permit 10.106.32.119 / 255.255.255.255 0.0.0.0 / 0.0.0.0 Any Any
Deny 0.0.0.0 J00.0.0 0.0.0.0 /0.0.0.0 ANy any

Source Port

Dest Port Dsee Direction Number of Hits
any Any  Any 0
Any Any Any o
Any Any  Any 0
ANy Any Any Q



= Cisco ISE Oparations - RADIUS
Live Logs Live Sessions
Misconfigured Supplicants Misconfigured Network Devices RADIUS Drops Cllent Stopped Responding

0

Tima Statis Datails
W -

Now 29, 2020 11:12:47.4 [ &

Now 20, 2020 11:13:47.2 ] &

Now 20, 2020 11:10:52.9 B 3

1. XS 2018 | AF2XIE A XL O|ET H|ZHHS
M AH& Xt= Redirect Rule BYOD-RedirectE A& &L

Cisco ISE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

Répi...

0 1 0

Repeat Counter

0

w t ds ~

Idantity Endpaint ID ldantity Group  Authenti..  Authorization Policy Authorization Profiles &
ianity Endpaing iD identiy Group Authonticsr  Autherization Pailcy Authorizasion Prafiles £
ot ] Duser SOIIE-AMEL B Wireless >, Wirsleas >> Full_Acceess PormitAccess W
AsgistoredDevices  Wirsless > Wirsleas »> Full_Accesss Permithzeess w

dat Prafiled Wirsless = Wiralads =5 BYOD_Redicoct BYOD_Wisabess_Rodiact T

l m|m
Q'I_I
Avd
U
m
>
'U
oI_>|
m|o

5200 Authentication succeeded

dot1xuser

50:3E:AAE4:81:B6 &

TP-LINK-Device

Wireless >> Default

Wireless >> BYOD_Redirect

BYOD_Wireless_Redirect

%H
TOoH|

grLICHISEo]|



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

User Type

Endpoint Id

Calling Station Id
Endpoint Profile

Authentication |dentity
Store

Identity Group
Audit Session Id

Authentication Method

2020-11-29 11:10:57.955

2020-11-29 11:10:57.955

isee30-primary

5200 Authentication succeeded

dot1xuser

User

50:3E:AA:E4:81:B6

50-3e-aa-ed4-81-b6

TP-LINK-Device

Internal Users

Profiled

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

PEAP (EAP-MSCHAPv2)

2.BYOD S8 £ AFEXte=
A&LCt.

Service Type

Network Device

Framed

WLC1

EZ & x|of F7tx|T O|X| EAP-TLSE £

aH

S0 A AMA HEFS



Cisco |SE

Overview

Event

Username

Endpoint Id

Endpoint Profile
Authentication Policy
Authorization Policy

Authorization Result

5200 Authentication succeeded
dot1xuser

50:3E:AA:E4:81:B6 &
Windows10-Workstation
Wireless >> Default

Wireless >> Full_Acceess

PermitAccess



Cisco ISE

Authentication Details

Source Timestamp
Received Timestamp
Policy Server

Event

Username

Endpoint |d

Calling Station Id

Endpoint Profile

2020-11-29 11:13:47.246

2020-11-29 11:13:47.246

isee30-primary

5200 Authentication succeeded

dot1xuser

50:3E:AA:E4:81:B6

50-3e-aa-e4-81-b6

Windows10-Waorkstation

ldentity Group

RegisteredDevices

Audit Session Id

Authentication Method

0a6a21b20000009a5fc3d3ad

dot1x

Authentication Protocol

EAP-TLS

Service Type

Network Device

LY & x| 2 &l

Framed

WLC1

MyDevices Portal(Lif C|H}O|A Z&)2 O|SstD A4 SHE AtEstod 21 IgfL|Ct. C|HO|A Of
51 S5 ¢EIE 2 = U&LICH

MyDevices Z &0 CiEt URLES d&& = U&LICH
ISE > Work Centers(%f 4IE{) > BYOD > Portal and Components(Z& & 74 24) > My

Devices Portal(L} C|H}0|A Z &) > Login Settings(212! A&)2 0|§# CHS Fully Qualified
URLS =dgrLct.



dot1xuser v i

AL L
CII!': CIO' My Devices Portal

Manage Devices

Meed to add a device? Select Add. Was your device lost or stolen? Select your device from the list to manage it.

Mumber of registered devices:2/5
.

MAC Address...

[J MAC Address Device Name Description Status
[0  50:3E:AA:E4:81:B6 MyWindows Device Registered
e | -
&2xl si&
ek "E
BYOD ZZMA 2| AL PSN ==9| C|HH20iA O] ISE 7+ LA E & d3}5HofF grLct.

scep - scep 211 HA|X|.CH& 21 filesguest.log & ise-psc.log.

client-webapp - Q| Z 2t HIAIX|E B ots 78 LA LICHCH4 21 1t - ise-psc.log

Iél- %I-

ol

portal-web-action - £2}0|21E T2 H|X{'d HZH x| te 4 A Lchofd 27

- guest.log.

portal - 2 & Z & #¢d O|HIEL

o

4 27 1Y - guest.log

portal-session-manager -CH& =27 1t - & MM g C[EH2 HIA|X] - gues.log

ca-service- ca-service M| A|X| -CH& 21 1} -caservice.log %! caservice-misc.log
ca-service-cert- ca-service @!&Z M HIA|X| - CH& 21 1Y - caservice.log X caservice-misc.log

admin-ca- ca-service admin messages -CH4& 21 1t ise-psc.log, caservice.log & casrvice-
misc.log

certprovisioningportal- /5 A T2 H|X{'d Z& HA|X| -CH4 27 1Y ise-psc.log
nsf- NSF 2% HIA|X| -CH& 27 1t Y ise-psc.log

nsf-session- MM FHA| 2t HIA|X| -CH& 27 1Y ise-psc.log

runtime-AAA- £ & ZEL] O|HIE]L|CHCHA 21 1Y - prrt-server.log.
SClo|¢ES 29| B2

%temp%\spwProfileLog.txt® & &L|CH(0dl:C:\Users\<At &%} O| &
>\AppData\Local\Temp\spwProfileLog.txt



oy 2 B
ISE 21
ZTI7| HMA - 2|C|2ME ACLTF 74 BYOD ZEHE 2|C|HM URLE A28t Ct.

prri-server.log-

Radi us, 2020- 12- 02 05: 43: 52, 395, DEBUG, 0x7f 433e6b8700, cnt x=0008590803, sesn=i see30-

primary/ 392215758/ 699, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e-aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=254 Length=459 [1] User-Nane -

val ue: [dot1lxuser] [25] O ass - value: [****] [79] EAP-Message - value: [/ [80] Message-

Aut henticator - value: [.2{webU ApO5<Z] [26] cisco-av-pair - value: [url-redirect-acl =BYOD
Initial] [26] cisco-av-pair - value: [url-

redirect=https://10. 106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009f 5f c770c7&port al =7f 8
ac563- 3304- 4f 25- 845d- be9f aac3c44f &act i on=nsp&t oken=53a2119de6893df 6¢c6f ca25c8d6bd061] [26] Ms-
MPPE- Send- Key - value: [****] [26] MS-MPPE-Recv-Key - value: [****] |, RADI USHandl er. cpp: 2216

%|E AL8R7H E MOIEZ 0|S5t2{ AlEstod WLCOI| 2|3l ISE 2IC|=M URLE EICI-ME 3

o
T .

Guest.log -

2020- 12- 02 05:43: 58,339 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec-5] []
comcisco.ise.portal.Gateway -::- Gateway Paranms (after update):

redi rect =www. nsf t connecttest.coniredirect client_nmnac=null daysToExpiry=null ap_mac=null
switch_url=null w an=null action=nsp sessionl d=0a6a21b20000009f 5f c770c7 portal =7f 8ac563- 3304-

4f 25- 845d- be9f aac3c44f i sExpired=null token=53a2119de6893df 6c6fca25c8d6bd061 2020- 12- 02

05: 43: 58,339 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-5][]

ci sco.ise.portal webaction. utils.RadiusSessionUtil -::- sessionld=0a6a21b20000009f 5fc770c7 :

t oken=53a2119de6893df 6¢c6f ca25c8d6bd061 2020- 12- 02 05: 43: 58, 339 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-5][] cisco.ise.portalwebaction.utils.RadiusSessionUtil -::- Session

t oken successfully validated. 2020-12-02 05:43:58, 344 DEBUG [ https-jsse-nio-10.106.32. 119- 8443-
exec-5][] cisco.ise.portal.util.PortalUils -::- UserAgent : Mzilla/5.0 (Wndows NT 10.0;

W n64; x64; rv:83.0) Gecko/20100101 Firefox/83.0 2020-12-02 05:43:58, 344 DEBUG [ https-j sse-ni o-
10. 106. 32. 119- 8443-exec-5][] cisco.ise.portal.util.PortalUils -::- isMzilla: true 2020-12-02
05: 43: 58, 344 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-5][] comci sco.ise.portal.CGateway -
::- url: /portal/Portal Setup. action?portal =7f 8ac563- 3304- 4f 25- 845d-

be9f aac3c44f &sessi onl d=0a6a21b20000009f 5f c770c7&act i on=nspé&r edi r ect =ww. nsf t connectt est. con¥@Fre
di rect 2020-12-02 05:43:58, 355 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-7][]

ci sco.ise.portal webaction.controller.Portal Flom nterceptor -::- start guest flow interceptor...
2020- 12- 02 05:43: 58,356 DEBUG [ https-jsse-nio-10.106.32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Executing action Portal Setup via request
/portal /Portal Setup. acti on 2020- 12- 02 05: 43: 58, 356 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction. actions. Portal SetupAction -::- executeAction... 2020-12-02
05: 43: 58,360 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Result from action, Portal Setup: success
2020- 12- 02 05:43: 58,360 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-7][]

ci sco.ise.portal webaction. acti ons. BasePortal Action -::- Action Portal Setup Conpl ete for request
/portal/Portal Setup. acti on 2020- 12- 02 05: 43: 58, 360 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cpm guestaccess. fl owmranager. processor. Portal Fl owProcessor -::- Current flow step:

INIT, otherlnfo=id: 226ea25b-5e45-43f 5- b79d- f b59cab96def 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-

j sse-ni o-10. 106. 32. 119- 8443-exec-7][] cpm guest access. fl owranager . st ep. St epExecutor -::- Getting
next flow step for INIT with TranEnum=PROCEED 2020-12- 02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmmanager. st ep. St epExecutor -::- StepTran for

St ep=I Nl T=> tranEnum=PROCEED, t oStep=BYOD_WELCOVE 2020-12-02 05: 43: 58, 361 DEBUG [ htt ps-j sse-ni o-
10. 106. 32. 119- 8443-exec-7][] cpm guest access. f| owmranager. st ep. St epExecutor -::- Find Next

St ep=BYOD_WVELCOME 2020- 12- 02 05:43: 58,361 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec- 7] []

cpm guest access. f | owmmanager . st ep. St epExecutor -::- Step : BYOD WELCOVE will be visible! 2020-12-



02 05:43:58,361 DEBUG [ https-jsse-nio-10.106. 32. 119-8443-exec-7][]

cpm guest access. f | ownmanager . st ep. St epExecutor -::- Returning next step =BYOD _WELCOME 2020-12-02
05: 43: 58,362 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443-exec-7][]
cpm guest access. f | owmanager . adapt or . Port al User Adapt or Factory -::- Looking up Guest user with

uni queSubj ect | d=5f 5592a4f 67552b855ecc56160112db42cf 7074e 2020- 12- 02 05: 43: 58, 365 DEBUG [ htt ps-

j sse-nio-10. 106. 32. 119- 8443- exec- 7] []

cpm guest access. f | ownmanager . adapt or . Port al User Adapt or Factory -::- Found Guest user 'dotlxuserin
DB usi ng uni queSubj ect | D ' 5f 5592a4f 67552b855ecc56160112db42cf 7074e' . aut hSt oreNane in

DB=I nternal Users, authStoreGJ D in DB=9273f e30-8c01-11e6-996¢c-525400b48521. DB | D=bab8f 27d-
c44a- 48f 5- 9f e4-5187047bf f cO 2020- 12- 02 05: 43: 58, 366 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443-
exec-7][] cisco.ise.portal webaction.controller.Portal StepController -::- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346-4b6e- bcca- 5¢f 29el12dacc) current state is | NI TIATED and current step
i s BYOD VELCOVE 2020-12-02 05:40: 35,611 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec- 6] []

com ci sco. i se. portal Sessi onManager. Portal Session -::- Setting the portal session state to ACTIVE
2020- 12- 02 05:40: 35,611 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443- exec- 6] []

ci sco.ise.portal webaction.controller. Portal St eiControI ler -::- nextSt ei: BYOD W\EL COVE
& BYOD Welcome 4

¢ o © & htips//10.106.32.119:844 t etup.act tal=7t 1-4125-84 f 4 o o O + IO ® =
cIsco BYOD Portal
o : -
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The toliowing sysiem was detected

Windows
Was your device detected incorrectiy?
Setect pour Device

Vingdows

BYOD Welcome H|O|X|0{| A Start(A|ZH)E Z2IgFLICE

020-12- 02 05:44: 01,926 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-3][]

ci sco.ise.portal webacti on. acti ons. BasePortal Acti on -:dot 1xuser:- Executing action ByodStart via
request /portal/ByodStart.action 2020-12-02 05:44:01, 926 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119-
8443- exec-3][] cisco.ise.portal webaction.controller. Portal PreResul tListener -:dotlxuser:-
current Step: BYOD_WVELCOMVE

O| A|HolM ISEE= BYODO!| 228t mt/2|AAT /=X R E BItst D R4S BYOD INIT &
B2 MEELCH

2020- 12- 02 05:44: 01,936 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec- 3] []

guest access. f | owmanager . st ep. guest . Byod\Wel comeSt epExecut or -:dot 1xuser: - user Agent=Mozilla/5.0
(Wndows NT 10.0; Wn64; x64; rv:83.0) Gecko/ 20100101 Firefox/83.0, os=Wndows 10 (All),

nspSt at us=SUCCESS 2020- 12- 02 05: 44: 01, 936 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 3] []
guest access. f | owmanager . st ep. guest . Byod\Wel comeSt epExecut or -: dot 1xuser: - NSP Downl oadal bl e
Resour ce data=>, resource=Downl oadabl eResourcel nfo : W NDOA5_10_ALL

https://10.106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

ed4ec38eel88c/ Wr el essNSP. xnl ?sessi onl d=0a6a21b20000009f 5f c770c7&os=W NDOA5S_10_ALL nul | nul |
https://10. 106. 32. 119: 8443/ aut h/ pr ovi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ nul |
nul |l https://10.106.32. 119: 8443/ aut h/ provi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453-
81141ec42d2d/ Net wor kSet upAssi st ant . exe, coaType=NoCoa 2020-12- 02 05: 44: 01, 936 DEBUG [ htt ps-j sse-



ni 0- 10. 106. 32. 119- 8443- exec-3][] cpm guest access. f| owranager. util s. NSPProvAccess -:dot 1xuser: -
It is a WN MAC! 2020-12-02 05: 44: 01, 936 DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 3] []

cpm guest access. f | owmanager . st ep. St epExecut or -: dot 1xuser:- Returni ng next step

=BYOD_REG STRATI ON 2020- 12- 02 05: 44: 01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] []

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- ++++ updatePortal State:
Port al Sessi on (e0d457d9- a346- 4b6e- bcca- 5¢f 29el2dacc) current state is ACTIVE and current step is
BYOD_REQ STRATI ON 2020- 12- 02 05:44:01, 950 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 3] [ ]

ci sco.ise.portal webaction.controller.Portal StepController -:dotlxuser:- nextStep:

BYOD REGQ STRATI ON
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2020- 12-02 05:44: 14,682 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-1][]

ci sco.ise.portal webaction. actions. BasePortal Acti on -:dot 1xuser:- Executing action ByodRegi ster
via request /portal/ByodRegi ster.action Request Paraneters: from=BYOD REG STRATI ON

t oken=PZBMFBHX3FBPXT8(QF98U7171 LNOTD68D devi ce. nanme=My- Devi ce devi ce. descri pti on= 2020-12-02

05: 44: 14,682 DEBUG [ htt ps-j sse-nio-10.106. 32. 119-8443-exec-1][]

ci sco.ise.portal.actions. ByodRegi sterAction -:dot 1xuser:- executeAction... 2020-12-02

05: 44: 14,682 DEBUG [ htt ps-jsse-nio-10.106. 32. 119-8443-exec-1][]

ci sco.ise.portal webaction. actions. BasePortal Acti on -:dot1lxuser:- Result from action

ByodRegi ster: success 2020-12-02 05: 44: 14,682 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119- 8443- exec- 1] []
ci sco.ise.portal webaction. acti ons. BasePortal Acti on -:dot1xuser:- Action ByodRegi ster Conplete
for request /portal/ByodRegi ster.action 2020-12-02 05: 44: 14, 683 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443- exec- 1][] cpm guest access. api servi ces. nydevi ces. MyDevi cesSer vi cel npl -

:dot 1xuser: - Register Device : 50: 3E: AA: E4: 81: B6 user name= dot 1xuser i dG oupl D= aal3bb40-8bff -
11e6-996¢c- 525400b48521 aut hSt or eGUI D= 9273f e30- 8c01- 11e6- 996¢- 525400048521 nadAddr ess=

10. 106. 33. 178 i sSaneDevi ceRegi stered = fal se 2020-12-02 05: 44: 14, 900 DEBUG [ htt ps-j sse- ni o-

10. 106. 32. 119- 8443- exec- 1][] cpm guest access. f| owmranager . st ep. St epExecut or -: dot 1xuser: -

Ret urni ng next step =BYOD | NSTALL 2020-12- 02 05: 44: 14,902 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119-
8443-exec-1][] cisco.ise.portalwebaction.controller.Portal StepController -:dotlxuser:- ++++
updat ePortal State: Portal Session (e0d457d9-a346- 4b6e- bcca- 5¢f 29el2dacc) current state is ACTIVE
and current step is BYOD I NSTALL 2020-12-02 05:44:01, 954 DEBUG [ htt ps-j sse-ni o-10. 106. 32. 119-
8443-exec-3][] cisco.ise.portal webaction.controller.Portal Fl oM nterceptor -:dotlxuser:- result:
success 2020-12-02 05:44: 14,969 DEBUG [ https-j sse-ni o-10. 106. 32. 119- 8443- exec- 10] []

ci sco.cpmclient.provisioning. Stream ngServlet -::- Stream ngServl et

URI : / aut h/ pr ovi si oni ng/ downl oad/ 90a6dc9c- 4aae- 4431- a453- 81141ec42d2d/ Net wor kSet upAssi st ant . exe
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Guest.log -

2020- 12- 02 05:45: 03,275 DEBUG [portal -http-servicel5][]

ci sco.cpmclient. provisioning. Stream ngServlet -::- Stream ngServl et

URI : / aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3- e4ec38eel88c/ Wr el essNSP. xmi 2020- 12- 02

05: 45: 03, 275 DEBUG [portal -http-servicel5][] cisco.cpmclient.provisioning.Stream ngServlet -::-

Streaming to ip:10.106.33.167 file type: NativeSPProfile file name: Wrel essNSP. xm 2020- 12- 02

05: 45: 03, 308 DEBUG [portal -http-servicelb5][] cisco.cpmclient.provisioning.Stream ngServlet -::-

SPWprofile :: 2020-12-02 05:45: 03,308 DEBUG [portal -http-servicelb][]

ci sco.cpmclient. provisioning. Stream ngServlet -::-

spwProfile.xmlo| A LI 2 212 £, NSAE HEYXZ Z2EES 74510 CSRS M5 CH= ISEN
4 35+0{ URL https://10.106.32.119:8443/auth/pkiclient.exe2 AF&3t0{ Q15 ME 7HXK{SLICE,

et
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ise-psc.log-


https://10.106.32.119:8443/auth/pkiclient.exe

2020- 12- 02 05: 45: 11, 298 DEBUG [ htt ps-j sse- ni o- 10. 106. 32. 119- 8443- exec- 1] [ ]

ci sco. cpm provi sioning.cert. CertProvisioningFactory -::::- Found incomng certifcate request for
internal CA Increasing Cert Request counter. 2020-12-02 05:45:11, 331 DEBUG [ https-jsse-nio-
10. 106. 32. 119- 8443-exec-1][] cisco.cpm provisioning.cert.CertProvisioningFactory -::::- Key type

is RSA, retrieving ScepCertRequest Processor for caProfil eNane=I SE I nternal CA 2020-12-02

05:45: 11, 331 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443-exec- 1] []

ci sco.cpm provi sioning. cert. Cert Request Val i dator -::::- Session user has been set to = dot 1xuser
2020-12-02 05:45:11, 331 DEBUG [ https-jsse-nio-10.106. 32. 119- 8443-exec-1][]

ci sco.cpm scep.util.ScepUtil -::::- AlgorithmAD in CSR 1.2.840.113549.1.1.1 2020-12-02

05:45: 11,331 I NFO [ https-jsse-nio-10.106. 32. 119- 8443-exec- 1] []

com ci sco. cpm scep. ScepCert Request Processor -::::- About to forward certificate request

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser with transaction id n@-N6E to server
http://127.0.0. 1: 9444/ caservi ce/ scep 2020-12- 02 05:45: 11, 332 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Encodi ng nessage:

org.j scep. nessage. PkcsReq@c1649c?2[t ransl| d=4d22d2e256a247a302e900f f a71¢c35d75610de67, nessageType=
PKCS_REQ sender Nonce=Nonce

[ 7d9092a9f ab204bd7600357e38309€e8] , nessageDat a=or g. bouncycast | e. pkcs. PKCS10Certi fi cati onRequest @
4662a5b0] 2020-12-02 05:45: 11, 332 DEBUG [ https-j sse-ni 0-10. 106. 32. 119- 8443- exec- 1] []

org.j scep. nessage. PkcsPki Envel opeEncoder -::::- Encrypting session key using key belonging to

[i ssuer=CN=Certificate Services Endpoint Sub CA - isee30-prinary;

serial =162233386180991315074159441535479499152] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-
10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- Signing nmessage using
key belonging to [issuer=CN=i see30-prinary. anshsi nh. | ocal ;

serial =126990069826611188711089996345828696375] 2020- 12- 02 05: 45: 11, 333 DEBUG [ htt ps-j sse-ni o-

10. 106. 32. 119- 8443-exec-1][] org.jscep. nessage. Pki MessageEncoder -::::- SignatureAl gorithm
SHA1wi t hRSA 2020- 12- 02 05:45: 11, 334 DEBUG [ https-jsse-ni o-10.106. 32. 119- 8443- exec- 1] []
org.j scep. message. Pki MessageEncoder -::::- Signing

org. bouncycast | e. cnms. CMSPr ocessabl eByt eArr ay @aa9df cc cont ent
ca-service.log -

2020- 12- 02 05:45: 11, 379 DEBUG [ CASer vi ce- Scep][scep job 4d22d2e256a247a302e900ffa71¢35d75610de67
0Ox67eelld5 request] comcisco.cpmcaservice.CrValidator -:::::- performng certificate request
val idation: version [0] subject [C=IN, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser] ---
out put omtted--- 2020-12-02 05:45: 11, 379 DEBUG [ CASer vi ce- Scep][scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request validation]

com ci sco.cpmcaservice.CrValidator -:::::- RDN value = dotlxuser 2020-12-02 05:45:11, 379 DEBUG
[ CAServi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5 request]
com ci sco.cpmcaservice.CrValidator -:::::- request validation result CA K

caservice-misc.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71c35d75610de67
0x67eelld5 request issuance] cisco.cpmscep.util.ScepUtil -:::::- AlgorithmdAdD in CSR
1.2.840.113549.1.1.1 2020-12-02 05:45:11, 380 DEBUG [ CASer vi ce- Scep] [ scep job
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm scep. Cert Requestinfo -:::::- Found chall enge password with cert tenplate ID.

caservice.log -

2020- 12- 02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep][scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67
0x67eelld5 request issuance] cisco.cpmcaservice.util.CaServiceUtil -:::::- Checking cache for
certificate tenplate with I D: e2c32ce0-313d- 11eb- b19e- e60300a810d5 2020- 12- 02 05: 45: 11, 380 DEBUG
[ CASer vi ce- Scep] [ scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0Ox67eelld5 request issuance]
com ci sco. cpm caservice. CertificateAuthority -:::::- CA SAN Extensions = General Names: 1. 50-3E-
AA- E4-81-B6 2020-12-02 05:45: 11, 380 DEBUG [ CASer vi ce- Scep][scep job

4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm caservice. CertificateAuthority -:::::- CA: add SAN extension... 2020-12-02

05: 45: 11, 380 DEBUG [ CASer vi ce- Scep] [scep job 4d22d2e256a247a302e900f f a71¢c35d75610de67 0x67eelld5
request issuance] com cisco.cpmcaservice.CertificateAuthority -:::::- CA Cert Tenplate nanme =



BYOD Certificate_tenplate 2020-12-02 05:45: 11, 395 DEBUG [ CASer vi ce- Scep] [scep j ob
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

ci sco.cpmcaservice.util.CaServiceUtil -:::::- Storing certificate via REST for serial nunber:
518f a73a4c654df 282f f db026080de8d 2020- 12- 02 05: 45: 11, 395 | NFO [ CASer vi ce- Scep] [ scep j ob
4d22d2e256a247a302e900f f a71c35d75610de67 0x67eelld5 request issuance]

com ci sco. cpm caservice. CertificateAuthority -:::::- issuing Certificate Services Endpoint
Certificate: class [comcisco.cpm caservice. CaResul t Hol der] [1472377777]: result: [CA K]

subj ect [ CN=dot 1xuser, QOU=tac, O=cisco, L=bangal ore, ST=Karnataka, C=IN] version [3] serial

[ 0x518f a73a- 4c654df 2- 82f f db02- 6080de8d] validity [after [2020-12-01T05: 45: 11+0000] before [2030-
11-27T07: 35: 10+0000] ] keyUsages [ digital Signature nonRepudi ati on keyEnci pherment ]

ise-psc.log -

2020- 12- 02 05:45: 11,407 DEBUG [ AsyncH tpdient-15-9][] org.jscep. nessage. Pki MessageDecoder -
::- Verifying nessage using key belonging to 'CN=Certificate Services Endpoint RA - isee30-
primary'

caservice.log -

2020- 12- 02 05:45: 11,570 DEBUG [ I nfra- CAServiceltil-Thread][]

ci sco.cpm caservice.util.CaServiceUtil -:::::- Successfully stored endpoint certificate.
ise-psc.log -
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2020- 12- 02 05:45: 13,381 DEBUG [ https-jsse-ni o-10.106. 32. 119-8443-exec-10][]

ci sco.cpm provisioning.cert.CertProvisioningFactory -::::- Performng doGetCertlnitial found
Scep certificate processor for txn id n@-~N6E 2020-12-02 05:45: 13, 381 DEBUG [ https-jsse-nio-

10. 106. 32. 119- 8443-exec-10][] com ci sco. cpm scep. ScepCert Request Processor -::::- Polling

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser for certificate request n@-N6E w th
id {} 2020-12-02 05:45:13,385 INFO [ https-jsse-nio-10.106. 32. 119- 8443-exec-10][]

com ci sco. cpm scep. ScepCert Request Processor -::::- Certificate request Conplete for

C=I N, ST=Kar nat aka, L=bangal or e, O=ci sco, OU=t ac, CN=dot 1xuser Trx |dn@-~N6E 2020- 12- 02 05: 45: 13, 596
DEBUG [ htt ps-j sse-ni 0-10. 106. 32. 119- 8443- exec- 10][]

ci sco.cpm provisioning.cert.CertProvisioningFactory -::::- BYODStatus: COWPLETE _OTA NSP

RIEM HX| & ZEI0|UE = EAP-TLSE AIE5t04 CHE QB S AlZS D A AMAE JTHKSL
Ct.

prrt-server.log -



Eap, 2020- 12- 02 05: 46: 57, 175, | NFO , Ox7f 433e6b8700, cnt x=0008591342, sesn=i see30-

primary/ 392215758/ 701, CPMSessi onl D=0a6a21b20000009f 5f c770c7, Cal | i ngSt at i onl D=50- 3e- aa- e4- 81-

b6, EAP: Recv EAP packet, code=Response, identifier=64, type=EAP-TLS, |ength=166

, EapPar ser. cpp: 150 Radi us, 2020- 12- 02

05: 46: 57, 435, DEBUG, 0x7f 433e3b5700, cnt x=0008591362, sesn=i see30-

primary/ 392215758/ 701, CPMSessi onl D=0a6a21b20000009f 5f c770c7, user =dot 1xuser, Cal | i ngSt at i onl D=50-
3e-aa- e4- 81- b6, RADI US PACKET: : Code=2( AccessAccept) ldentifier=5 Length=231 [1] User-Nane -

val ue: [dot1lxuser] [25] Cass - value: [****] [79] EAP-Message - value: [E [80] Message-

Aut henticator - value: [U(@yE626| kO ,}] [26] MsS- MPPE-Send-Key - value: [****] [26] Ms- MPPE- Recv-
Key - value: [****] | RADI USHandl er. cpp: 2216

FCHO|ME 2 a(spw 21)

Zei0|UET Z2HtYUE CH2Z =65t 7| AR ELICH

[ Mon Nov 30 03:34:27 2020] Downl oading profile configuration... [Mn Nov 30 03:34:27 2020]

Di scovering | SE using default gateway [ Mon Nov 30 03:34:27 2020] ldentifying wired and wirel ess
network interfaces, total active interfaces: 1 [Mon Nov 30 03:34:27 2020] Network interface -
mac: 50- 3E- AA- E4-81-B6, nane: W-Fi 2, type: unknown [ Mon Nov 30 03:34:27 2020] ldentified
default gateway: 10.106.33.1 [Mon Nov 30 03:34:27 2020] ldentified default gateway: 10.106.33.1,
mac address: 50- 3E- AA-E4-81-B6 [ Mon Nov 30 03: 34:27 2020] DiscoverlSE - start [Mon Nov 30

03:34: 27 2020] Discoverl SE input paraneter : strUl [http://10.106.33.1/auth/discovery] [Mn Nov
30 03:34:27 2020] [HTTPConnection] CrackUrl: host = 10.106.33.1, path = /auth/discovery, user =
, port = 80, schene = 3, flags = 0 [ Mon Nov 30 03: 34: 27 2020] [HTTPConnection] HttpSendRequest:
header = Accept: */* headerLength = 12 data = dataLength = 0 [Mon Nov 30 03:34: 27 2020] HTTP
Response header: [HTTP/ 1.1 200 CK Locati on:

https://10. 106. 32. 119: 8443/ port al / gat eway?sessi onl d=0a6a21b20000009c5f c4f b5e&port al =7f 8ac563-
3304- 4f 25- 845d-

be9f aac3c44f &act i on=nspé&t oken=29354d43962243bchb72193cbf 9dc3260&r edi r ect =10. 106. 33. 1/ aut h/ di scove
ry [Mon Nov 30 03:34:36 2020] [HTTPConnection] CrackUrl: host = 10.106.32.119, path =

[ aut h/ provi si oni ng/ downl oad/ a2b317ee- df 5a- 4bda- abc3-

edec38eel88c/ Wr el essNSP. xrml ?sessi onl d=0a6a21b20000009c5f c4f b5e&os=W NDOANS_10_ALL, user =, port
= 8443, scheme = 4, flags = 8388608 Mon Nov 30 03:34:36 2020] parsing w reless connection
setting [ Mon Nov 30 03:34:36 2020] Certificate tenplate: [keytype: RSA keysize: 2048,

subj ect: OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N, SAN: MAC] [ Mon Nov 30 03:34: 36 2020] set
Chal | engePwd

Z2}0|Q1E WLAN MH|A 7} gl S0l

A

S QIgrLCH.

[ Mon Nov 30 03:34:36 2020] WrelessProfile::StartWanSvc - Start [Mn Nov 30 03: 34:36 2020]
Wansvc service is in Auto node ... [Mon Nov 30 03:34:36 2020] Wansvc is running in auto

node. .. [Mon Nov 30 03:34:36 2020] Wrel essProfile:: StartWanSvc - End [ Mon Nov 30 03: 34: 36
2020] Wreless interface 1 - Desc: [TP-Link Wreless USB Adapter], Guid: [{65E78DDE- E3F1-4640-
906B- 15215F986CAA}] ... [Mon Nov 30 03:34:36 2020] Wreless interface - Mac address: 50-3E- AA- E4-
81-B6 [ Mon Nov 30 03:34:36 2020] Identifying wired and wireless interfaces... [Mn Nov 30
03:34:36 2020] Found wireless interface - [ nane:W-Fi 2, mac address: 50- 3E- AA- E4- 81-B6] [ Mon
Nov 30 03:34:36 2020] Wreless interface [W-Fi 2] will be configured... [Mn Nov 30 03: 34: 37
2020] Host - [ nane: DESKTOP- 965F94U, nmac addresses: 50- 3E- AA- E4- 81- B6]

ZE0|MET T2 Y ME S AlZELICH

[ Mon Nov 30 03:34:37 2020] ApplyProfile - Start... [Mn Nov 30 03:34:37 2020] User 1d:

dot 1xuser, sessionid: 0a6a21b20000009c5f c4f b5e, Mac: 50- 3E- AA-E4-81-B6, profile: Wrel essNSP

[ Mon Nov 30 03:34:37 2020] nunber of wireless connections to configure: 1 [Mn Nov 30 03:34: 37
2020] starting configuration for SSID : [BYOD Dot 1x] [Mn Nov 30 03: 34: 37 2020] appl ying
certificate for ssid [BYOD Dot 1x]

Ze0|HE MR| 215 A

[ Mon Nov 30 03:34:37 2020] ApplyCert - Start... [Mn Nov 30 03:34:37 2020] using Chal |l engePwd



[ Mon Nov 30 03:34:37 2020] creating certificate with subject = dotlxuser and subjectSuffix =
OU=t ac; O=ci sco; L=bangal or e; ST=Kar nat aka; C=I N [ Mon Nov 30 03: 34: 38 2020] Self signed certificate
[ Mon Nov 30 03:34:44 2020] Installed [isee30-primary.anshsinh.local, hash: 5b a2 08 1e 17 cb 73
5f ba 5b 9f a2 2d 3b fc d2 86 0d a5 9b ] as root CA [ Mon Nov 30 03:34:44 2020] Installed CA cert
for authMode machi neOrUser - Success Certificate is downl oaded . Oritted for brevity - [Mn Nov
30 03:34:50 2020] creating response file name C:\Users\adm n\ AppDat a\ Local \ Tenp\ response. cer

[ Mon Nov 30 03:34:50 2020] Certificate issued - successfully [Mon Nov 30 03:34:50 2020]

ScepW apper::Install Cert start [Mon Nov 30 03:34:50 2020] ScepWapper::Install Cert: Reading scep
response file [C \Users\adm n\ AppDat a\ Local \ Tenp\response. cer]. [Mn Nov 30 03:34:51 2020]
ScepW apper::Install Cert GetCertHash -- return val 1 [Mon Nov 30 03:34:51 2020]

ScepW apper::Install Cert end [ Mon Nov 30 03:34:51 2020] ApplyCert - End... [Mn Nov 30 03:34:51
2020] applied user certificate using tenplate id e2c32ce0-313d-11leb-b19e-e60300a810d5

ISEOIAM FM8 Z2 0 Fd

[ Mon Nov 30 03:34:51 2020] Configuring wireless profiles... [Mon Nov 30 03:34:51 2020]
Configuring ssid [ BYOD-Dot 1x] [Mon Nov 30 03:34:51 2020] WrelessProfile::SetWrel essProfile -
Start [Mon Nov 30 03:34:51 2020] TLS - TrustedRoot CA Hash: [ 5b a2 08 le 17 cb 73 5f ba 5b 9f a2
2d 3b fc d2 86 0d a5 9b]

ZZ I

Wreless interface succesfully initiated, continuing to configure SSID [ Mon Nov 30 03: 34:51
2020] Currently connected to SSID: [BYOD Dot 1x] [Mon Nov 30 03:34:51 2020] Wreless profile:

[ BYOD- Dot 1x] configured successfully [Mn Nov 30 03:34:51 2020] Connect to SSID [ Mon Nov 30
03:34: 51 2020] Successfully connected profile: [BYOD Dot1x] [Mdn Nov 30 03:34:51 2020]
WrelessProfile::SetWrel essProfile. - End [ Mon Nov 30 03:35:21 2020]
WrelessProfile::1sSingleSSID - Start [Mn Nov 30 03:35:21 2020] Currently connected to SSID:
[ BYOD- Dot 1x], profile ssid: [BYOD Doti1x], Single SSID [Mn Nov 30 03:35:21 2020]
WrelessProfile::1sSingleSSID - End [ Mon Nov 30 03:36: 07 2020] Device configured successfully.
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